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Abstract—We study the 5G-AKA authentication protocol de-
scribed in the 5G mobile communication standards. This version
of AKA tries to achieve a better privacy than the 3G and 4G
versions through the use of asymmetric randomized encryption.
Nonetheless, we show that except for the IMSI-catcher attack,
all known attacks against 5G-AKA privacy still apply.

Next, we modify the 5G-AKA protocol to prevent these
attacks, while satisfying 5G-AKA efficiency constraints as much
as possible. We then formally prove that our protocol is o-
unlinkable. This is a new security notion, which allows for a
fine-grained quantification of a protocol privacy. Our security
proof is carried out in the Bana-Comon indistinguishability logic.
We also prove mutual authentication as a secondary result.

Index Terms—AKA, Unlinkability, Privacy, Formal Methods.

I. INTRODUCTION

Mobile communication technologies are widely used for
voice, text and Internet access. These technologies allow a
subscriber’s device, typically a mobile phone, to connect
wirelessly to an antenna, and from there to its service provider.
The two most recent generations of mobile communication
standards, the 3G and 4G standards, have been designed by
the 3GPP consortium. The fifth generation (5G) of mobile
communication standards is being finalized, and drafts are
now available [1]. These standards describe protocols that
aim at providing security guarantees to the subscribers and
service providers. One of the most important such protocol
is the Authentication and Key Agreement (AKA) protocol,
which allows a subscriber and its service provider to establish
a shared secret key in an authenticated fashion. There are
different variants of the AKA protocol, one for each generation.

In the 3G and 4G-AKA protocols, the subscriber and its
service provider share a long term secret key. The subscriber
stores this key in a cryptographic chip, the Universal Sub-
scriber Identity Module (USIM), which also performs all the
cryptographic computations. Because of the USIM limited
computational power, the protocols only use symmetric key
cryptography without any pseudo-random number generation
on the subscriber side. Therefore the subscriber does not use a
random challenge to prevent replay attacks, but instead relies
on a sequence number SQN. Since the sequence number has
to be tracked by the subscriber and its service provider, the
AKA protocols are stateful.

Because a user could be easily tracked through its mobile
phone, it is important that the AKA protocols provide privacy
guarantees. The 3G and 4G-AKA protocols try to do that using

temporary identities. While this provides some privacy against
a passive adversary, this is not enough against an active
adversary. Indeed, these protocols allow an antenna to ask for
a user permanent identity when it does not know its temporary
identity (this naturally happens in roaming situations). This
mechanism is abused by IMSI-catchers [2] to collect the
permanent identities of all mobile devices in range.

The 1MSI-catcher attack is not the only known attack against
the privacy of the AKA protocols. In [3]], the authors show how
an attacker can obtain the least significant bits of a subscriber’s
sequence number, which allows the attacker to monitor the
user’s activity. The authors of [4]] describe a linkability attack
against the 3G-AKA protocol. This attack is similar to the
attack on the French e-passport [5], and relies on the fact
that 3G-AKA protocol uses different error messages if the
authentication failed because of a bad Mac or because a de-
synchronization occurred.

The 5G standards include changes to the AKA protocol to
improve its privacy guarantees. In 5SG-AKA, a user never sends
its permanent identity in plain-text. Instead, it encrypts it using
a randomized asymmetric encryption with its service provider
public key. While this prevents the IMSI-catcher attack, this is
not sufficient to get unlinkability. Indeed, the attacks from [J3]],
[4] against the 3G and 4G-AKA protocols still apply. Moreover,
the authors of [6] proposed an attack against a variant of the
AKA protocol introduced in [4f], which uses the fact that an
encrypted identity can be replayed. It turns out that their attack
also applies to 5G-AKA.

a) Objectives: Our goal is to improve the privacy of
5G-AKA while satisfying its design and efficiency constraints.
In particular, our protocol should be as efficient as the 5G-AKA
protocol, have a similar communication complexity and rely
on the same cryptographic primitives. Moreover, we want
formal guarantees on the privacy provided by our protocol.

b) Formal Methods: Formal methods are the best way to
get a strong confidence in the security provided by a protocol.
They have been successfully applied to prove the security of
crucial protocols, such as Signal [7] and TLS [8], [9]. There
exist several approaches to formally prove a protocol security.

In the symbolic or Dolev-Yao (DY) model, protocols are
modeled as members of a formal process algebra [[10]. In
this model, the attacker controls the network: he reads all
messages and he can forge new messages using capabilities
granted to him through a fixed set of rules. While security in



this model can be automated (e.g. [[11]-[|14]), it offers limited
guarantees: we only prove security against an attacker that has
the designated capabilities.

The computational model is more realistic. The attacker
also controls the network, but is not limited by a fixed set
of rules. Instead, the attacker is any Probabilistic Polynomial-
time Turing Machine (PPTM for short). Security proofs in this
model are typically sequences of game transformations [[15]
between a game stating the protocol security and crypto-
graphic hypotheses. This model offers strong security guar-
antees, but proof automation is much harder. For instance,
CRYPTOVERIF [16] cannot prove the security of stateful
cryptographic protocols (such as the AKA protocols).

There is a third model, the Bana-Comon (BC) model [[17],
[18]]. In this model, messages are terms and the security prop-
erty is a first-order formula. Instead of granting the attacker
capabilities through rules, as in the symbolic approach, we
state what the adversary cannot do. This model has several
advantages. First, since security in the BC model entails
computational security, it offers strong security guarantees.
Then, there is no ambiguity: the adversary can do anything
which is not explicitly forbidden. Finally, this approach is
well-suited to model stateful protocols.

c) Related Work: There are several formal analysis of
AKA protocols in the symbolic models. In [12], the authors
use the DEEPSEC tool to prove unlinkability of the protocol
for three sessions. In [4] and [19]], the authors use PROVERIF
to prove unlinkability of AKA variants for, respectively, three
sessions and an unbounded number of sessions. In these three
works, the authors abstracted away several key features of the
protocol. Because DEEPSEC and PROVERIF do not support the
xor operator, they replaced it with a symmetric encryption.
Moreover, sequence numbers are modeled by nonces in [4]
and [12]. While [[19]] models the sequence number update, they
assume it is always incremented by one, which is incorrect.
Finally, none of these works modeled the re-synchronization
or the temporary identity mechanisms. Because of these inac-
curacies in their models, they all miss attacks.

In [20]], the authors use the TAMARIN prover to analyse
multiple properties of SG-AKA. For each property, they either
find a proof, or exhibit an attack. To our knowledge, this is the
most precise symbolic analysis of an AKA protocol. For exam-
ple, they correctly model the xor and the re-synchronization
mechanisms, and they represent sequence numbers as integers
(which makes their model stateful). Still, they decided not to
include the temporary identity mechanism. Using this model,
they successfully rediscover the linkability attack from [4].

We are aware of two analysis of AKA protocols in the
computational model. In [6]], the authors present a significantly
modified version of AKA, called PRIV-AKA, and claim it is
unlinkable. However, we discovered a linkability attack against
the protocol, which falsifies the authors claim. In [21]], the
authors study the 4G-AKA protocol without its first message.
They show that this reduced protocol satisfies a form of
anonymity (which is weaker than unlinkability). Because they
consider a weak privacy property for a reduced protocol, they

fail to capture the linkability attacks from the literature.
To summarize, there is currently no computational security
proof of a complete version of an AKA protocol.
d) Contributions: Our contributions are:

o We study the privacy of the 5G-AKA protocol described
in the 3GPP draft [1]. Thanks to the introduction of
asymmetric encryption, the 5G version of AKA is not
vulnerable to the IMSI-catcher attack. However, we show
that the linkability attacks from [3]], [4], [6] against older
versions of AKA still apply to 5G-AKA.

e We present a new linkability attack against PRIV-AKA,
a significantly modified version of the AKA protocol
introduced and claimed unlinkable in [[6|]. This attack
exploits the fact that, in PRIV-AKA, a message can be
delayed to yield a state update later in the execution of
the protocol, where it can be detected.

o We propose the AKAT protocol, which is a modified
version of 5G-AKA with better privacy guarantees and
satisfying the same design and efficiency constraints.

e We introduce a new privacy property, called o-
unlinkability, inspired from [22] and Vaudenay’s Pri-
vacy [23]]. Our property is parametric and allows us to
have a fine-grained quantification of a protocol privacy.

o We formally prove that AKA™ satisfies the o-unlinkability
property in the computational model. Our proof is carried
out in the BC model, and holds for any number of agents
and sessions that are not related to the security parameter.
We also show that AKA™ provides mutual authentication.
e) Outline: In Section [ and [[T| we describe the 5G-AKA

protocol and the known linkability attacks against it. We
present the AKA™ protocol in Section and we define the o-
unlinkability property in Section |V} Finally, we show how we
model the AKAT protocol using the BC logic in Section
and we state and sketch the proofs of the mutual authentication
and o-unlinkability of AKA™ in Section The full proofs
are in Appendix.

II. THE 5G-AKA PROTOCOL

We present the 5G-AKA protocol described in the 3GPP
standards [1]. This is a three-party authentication protocol
between:

e The User Equipment (UE). This is the subscriber’s physi-

cal device using the mobile communication network (e.g.
a mobile phone). Each UE contains a cryptographic chip,
the Universal Subscriber Identity Module (USIM), which
stores the user confidential material (such as secret keys).

o The Home Network (HN), which is the subscriber’s ser-
vice provider. It maintains a database with the necessary
data to authenticate its subscribers.

o The Serving Network (SN). It controls the base station
(the antenna) the UE is communicating with through a
wireless channel.

If the HN has a base station nearby the UE, then the HN and
the SN are the same entity. But this is not always the case (e.g.
in roaming situations). When no base station from the user’s
HN are in range, the UE uses another network’s base station.



The UE and its corresponding HN share some confidential
key material and the Subscription Permanent Identifier (SUPI),
which uniquely identifies the UE. The SN does not have access
to the secret key material. It follows that all cryptographic
computations are performed by the HN, and sent to the
SN through a secure channel. The SN also forwards all the
information it gets from the UE to the HN. But the UE
permanent identity is not kept hidden from the SN: after a
successful authentication, the HN sends the SUPI to the SN.
This is not technically needed, but is done for legal reasons.
Indeed, the SN needs to know whom it is serving to be able
to answer to Lawful Interception requests.

Therefore, privacy requires to trust both the AN and the
SN. Since, in addition, they communicate through a secure
channel, we decided to model them as a single entity and we
include the SN inside the HN. A description of the protocol
with three distinct parties can be found in [20].

A. Description of the Protocol

The 5G standard proposes two authentication protocols,
EAP-AKA’ and 5G-AKA. Since their differences are not rel-
evant for privacy, we only describe the 5G-AKA protocol.

a) Cryptographic Primitives: As in the 3G and 4G vari-
ants, the 5G-AKA protocol uses several keyed cryptographic
one-way functions: 1,12, 12, 4" and f*. These functions are
used both for integrity and confidentiality, and take as input a
long term secret key k (which is different for each subscriber).

A major novelty in 5G-AKA is the introduction of an asym-
metric randomized encryption {}gﬁ Here pk is the public
key, and ne is the encryption randomness. Previous versions
of AKA did not use asymmetric encryption because the USIM,
which is a cryptographic micro-processor, had no randomness
generation capabilities. The asymmetric encryption is used to
conceal the identity of the UE, by sending {SUPI}gek instead
of transmitting the SUPI in clear (as in 3G and 4G-AKA).

b) Temporary Identities: After a successful run of the
protocol, the HN may issue a temporary identity, a Globally
Unique Temporary Identity (GUTI), to the UE. Each GUTI can
be used in at most one session to replace the encrypted identity
{SUPI}gﬁ. It is renewed after each use. Using a GUTI allows
to avoid one asymmetric encryption. This saves a pseudo-
random number generation and the expensive computation of
an asymmetric encryption.

c) Sequence Numbers: The 5G-AKA protocol prevents
replay attacks using a sequence number SQN instead of a
random challenge. This sequence number is included in the
messages, incremented after each successful run of the pro-
tocol, and must be tracked and updated by the UE and the
HN. As it may get de-synchronized (e.g. because a message
is lost), there are two versions of it: the UE sequence number
SQNy, and the HN sequence number SQNy.

d) State: The UE and HN share the UE identity SUPL a
long-term symmetric secret key K, a sequence number SQNy
and the HN public key pk,. The UE also stores in GUTI the
value of the last temporary identity assigned to it (if there is
one). Finally, the HN stores the secret key Sky corresponding

UE HN

” SUPI, GUTI, K, pKy, SQNy, ” || SUPI, GUTI, K, Sky, SQNy ||

GUTI or {SUPI}}
N

H if GUTI was used: GUTI < UnSet H

(n,soNy @ fe(n), fx((sQny, n)))

Input x:

NR, SQNR_ m1(X), m2(X) & (NR)
bmac < fi ((SONR , NR)) = 73(X)
bson < range(sQNy, SQNR)

bmac A bsox ‘
SQNy < SQNg

~bmac |

— ]
bmac A —bx
’T"c o | (sany @ (MR) , fo " ((sQNy , NR)))

H SQNy < SQNy + 1 H

fe (NR)

“Auth-Failure”

Input y:

SQN « i (y) @ % (n)

if f* ((SQN%, n)) = ma(y) then SQNy + SQNF + 1
T

n n

Conventions: < is used for assignments, and has a lower
priority than the equality comparison operator =.

Fig. 1. The 5G-AKA Protocol

to pKy, its version SQNy of every UE’s sequence number and
a mapping between the GUTIs and the SUPIs.

e) Authentication Protocol: The 5G-AKA protocol is
represented in Fig. (Il We now describe an honest execution
of the protocol. The UE initiates the protocol by identifying
itself to the HN, which it can do in two different ways:

« It can send a temporary identity GUTI, if one was assigned
to it. After sending the GUTI, the UE sets it to UnSet to
ensure that it will not be used more than once. Otherwise,
it would allow an adversary to link sessions together.

o It can send its concealed permanent identity {SUPI}gﬁN,
using the HN public key pk, and a fresh randomness ne.

Upon reception of an identifying message, the HN retrieves the
permanent identity SUPI: if it received a temporary identity
GUTI, this is done through a database look-up; and if a
concealed permanent identity was used, it uses Sky to decrypt
it. It can then recover SQN, and the key k associated to
the identity SUPI from its memory. The HN then generates
a fresh nonce n. It masks the sequence number SQN, by
xoring it with fi(n), and mac the message by computing
f((SQNy, n)) (we use (...) for tuples). It then sends the
message (N, SQNy @ fo(n), fe((SQNy, n))).



When receiving this message, the UE computes f,(n).
With it, it unmasks SQNy and checks the authenticity of the
message by re-computing fi((SQNy, n)) and verifying that
it is equal to the third component of the message. It also
checks whether SQNy and SQNy are in rang If both checks
succeed, the UE sets SQNy to SQNy, which prevents this
message from being accepted again. It then sends fz(n) to
prove to HN the knowledge of k. If the authenticity check fails,
an “Auth-Failure” message is sent. Finally, if the authenticity
check succeeds but the range check fails, UE starts the re-
synchronization sub-protocol, which we describe below.

f) Re-synchronization: The re-synchronization protocol
allows the HN to obtain the current value of SQNy. First,
the UE masks SQN, by xoring it with f.”*(n), mac the
message using f&”‘((SQNU, n)) and sends the pair (SQN, ®
£2*(n), fo*((SQNy, NY)). When receiving this message, the
HN unmasks SQN and checks the mac. If the authentication
test is successful, HN sets the value of SQNy to SQNy + 1.
This ensures that HN first message in the next session of the
protocol is in the correct range.

g) GUTI Assignment: There is a final component of the
protocol which is not described in Fig. [I] (as it is not used in
the privacy attacks we present later). After a successful run of
the protocol, the HN generates a new temporary identity GUTI
and links it to the UE’s permanent identity in its database.
Then, it sends the masked fresh GUTI to the UE.

III. UNLINKABILITY ATTACKS AGAINST 5G-AKA

We present in this section several attacks against AKA that
appeared in the literature. All these attacks but one (the IMSI-
catcher attack) carry over to 5G-AKA. Moreover, several fixes
of the 3G and 4G versions of AKA have been proposed. We
discuss the two most relevant fixes, the first by Arapinis et
al. [4], and the second by Fouque et al. [6].

None of these fixes are satisfactory. The modified AKA
protocol given in [4] has been shown flawed in [[6]. The authors
of [|6] then propose their own protocol, called PRIV-AKA, and
claim it is unlinkable (they only provide a proof sketch).
While analyzing the PRIV-AKA protocol, we discovered an
attack allowing to permanently de-synchronize the UE and the
HN. Since a de-synchronized UE can be easily tracked (after
being de-synchronized, the UE rejects all further messages),
our attack is also an unlinkability attack. This is in direct
contradiction with the security property claimed in [6]. This
is a novel attack that never appeared in the literature.

A. IMSI-Catcher Attack

All the older versions of AKA (4G and earlier) are vulnerable
to the IMSI-catcher attack [2[]. This attack simply relies on
the fact that, in these versions of AKA, the permanent identity
(called the International Mobile Subscriber Identity or IMSI in
the 4G specifications) is not encrypted but sent in plain-text.
Moreover, even if a temporary identity is used (a Temporary
Mobile Subscriber Identity or TMSI), an attacker can simply

I'The specification is loose here: it only requires that SQN; < SQNy <
SQNy + C, where C is some constant chosen by the HN.

UE Attacker
TMSI or IMSI 1

| If TMSI received

“Permanent-ID-Request”

IMSI

Fig. 2. An 1MsI-Catcher Attack
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fe(n)
|
UE sy Attacker
L tauth
If IMST” # IMSI;
“Auth-Failure”
|
If IMSI’ = IMST 5 1.
<SQNU @fk7 (nRr), fk’ ({sQny, nR>)>
| |

Fig. 3. The Failure Message Attack by [4]

send a Permanent-ID-Request message to obtain the UE’s
permanent identity. The attack is depicted in Fig. [2]

This necessitates an active attacker with its own base station.
At the time, this required specialized hardware, and was
believed to be too expensive. This is no longer the case, and
can be done for a few hundreds dollars (see [24]).

B. The Failure Message Attack

In [4]], Arapinis et al. propose to use an asymmetric encryp-
tion to protect against the IMSI-catcher attack: each UFE carries
the public-key of its corresponding HN, and uses it to encrypt
its permanent identity. This is basically the solution that was
adopted by 3GPP for the 5G version of AKA. Interestingly,
they show that this is not enough to ensure privacy, and give
a linkability attack that does not rely on the identification
message sent by UE. While their attack is against the 3G-AKA
protocol, it is applicable to the 5G-AKA protocol.

a) The Attack: The attack is depicted in Fig. [3] and works
in two phases. First, the adversary eavesdrops a successful run
of the protocol between the HN and the target UE with identity
IMSI;, and stores the authentication message ¢4, sent by HN.
In a second phase, the attacker A tries to determine whether a
UE with identity IMST’ is the initial UE (i.e. whether IMST' =
IMSTy). To do this, A initiates a new session of the protocol and
replays the message tayth. If IMST” # IMST;, then the mac test
fails, and UE,s answers “Auth-Failure”. If IMST’ = IMSI;,
then the mac test succeeds but the range test fails, and UEysy
sends a re-synchronization message.
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Fig. 4. The Encrypted IMSI Replay Attack by [6]

The adversary can distinguish between the two messages,
and therefore knows if it is interacting with the original or a
different UE. Moreover, the second phase of the attack can
be repeated every time the adversary wants to check for the
presence of the tracked user IMSI; in its vicinity.

b) Proposed Fix: To protect against the failure message
attack, the authors of [4] propose that the UE encrypts both er-
ror messages using the public key pk,, of the HN, making them
indistinguishable. To the adversary, there is no distinctions
between an authentication and a de-synchronization failure.
The fixed AKA protocol, without the identifying message
{IMSI}ZR, was formally checked in the symbolic model using
the PROVERIF tool. Because this message was omitted in the
model, an attack was missed. We present this attack next.

C. The Encrypted IMSI Replay Attack

In [6]], Fouque et al. give an attack against the fixed AKA
proposed by Arapinis et al. in [4]. Their attack, described in
Fig. , uses the fact the identifying message {IMSIt};iN in the
proposed AKA protocol by Arapinis et al. can be replayed.

In a first phase, the attacker A eavesdrops and stores the
identifying message {IMSIt}gﬁN of an honest session between
the user UE,ys;, it wants to track and the HN. Then, every
time A wants to determine whether some user UEg is
the tracks:d user UE,ysy,, it intercepts the identifying message
{mmsr’ };ﬁV sent by UEur, and replaces it with the stored
message ‘{IMSIt};ﬁN. Finally, A lets the protocol continue
without further tampering. We have two possible outcomes:

o If IMSI" # IMSI; then the message tauh sent by HN is
mac-ed using the wrong key, and the UE rejects the
message. Hence the attacker observes a failure message.

o If IMSI" = IMSL; then tay is accepted by UE gy, and
the attacker observes a success message.

Therefore the attacker can deduce whether it is interacting with
UEys;, or not, which breaks unlinkability.

D. Attack Against The PRIV-AKA Protocol

The authors of [6] then propose the PRIV-AKA protocol,
which is a significantly modified version of AKA. The authors

claim that their protocol achieves authentication and client
unlinkability. But we discovered a de-synchronization attack:
it is possible to permanently de-synchronize the UE and the
HN. Our attack uses the fact that in PRIV-AKA, the HN
sequence number is incremented only upon reception of the
confirmation message from the UE. Therefore, by intercepting
the last message from the UE, we can prevent the HN from
incrementing its sequence number. We now describe the attack.

We run a session of the protocol, but we intercept the
last message and store it for later use. Note that the HN’s
session is not closed. At that point, the UE and the HN are
de-synchronized by one. We re-synchronize them by running
a full session of the protocol. We then re-iterate the steps
described above: we run a session of the protocol, prevent
the last message from arriving at the HN, and then run a
full session of the protocol to re-synchronize the HN and the
UE. Now the UE and the HN are synchronized, and we have
two stored messages, one for each uncompleted session. We
then send the two messages to the corresponding HN sessions,
which accept them and increment the sequence number. In the
end, it is incremented by two.

The problem is that the UE and the HN cannot recover
from a de-synchronization by two. We believe that this was
missed by the authors of [6ﬂ Remark that this attack is also
an unlinkability attack. To attack some user UEy;s,’s privacy,
we permanently de-synchronize it. Then each time UEy;s, tries
to run the PRIV-AKA protocol, it will abort, which allows the
adversary to track it.

Remark 1. Our attack requires that the HN does not close the
first session when we execute the second session. At the end
of the attack, before sending the two stored messages, there
are two HN sessions simultaneously opened for the same UE.
If the HN closes any un-finished sessions when starting a new
session with the same UE, our attack does not work.

But this make another unlinkability attack possible. Indeed,
closing a session because of some later session between the
HN and the same UE reveals a link between the two sessions.
We describe the attack. First, we start a session ¢ between
a user UEa and the HN, but we intercept and store the last
message ta from the user. Then, we let the HN run a full
session with some user UEx. Finally, we complete the initial
session ¢ by sending the stored message ta to the HN. Here,
we have two cases. If X = A, then the HN closed the first
session when it completed the second. Hence it rejects ta. If
X # A, then the first session is still opened, and it accepts ta.

Closing a session may leak information to the adversary.
Protocols which aim at providing unlinkability must explicit
when sessions can safely be closed. By default, we assume a
session stays open. In a real implementation, a timeout tied to
the session (and not the user identity) could be used to avoid
keeping sessions opened forever.

2“the two sequence numbers may become desynchronized by one step [...].
Further desynchronization is prevented [...]” (p. 266 [6])



E. Sequence Numbers and Unlinkability

We conjecture that it is not possible to achieve functionality
(i.e. honest sessions eventually succeed), authentication and
unlinkability at the same time when using a sequence number
based protocol with no random number generation capabilities
in the UE side. We briefly explain our intuition.

In any sequence number based protocol, the agents may
become de-synchronized because they cannot know if their
last message has been received. Furthermore, the attacker can
cause de-synchronization by blocking messages. The problem
is that we have contradictory requirements. On the one hand, to
ensure authentication, an agent must reject a replayed message.
On the other hand, in order to guarantee unlinkability, an
honest agent has to behave the same way when receiving a
message from a synchronized agent or from a de-synchronized
agent. Since functionality requires that a message from a
synchronized agent is accepted, it follows that a message
from a de-synchronized agent must be accepted. Intuitively,
it seems to us that an honest agent cannot distinguish between
a protocol message which is being replayed and an honest
protocol message from a de-synchronized agent. It follows
that a replayed message should be both rejected and accepted,
which is a contradiction.

This is only a conjecture. We do not have a formal state-
ment, or a proof. Actually, it is unclear how to formally
define the set of protocols that rely on sequence numbers to
achieve authentication. Note however that all requirements can
be satisfied simultaneously if we allow both parties to generate
random challenges in each session (in AKA, only HN uses a
random challenge). Examples of challenge based unlinkable
authentication protocols can be found in [25].

IV. THE AKAT PROTOCOL

We now describe our principal contribution, which is the
design of the AKAT protocol. This is a fixed version of the
5G-AKA protocol offering some form of privacy against an
active attacker. First, we explicit the efficiency and design
constraints. We then describe the AKA™ protocol, and explain
how we designed this protocol from 5G-AKA by fixing all
the previously described attacks. As we mentioned before, we
think unlinkability cannot be achieved under these constraints.
Nonetheless, our protocol satisfies some weaker notion of un-
linkability that we call o-unlinkability. This is a new security
property that we introduce. Finally, we will show a subtle
attack, and explain how we fine-tuned AKA™ to prevent it.

A. Efficiency and Design Constraints

We now explicit the protocol design constraints. These
constraints are necessary for an efficient, in-expensive to
implement and backward compatible protocol. Observe that,
in a mobile setting, it is very important to avoid expensive
computations as they quickly drain the UE’s battery.

a) Communication Complexity: In 5G-AKA, authentica-
tion is achieved using only three messages: two messages are
sent by the UE, and one by the HN. We want our protocol
to have a similar communication complexity. While we did

not manage to use only three messages in all scenarios, our
protocol achieves authentication in less than four messages.

b) Cryptographic primitives: We recall that all crypto-
graphic primitives are computed in the USIM, where they
are implemented in hardware. It follows that using more
primitives in the UE would make the USIM more voluminous
and expensive. Hence we restrict AKA™ to the cryptographic
primitives used in 5G-AKA: we use only symmetric keyed
one-way functions and asymmetric encryption. Notice that
the USIM cannot do asymmetric decryption. As in 5G-AKA,
we use some in-expensive functions, e.g. xor, pairs, by-one
increments and boolean tests. We believe that relying on
the same cryptographic primitives helps ensuring backward
compatibility, and would simplify the protocol deployment.

c¢) Random Number Generation: In 5G-AKA, the UE
generates at most one nonce per session, which is used to
randomize the asymmetric encryption. Moreover, if the UE
was assigned a GUTI in the previous session then there is no
random number generation. Remark that when the UE and the
HN are de-synchronized, the authentication fails and the UE
sends a re-synchronization message. Since the session fails, no
fresh GUTI is assigned to the UE. Hence, the next session of
the protocol has to conceal the SUPI using {SUPI}E&N, which
requires a random number generation. Therefore, we constrain
our protocol to use at most one random number generation by
the UE per session, and only if no GUTI has been assigned or
if the UE and the HN have been de-synchronized.

d) Summary: We summarize the constraints for AKA™:

o It must use at most four messages per sessions.

e The UE may use only keyed one-way functions and
asymmetric encryption. The HN may use these functions,
plus asymmetric decryption.

e The UE may generate at most one random number per
session, and only if no GUTI is available, or if re-
synchronization with the HN is necessary.

B. Key Ideas

In this section, we present the two key ideas used in the

design of the AKA™ protocol.

a) Postponed Re-Synchronization Message: We recall
that whenever the UE and the HN are de-synchronized, the au-
thentication fails and the UE sends a re-synchronization mes-
sage. The problem is that this message can be distinguished
from a mac failure message, which allows the attack presented
in Section Since the session fails, no GUTI is assigned
to the UE, and the next session will use the asymmetric
encryption to conceal the SUPI. The first key idea is to piggy-
back on the randomized encryption of the next session to send
a concealed re-synchronization message. More precisely, we
replace the message {SUPI}gekN by {(supI, SQNU>}gekN. This
has several advantages:

o We can remove the re-synchronization message that lead
to the unlinkability attack presented in Section In
AKA™, whenever the mac check or the range check fails,
the same failure message is sent.
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o This does not require more random number generation
by the UE, since a random number is already being
generated to conceal the SUPI in the next session.

The 3GPP technical specification (see [1f], Annex C) requires
that the asymmetric encryption used in the 5G-AKA protocol
is the ECIES encryption scheme, which is an hybrid encryp-
tion scheme. Hybrid encryption schemes use a randomized
asymmetric encryption to conceal a temporary key. This
key is then used to encrypt the message using a symmetric
encryption, which is in-expensive. Hence encrypting the pair
(SUPI, SQNy) is almost as fast as encrypting only SUPI, and
requires the UE to generate the same amount of randomness.

b) HN Challenge Before Identification: To prevent the
Encrypted IMSI Replay Attack of Section we add a
random challenge n from the HN. The UE initiates the protocol
by requesting a challenge without identifying itself. When
requested, the HN generates and sends a fresh challenge n to
the UE, which includes it in its response by mac-ing it with
the SUPI using a symmetric one-way function Mac' with key
kin. The UE response is now:

({(SUPI, sQNy)}% . Macks (({(SUPI, song)}% , n)))

This challenge is only needed when the encrypted permanent
identity is used. If the UE uses a temporary identity GUTI, then
we do not need to use a random challenge. Indeed, temporary
identities can only be used once before being discarded, and
are therefore not subject to replay attacks. By consequence we
split the protocol in two sub-protocols:

« The SUPI sub-protocol uses a random challenge from the
HN, encrypts the permanent identity and allows to re-
synchronize the UE and the HN.

o The GUTI sub-protocol is initiated by the UE using a
temporary identity.

In the SUPI sub-protocol, the UE’s answer includes the chal-
lenge. We use this to save one message: the last confirmation
step from the UE is not needed, and is removed. The resulting
sub-protocol has four messages. Observe that the GUTI sub-
protocol is faster, since it uses only three messages.

C. Architecture and States

Instead of a monolithic protocol, we have three sub-
protocols: the SUPI and GUTI sub-protocols, which handle
authentication; and the ASSIGN-GUTI sub-protocol, which is
run after authentication has been achieved and assigns a
fresh temporary identity to the UE. A full session of the

AKA™ protocol comprises a session of the SUPI or GUTI sub-
protocols, followed by a session of the ASSIGN-GUTI sub-
protocol. This is graphically depicted in Fig. [3]

Since the GUTI sub-protocol uses only three messages and
does not require the UE to generate a random number or
compute an asymmetric encryption, it is faster than the SUPI
sub-protocol. By consequence, the UE should always use the
GUTI sub-protocol if it has a temporary identity available.

The HN runs concurrently an arbitrary number of sessions,
but a subscriber cannot run more than one session at the
same time. Of course, sessions from different subscribers may
be concurrently running. We associate a unique integer, the
session number, to every session, and we use HN(j) and
UE»(j) to refer to the j-th session of, respectively, the HN
and the UE with identity ID.

a) One-Way Functions: We separate functions that are
used only for confidentiality from functions that are also used
for integrity. We have two confidentiality functions f and f',
which use the key k, and five integrity functions Mac'—Mac®,
which use the key kp. We require that f and " (resp. Mac'—
Mac®) satisfy jointly the PRF assumption.

This is a new assumption, which requires that these func-
tions are simultaneously computationally indistinguishable
from random functions.

Definition 1 (Jointly PRF Functions). Let Hy(-,-), ..., Hp(, ")
be a finite family of keyed hash functions from {0,1}*x{0,1}"
to {0,1}". The functions Hy,...,H, are Jointly Pseudo
Random Functions if, for any PPTM adversary A with access
to oracles Oy, , ..., Oy, :

|Pr(k . AOHM,,k),...,OHn(.,k)(1?7) — 1)_
Pr(gi,...,gn : A0 Con (17) = 1))

is negligible, where:
e k is drawn uniformly in {0,1}".
® J1,...,9n are drawn uniformly in the set of all functions
from {0,1}* 10 {0,1}".

Observe that if Hy, ..., H, are jointly PRF then, in partic-
ular, every individual H; is a PRF.

Remark 2. While this is a non-usual assumption, it is simple
to build a set of functions H,,...,H, which are jointly
PRF from a single PRF H. For example, let tag,,...,tag,,
be non-ambiguous tags, and let H;(m,K) = H(tag;(m), k).
Then, Hy, ..., H, are jointly PRF whenever H is a PRF (see
Appendix [-B).

b) UE Persistent State: Each UE;, with identity ID has
a state state;” persistent across sessions. It contains the fol-
lowing immutable values: the permanent identity SUPI = ID,
the confidentiality key k'°, the integrity key ki> and the HN’s
public key pk,. The states also contain mutable values: the
sequence number SQNy;, the temporary identity GUTIy and the
boolean valid-guti;. We have valid-guti;, = false whenever no
valid temporary identity is assigned to the UE. Finally, there
are mutable values that are not persistent across sessions. E.g.
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b-authy stores HN’s random challenge, and e-authy stores
HN’s random challenge when the authentication is successful.

c) HN Persistent State: The HN state statey contains the
secret key Sky corresponding to the public key pky. Also, for
every subscriber with identity ID, it stores the keys k'® and
ki, the permanent identity SUPI = ID, the HN version of the
sequence number SQNY and the temporary identity GUTTLY. It
stores in sessiony the random challenge of the last session
that was either a successful SUPI session which modified
the sequence number, or a GUTI session which authenticated
ID. This is used to detect and prevent some subtle attacks,
which we present later. Finally, every session HN(j) stores in
b-auth’, the identity claimed by the UE, and in e-auth] the
identity of the UE it authenticated.

D. The SUPI, GUTI and ASSIGN-GUTI Sub-Protocols

We describe honest executions of the three sub-protocols
of the AKA™ protocol. An honest execution is an execution
where the adversary dutifully forwards the messages without
tampering. Each execution is between a UE and HN(j).

a) The SUPI Sub-Protocol: This protocol uses the UE’s
permanent identity, re-synchronizes the UE and the HN and is
expensive to run. The protocol is sketched in Fig. [6]

The UE initiates the protocol by requesting a challenge
from the network. When asked, HN(j) sends a fresh random
challenge n?. After receiving n’, the UE stores it in b-authy,

and answers with the encryption of its permanent identity
together with the current value of its sequence number, using
the HN public key pk,. It also includes the mac of this
encryption and of the challenge, which yields the message:

({(suP1, sQNy)}pe  Maces (({(SUPI, sQNy)}pe 1, n)))

Then the UE increments its sequence number by one. When
it gets this message, the HN retrieves the pair (SUPI, SQNy)
by decrypting the encryption using its secret key sky. For
every identity ID, it checks if SUPI = ID and if the mac is
correct. If this is the case, HN authenticated 1D, and it stores
ID in b-auth] and e-auth!. After having authenticated ID,
HN checks whether the sequence number SQNy, it received is
greater than or equal to SQNIP. If this holds, it sets SQNY to
SQNy + 1, stores N/ in session,’, generates a fresh temporary
identity GUTIY and stores it into GUTI . This additional check
ensures that the HN sequence number is always increasing,
which is a crucial property of the protocol.

If the AN authenticated 1D, it sends a confirmation message
Macﬁln?((nj , SQNy + 1)) to the UE. This message is sent even
if the received sequence number SQNy, is smaller than SQNY.
When receiving the confirmation message, if the mac is valid
then the UE authenticated the HN, and it stores in e-authy
the initial random challenge (which it keeps in b-authy). If
the mac test fails, it stores in e-authy the special value fail.

b) The GUTI Sub-Protocol: This protocol uses the UE’s
temporary identity, requires synchronization to succeed and is
inexpensive. The protocol is sketched in Fig.

When valid-guti;; is true, the UE can initiate the protocol
by sending its temporary identity GUTIy. The UE then sets
valid-guti,, to false to guarantee that this temporary identity
is not used again. When receiving a temporary identity X, HN
looks if there is an ID such that GUTIY is equal to X and is
not UnSet. If the temporary identity belongs to ID, it sets
GUTIY to UnSet and stores ID in b-auth]. Then it generates
a random challenge n’, stores it in sessionLD, and sends it to
the UE, together with the xor of the sequence number SQN?
with feo (n7), and a mac:

(n?,sQNY @ fieo (n7) , Macidn (N7, SQNY , GUTIY)))

When it receives this message, the UE retrieves the challenge
n’ at the beginning of the message, computes fio (n?) and uses
this value to unconceal the sequence number SQNT. It then
computes Macﬁxn?(<nj ,SQN¥ | GUTIy)) and compares it to the
mac received from the network. If the macs are not equal, or
if the range check range(SQNy, SQNIP) fails, it puts fail into
b-authy and e-authy to record that the authentication was
not successful. If both tests succeed, it stores in b-auth, and
e-authy the random challenge, increments SQN; by one and
sends the confirmation message Macﬁg(nj ). When receiving
this message, the HN verifies that the mac is correct. If this is
the case then the HN authenticated the UE, and stores ID into
e-authy’. Then, HN checks whether sessiony is still equal
to the challenge n’ stored in it at the beginning of the session.
If this is true, the HN increments SQNy’ by one, generates a
fresh temporary identity GUTIY and stores it into GUTI.
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¢) The ASSIGN-GUTI Sub-Protocol: The ASSIGN-GUTI
sub-protocol is run after a successful authentication, regardless
of the authentication sub-protocol used. It assigns a fresh
temporary identity to the UE to allow the next AKA™ session
to run the faster GUTI sub-protocol. It is depicted in Fig. [§]
The HN conceals the temporary identity GUTI generated
by the authentication sub-protocol by xoring it with fgw(n7),
and magcs it. When receiving this message, UE unconceals the
temporary identity GUTIY by xoring its first component with
ferrg(e-authU) (since e-authy contains the HN’s challenge after
authentication). Then UE checks that the mac is correct and
that the authentication was successful. If it is the case, it stores
GUTIY in GUTIy and sets valid-guti; to true.

V. UNLINKABILITY

We now define the unlinkability property we use, which is
inspired from [22] and Vaudenay’s privacy [23].

a) Definition: The property is defined by a game in

which an adversary tries to link together some subscriber’s ses-

UE HN(j)
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Input x:
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GUTIy < if bacc then GUTIR else UnSet
valid-gutiy, < bacc

n ]

Fig. 8. The ASSIGN-GUTI Sub-Protocol of the AKA™T Protocol

sions. The adversary is a PPTM which interacts, through ora-
cles, with N different subscribers with identities ID1, ..., IDy,
and with the HN. The adversary cannot use a subscriber’s
permanent identity to refer to it, as it may not know it. Instead,
we associate a virtual handler vh to any subscriber currently
running a session of the protocol. We maintain a list /e of all
subscribers that are ready to start a session. We now describe
the oracles Oy:

e StartSession(): starts a new HN session and returns
its session number j.

e SendHN(m,j) (resp. SendUE(m,Vh)): sends the mes-
sage m to HN(j) (resp. the UE associated with vh), and
returns HN(j) (resp. vh) answer.

e ResultHN(j) (resp. ResultUE(vh)): returns true if
HN(j) (resp. the UE associated with vh) has made a
successful authentication.

e DrawUE(ID,,,ID;,): checks that ID;, and ID;, are both
in lyee. If that is the case, returns a new virtual handler
pointing to ID;,, depending on an internal secret bit b.
Then, it removes ID;, and ID;, from lfee.

e FreeUE(vh): makes the virtual handler vh no longer
valid, and adds back to lfee the two identities that were
removed when the virtual handler was created.

We recall that a function is negligible if and only if it is
asymptotically smaller than the inverse of any polynomial. An
adversary A interacting with Oy, is winning the g-unlinkability
game if: A makes less than ¢ calls to the oracles; and it
can guess the value of the internal bit b with a probability
better than 1/2 by a non-negligible margin, i.e. if the following
quantity is non negligible in 7:

|2 x Pr(b: A% (17) =b) — 1|

Finally, a protocol is g-unlinkable if and only if there are no
winning adversaries against the g-unlinkability game.

b) Corruption: In [22], [23], the adversary is allowed to
corrupt some tags using a Corrupt oracle. Several classes of
adversary are defined by restricting its access to the corruption



UE
oA GUTIp HN
UEpy where IDy = IDp or IDg HN
IDx = IDp
NoGuti
—
IDx = IDg
Hié GUTIg
| |

Fig. 9. Consecutive GUTI Sessions of AKAT Are Not Unlinkable.

oracle. A strong adversary has unrestricted access, a destruc-
tive adversary can no longer use a tag after corrupting it (it is
destroyed), a forward adversary can only follow a Corrupt
call by further Corrupt calls, and finally a weak adversary
cannot use Corrupt at all. A protocol is C unlinkable if no
adversary in C can win the unlinkability game. Clearly, we
have the following relations:

strong = destructive = forward = weak

The 5G-AKA protocol does not provide forward secrecy:
indeed, obtaining the long-term secret of a UE allows to
decrypt all its past messages. By consequence, the best we can
hope for is weak unlinkability. Since such adversaries cannot
call Corrupt, we removed the oracle from our definition.

c) Wide Adversary: Note that the adversary knows if
the protocol was successful or not using the ResultUE
and ResultHN oracles (such an adversary is called wide in
Vaudenay’s terminology [23]]). Indeed, in an authenticated key
agreement protocol, this information is always available to the
adversary: if the key exchange succeeds then it is followed by
another protocol using the newly established key; while if it
fails then either a new key-exchange session is initiated, or
no message is sent. Hence the adversary knows if the key
exchange was successful by passive monitoring.

A. o-Unlinkability

In accord with our conjecture in Section the AKAT
protocol is not unlinkable. Indeed, an adversary A can
easily win the linkability game. First, A ensures that IDp
and 1Dg have a valid temporary identity assigned: A calls
DrawUE(IDa,IDa) to obtain a virtual handler for IDp, and
runs a SUPI and ASSIGN-GUTI sessions between IDa and the
HN with no interruptions. This assigns a temporary identity to
IDA. We use the same procedure for IDg.

Then, A executes the attack described in Fig. [0] It starts
a GUTI session with IDa, and intercepts the last message. At
that point, IDA no longer has a temporary identity, while 1Dg
still does. Then, it calls DrawUE(IDp, IDg), which returns a
virtual handler vh to IDa or IDg. The attacker then start a

Fig. 10. Two indistinguishable executions. Square (resp. round) nodes are
executions of the SUPI (resp. GUTI) sub-protocol. Each time the SUPI sub-
protocol is used, we can change the subscriber’s identity.

new GUTI session with vh. If vh is a handler for IDp, the
UE returns NoGuti. If vh aliases 1Dg, the UE returns the
temporary identity GUTI5. The adversary 4 can distinguish
between these two cases, and therefore wins the game.

a) o-unlinkability: To prevent this, we want to forbid
DrawUE to be called on de-synchronized subscribers. We do
this by modifying the state of the user chosen by DrawUE.
We let o be an update on the state of the subscribers. We
then define the oracle DrawUE, (ID;,,ID;,): it checks that
IDAo and IDg are both free, then applies the update o to
ID;,’s state, and returns a new virtual handler pointing to
ID;,. The (g, o)-unlinkability game is the g-unlinkability game
in which we replace DrawUE with DrawUE,. A protocol is
(g, 0)-unlinkable if and only if there is no winning adversary
against the (g, o)-unlinkability game. Finally, a protocol is o-
unlinkable if it is (g, o)-unlinkable for any g.

b) Application to AKAT: The privacy guarantees given
by the o-unlinkability depend on the choice of o. The idea is
to choose a o that allows to establish privacy in some scenarios
of the standard unlinkability gameﬂ

We illustrate this on the AKA™ protocol. Let oy =
valid-guti, +— false be the function that makes the UE’s
temporary identity not valid. This simulates the fact that the
GUTI has been used and is no longer available. If the UE’s
temporary identity is not valid, then it can only run the SUPI
sub-protocol. Hence, if the AKA™ protocol is oy-unlinkable,
then no adversary can distinguish between a normal execution
and an execution where we change the identity of a subscriber
each time it runs the SUPI sub-protocol. We give in Fig. |10] an
example of such a scenario. We now state our main result:

Theorem 1. The AKA™T protocol is oy-unlinkable for an
arbitrary number of agents and sessions when the asymmetric
encryption {_}- is IND-CCA1 secure and fand " (resp. Mac' -
Mac®) satisfy jointly the PRF assumption.

This result is shown later in the paper. Still, the intuition
is that no adversary can distinguish between two sessions
of the SUPI protocol. Moreover, the SUPI protocol has two
important properties. First, it re-synchronizes the user with
the AN, which prevents the attacker from using any prior de-
synchronization. Second, the AKA™ protocol is designed in
such a way that no message sent by the UE before a successful
SUPI session can modify the HN’s state after the SUPI session.

3Remark that when o is the empty state update, the o-unlinkability and
unlinkability properties coincide.
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Therefore, any time the SUPI protocol is run, we get a “clean
slate” and we can change the subscriber’s identity. Note that
we have a trade-off between efficiency and privacy: the SUPI
protocol is more expensive to run, but provides more privacy.

B. A Subtle Attack

We now explain what is the role of session}j’, and how it
prevents a subtle attack against the oy -unlinkability of AKA™.
We let AKAn+o_inc be the AKAT protocol where we modify the
GUTI sub-protocol we described in Fig. [/ in the state update
of the HN’s last input, we remove the check sessiony = n’
(i.e. bipe = byae)- The attack is described in Fig.

First, we run a session of the GUTI sub-protocol between
UE;, and the HN, but we do not forward the last message tauth
to the HN. We then call DrawUE,,(IDa, IDg), which returns
a virtual handler vh to IDa or IDg. We run a full session using
the SUPI sub-protocol with vh, and then send the message
tauth to the HN. We can check that, because we removed the
condition sessiony = nJ from by, this message causes the
HN to increment SQNy* by one. At that point, UE,p, is de-
synchronized but UE,, is synchronized. Finally, we run a
session of the GUTI sub-protocol. The session has two possible
outcomes: if vh aliases to A then it fails, while if vh aliases
to B, it succeeds. This leads to an attack.

When we removed the condition sessionLD = nJ, we broke
the “clean slate” property of the SUPI sub-protocol: we can
use a message from a session that started before the SUPI
session to modify the state after the SUPI session. sessiony’
allows to detect whether another session has been executed
since the current session started, and to prevent the update of
the sequence number when this is the case.

VI. MODELING IN THE BANA-COMON LOGIC

We prove Theorem |l| using the Bana-Comon model intro-
duced in [18]]. This is a first order logic, in which protocol
messages are represented by terms using special function
symbols for the adversary’s inputs. It has only one predicate,
~, which represents computational indistinguishability. To use
this model, we first build a set of axioms AX specifying

what the adversary cannot do. This set of axiom comprises
computationally valid properties, cryptographic hypotheses
and implementation assumptions. Then, given a protocol and
a security property, we compute a formula ¢ expressing the
protocol security. Finally, we show that the security property
¢ can be deduced from the axioms AX. If this is the case, this
entails computational security.

A. Syntax and Semantics

We quickly recall the syntax and semantics of the logic.

a) Terms: Terms are built using function symbols in F,
names in A (representing random samplings) and variables
in X. The set F of function symbols contains a countable
set of adversarial function symbols G, which represent the
adversary inputs, and protocol function symbols. The protocol
function symbols are the functions used in the protocol, e.g.
the pair (_, _), the i-th projection 7;, encryption {_}-, decryp-
tion dec(_,_), if_then_else_, true, false, equality eq(_,_),
integer greater or equal geq(_,_) and length len(_).

b) Formulas: For every integer n, we have one predicate
symbol ~,, of arity 2n, which represents equivalence between
two vectors of terms of length n. We use an infix notation for
~,, and omit n when not relevant. Formulas are built using
the usual Boolean connectives and first-order quantifiers.

c) Semantics: We use the classical semantics of first-
order logic. Given an interpretation domain, we interpret
terms, function symbols and predicates as, respectively, ele-
ments, functions and relations of this domain.

We focus on a particular class of models, called the compu-
tational models (see [18] for a formal definition). In a compu-
tational model M., terms are interpreted in the set of PPTMs
equipped with a working tape and two random tapes p1, ps.
The tape p; is used for the protocol random values, while p
is for the adversary’s random samplings. The adversary cannot
access directly the random tape p;, although it may obtain part
of p; through the protocol messages. A key feature is to let the
interpretation of an adversarial function g be any PPTM, which
soundly models an attacker arbitrary probabilistic polynomial
time computation. Moreover, the predicates ~,, are interpreted
using computational indistinguishability ~. Two families of
distributions of bit-string sequences (my), and (my,),, in-
dexed by 7, are indistinguishable iff for every PPTM .4 with
random tape ps, the following quantity is negligible in #:

| Pr(p1,p2 : A(my(p1,p2),p2) =1) —
Pr(p1, p2 : A(m%(m,ﬂz),ﬂz) =1) |
B. Modeling of the AKAT Protocol States and Messages

We now use the Bana-Comon logic to model the oy-
unlinkability of the AKA™T protocol. We consider a setting with
N identities IDq,...,IDy, and we let Sig be the set of all
identities. To improve readability, protocol descriptions often
omit some details. For example, in Section we sometimes
omitted the description of the error messages. The failure
message attack of [4] demonstrates that such details may be
crucial for security. An advantage of the Bana-Comon model



is that it requires us to fully formalize the protocol, and to
make all assumptions explicit.

a) Symbolic State: For every identity ID € Sy, we
use several variables to represent UE,’s state. E.g., SQN{?
and GUTI® store, respectively, UE;,’s sequence number and
temporary identity. Similarly, we have variables for HN’s state,
e.g. SQN*. We let Syar be the set of variables used in AKA™:

U sQN, GUTI?, e-auth’”, b-auth’®, e-authy,
b-auth, s-valid-guti;’, valid-guti;”, sessiony’
jeN,ae{u,N}
IDE Sjy

A symbolic state o is a mapping from Sygr to terms. Intuitively,
o(X) is a term representing (the distribution of) the value of X.

Example 1. To avoid confusion with the semantic equality =,
we use = to denote syntactic equality. Then, we can express
the fact that GUTI]? is unset in a symbolic state o by having
o(GUTI?) = UnSet. Also, given a state o, we can state that o’
is the state o in which we incremented SQN;? by having o’ (x)
be the term o(SQNIP) + 1 if X is SQNIP, and o(X) otherwise.

b) Symbolic Traces: We explain how to express (g, oy))-
unlinkability in the BC model. In the (g, oy )-unlinkability
game, the adversary chooses dynamically which oracle it
wants to call. This is not convenient to use in proofs, as we do
not know statically the ¢-th action of the adversary. We prefer
an alternative point-of-view, in which the trace of oracle calls
is fixed (w.l.o.g., as shown later in Proposition [T). Then, there
are no winning adversaries against the oy-unlinkability game
with a fixed trace of oracle calls if the adversary’s interactions
with the oracles when b = 0 are indistinguishable from the
interactions with the oracles when b = 1.

We use the following action identifiers to represent symbolic
calls to the oracle of the (g, oy )-unlinkability game:

e NSip(j) represents acall to DrawUE,, (ID,_) when b =0
or DrawUE, (_, ID) when b = 1.

e PU(j,1) (resp. TUID(], ) is the i-th user message in the
session UEp(j) of the SUPI (resp. GUTI) sub-protocol.

e FUjp(j) is the only user message in the session UE(7)
of the ASSIGN-GUTI sub-protocol.

e PN(j,7) (resp. TN(j,)) is the i-th network message in
the session HN(j) of the SUPI (resp. GUTI) sub-protocol.

e EN(j) is the only network message in the session HN(j)
of the ASSIGN-GUTI sub-protocol.

The remaining oracle calls either have no outputs and do not
modify the state (e.g. StartSession), or can be simulated
using the oracles above. E.g., since the HN sends an error
message whenever the protocol is not successful, the output
of ResultHN can be deduced from the protocol messages.

A symbolic trace T is a finite sequence of action identifiers.
We associate, to any execution of the (g, oy )-unlinkability
game with a fixed trace of oracle calls, a pair of symbolic
traces (77, 7,), which corresponds to the adversary’s interac-
tions with the oracles when b is, respectively, 0 and 1. We let
Ru be the set of such pairs of traces.

Example 2. We give the symbolic traces corresponding to the
honest execution of AKA™ between UE; (i) and HN(j). If the

SUPI protocol is used, we have the trace T (ID):
(7), Fum (4)

And if the GUTI sub-protocol is used, the trace 747y, (ID):

PU]D(iz 0)7 PN(j7 0)7 PUID(iz 1)7 PN(j7 1)7 PUp (Zv 2)7 FN

TUis (%, 0), TN(4,0), TUp (4, 1), TN(4, 1), EN(j), FUp (%)

Which such notations, the left trace 7; of the attack described
in Fig. in which the adversary only interacts with A, is:

TUA(0,0), TN(0,0), TUA(O, 1), TSUPI(A) TN(0, 1), TGUTI(A)

Similarly, we can give the right trace 7,. in which the adversary
interacts with A and B:

TUA(0,0), TN(0,0), TUA(O, 1), TsUPI(B) TN(0, 1), TGUTI(B)

c) Symbolic Messages: We define, for every action iden-
tifier ai, the term representing the output observed by the
adversary when ai is executed. Since the protocol is stateful,
this term is a function of the prefix trace of actions executed
since the beginning. We define by mutual induction, for any
symbolic trace T = 7p, ai whose last action is ai:

e The term ¢, representing the last message observed

during the execution of 7.

o The symbolic state o, representing the state after the

execution of 7.

o The frame ¢, representing the sequence of all messages

observed during the execution of 7.

Some syntactic sugar: we let 0" = o, be the symbolic state
before the execution of the last action; and ¢!" = ¢, be the
sequence of all messages observed during the execution of T,
except for the last message.

The frame ¢ is simply the frame ¢ extended with ¢, i.e.
¢r = ¢, t.. Moreover the initial frame contains only pky,
ie. ¢ = pkN. When executing an action ai, only a subset of
the symbolic state is modified. For example, if the adversary
interacts with UE), then the state of the HN and of all the
other users is unchanged. Therefore instead of defining o,
we define the symbolic state update o¥°, which is a partial
function from Syar to terms. Then o is the function:

() = {ar(x) if X & dom(o¥P)

o®P(x) if x € dom(co¥P)

where dom gives the domain of a function. Now, for every
action ai, we define ¢, and 0% using ¢" and o'". As an
example, we describe the second message and state update
of the session UE,(j) for the SUPI sub-protocol, which
corresponds to the action PU;p(j,1). We recall the relevant
part of Fig. [6}
UE
l
a
H Input ng: b-authy < ngr H

({10, son,)}% , Mac, (({(1D, sony)}0e , nR)))

SQNy + SQNy + 1




First, we need a term representing the value inputted by UE;,
from the network. As we have an active adversary, this value
can be anything that the adversary can compute using the
knowledge it accumulated since the beginning of the protocol.
The knowledge of the adversary, or the frame, is the sequence
of all messages observed during the execution of 7, except for
the last message. This is exactly (;ﬁiT“. Finally, we use a special
function symbol g € G to represent the arbitrary polynomial
time computation done by the adversary. This yields the term
g(¢!™), which symbolically represents the input.

We now need to build a term representing the asymmetric
encryption of the pair containing the UE’s permanent identity
ID and its sequence number. The permanent identity ID is
simply represented using a constant function symbol ID (we
omit the parenthesis ()). UE;,’s sequence number is stored in
the variable SQN{P. To retrieve its value, we just do a look-up
in the symbolic state o”, which yields o' (SQNy’). Finally, we
use the asymmetric encryption function symbol to build the
term t2"° = {(ID, UT(SQN{P)}}S&N. Notice that the encryption

is randomized using a nonce nZ, and that the freshness of
the randomness is guaranteed by indexing the nonce with the
session number j. Finally, we can give ¢, and o2P:

t- = (£, Mace ((£°°, g(61))))
SQNY — suc(a™f (sQNy)) e-authy? + fail
o =4 b-auth} — g(¢") GUTIY — UnSet

valid-gutii? — false

Remark that we omitted some state updates in the description
of the protocol in Fig.[6] For example, UE;, temporary identity
GUTI is reset when starting the SUPI sub-protocol. In the BC
model, these details are made explicit.

The description of ¢, and o'P for the other actions can
be found in Fig. [12] and Fig. Observe that we describe
one more message for the SUPI and GUTI protocols than in
Section [[V|. This is because we add one message (PUp(J, 2)
for SUPI and TN(j, 1) for GUTI) for proof purposes, to simulate
the ResultUE and ResultHN oracles. Also, notice that
in the GUTI protocol, when HN receives a GUTI that is not
assigned to anybody, it sends a decoy message to a special
dummy identity IDgym-

The following soundness theorem states that security in the
BC model implies computationally security:

Proposition 1. The AKA™ protocol is oy-unlinkable in any
computational model satisfying the axioms AX if, for every
(11, 7) € Ry, we can derive ¢, ~ ¢r,. using AX.

The proof of this result is basically the proof that Fixed
Trace Privacy implies Bounded Session Privacy in [26]. We
omit the details.

C. Axioms

Using Proposition |1} we know that to prove Theorem (1| we
need to derive ¢, ~ ¢, for every (7, 7.) € Ry, using a
set of inference rules AX. Moreover, we need the axioms AX
to be valid in any computational model where the asymmetric
encryption {_}- is IND-CCA1 secure and f and " (resp. Mac'—
Mac®) satisfy jointly the PRF assumption.

Case ai = PUp(7,0). t- = Request_Challenge

Case ai = PN(4,0). t = nJ
nd

Case ai = PUip(j, 1). Let t&8"¢ = {(ID, o‘T”(SQN{P))}pkN

, then:

tr = (15, Macge ((15°, 9(61))))
SQNI? — suc(ol"(sQNIP)) e-auth!® — fail
o® = ¢ b-auth® — g(¢i") GUTIP +— UnSet

valid-gutil> — false

Case ai = PN(7,1). Let tqec = dec(m1(g(¢")), sky), and let:

accepty’ = eq(m2(g(¢7)), Macn, ((r1(g(4])), n')))
m
A €q(m1(tdec), ID;)
inc-accept™ = accept’™ A geq(m2(tec), o (SQNy))

tr = if accepty then MacZy, ((n , suc(m2(tdec))))
m

else if accept®? then Macilr:?2 (07, suc(ma(tgec))))

else Unknownld

sessiony’ — if inc-accept'® then n’ else o' (sessionyt)
ID;

GUTIY? — if inc-accept’® then GuTl else oM (GUTIY?)
" SQNY — if inc-accept’™: then suc(ma (tgec)) else o (SQNY?)
(o3 = i i .
T b-auth, e-auth, — if accept'>® then 1py

else if accept'>2 then D2

else Unknownld

Case ai = PUip(j, 2).

accepty’ = ed(g(#), Macgy (o7 (b-authi?) , o (soNy))))
tr = if accept then ok else error

o% = e-auth!® s if accept’” then o'" (b-auth!”) else fail

p

Fig. 12. The Symbolic Terms and State Updates for the SUPI Sub-Protocol.

Remark that the AKAT protocol described in Section
is under-specified. E.g., we never specified how the (_, _)
function should be implemented. Instead of giving a complex
specification of the protocol, we are going to put requirements
on AKA™ implementations through the set of axioms Ax. Then,
if we can derive ¢, ~ ¢, using Ax for every (7,7,) €
Ry, we know that any implementation of AKA™ satisfying
the axioms AX is secure.

Our axioms are of two kinds. First, we have structural ax-
ioms, which are properties that are valid in any computational
model. For example, we have axioms stating that ~ is an
equivalence relation. Second, we have implementation axioms,
which reflect implementation assumptions on the protocol
functions. For example, we can declare that different identity
symbols are never equal by having an axiom eq(IDy, IDg) ~
false for every 1Dy # IDs. For space reasons, we only describe
a few of them here (the full set of axioms AX is given in
Appendix [I).

a) Equality Axioms: If eq(s,t) ~ true holds in any
computational model then we know that the interpretations
of s and ¢ are always equal except for a negligible number
of samplings. Let s = ¢ be a shorthand for eq(s,t) ~ true.



Case ai = NS;p(j). o5° = valid-guti’® — false

Case ai = TU;p(7,0).

t. = if o' (valid-guti’®) then o' (GUTI®) else NoGuti

aﬂpz{

Case ai = TN(j,0). Let tgi = 0" (SQNR?) @ fw; (n7), then:

), o (GUTIY)))
accept® = eq(o"(GuTIy?), g(¢") A —eq(aM (GUTIR?), UnSet)
tr = if accept’®! then msg!"1
else if accept’2 then msg!P2

valid-gutiy> — false
s-valid-guti;? — o' (valid-gutii?)

e-auth — fail
b-auth? — fail

msglPi = (07 tgt, Macimi ({07, oM (sQNy
m

else msgiPdum

ID;

GUTIY — if accept’™ then UnSet else o/ (GUTIY?)

sessiony — if accept’® then n’ else o/ (sessiony?)

Q
=
el
|

= {b-auth} — if accept®* then ip;
else if accept'>2 then D2

else Unknownld
Case ai = TU;p(j, 1). Let tson = m2(g(6")) @ fiow (71 (g(4M))), then:

ed(ms(g(#)), Macin ((m1(g(#1)) , tson » o (GUTIY))))

A oM(s-valid-guti®) A range(c"(sQN'P), tson)

ID —
accept? =

t- = if accept” then Mac‘k‘hq (m1(g(¢M))) else error
{b—auth{}’, e-auth!® — if accept’” then w1 (g(¢")) else fail

up —
g = . .
SQNy + if acceptld then suc(ol (SQNY)) else or (SQNY)

Case ai = TN(j, 1).
acceptl’s = eq(g(¢7), Mac, (n’)) A eq(a7 (b-auth), ;)
m

inc-accept™ = accept™™: A eq(c"(sessiony), n?)

t- = if \/,accepty® then ok else error
SQNR > if inc-accept'® then suc(o(sQNRT))
else oM (sQNy?)
GUTIY? — if inc-accept’™ then GuUTIY else oM (GUTIY?)
T 7 ) e-auth} — if accept!™! then 1Dy
else if accept’>2 then 1Dy

else Unknownld
Case ai = FN(j).

msgl’i =

.

(GUTV @ flw, (n7), Maclfmi ((GutP |, n%)))

t- = ifeq(c"(e-authy), p1) then msg'®!

else if eq(aif(e-authﬂx ID2) then msg'P2
else Unknownld

Case ai = FU;p(j). Let toun = m1(g(@1)) @ fiw (o7 (e-authiP)), then:

accepty = ed(m2(g(¢7)), Macie ({tour , o7 (e-authi?))))
A —eq(cM(e-authiP), fail) A —eq(o™"(e-auth!®), 1)
t- = if accept) then ok else error

H 11D 1D
o — valid-guti’ — accept;
T GUTILY — if accept then teum else UnSet

Fig. 13. The Symbolic Terms and State Updates for NSip(j) and the GUTI
and ASSIGN-GUTI Sub-Protocols.

We use = to specify functional correctness properties of the
protocol function symbols. For example, the following rules
state that the ¢-th projection of a pair is the i-th element of
the pair, and that the decryption with the correct key of a
cipher-text is equal to the message in plain-text:

dec( {3y SK(y) =«

b) Structural Axioms: Structural axioms are axioms
which are valid in any computational model, e.g.:

mi({@1, w2)) = x; fori € {1,2}

’17:1,'171 ~ ﬁ2762
f(tr), 01 ~ f(Uz), Vs

The axiom FA states that to show that two function applica-
tions are indistinguishable, it is sufficient to show that their
arguments are indistinguishable. The axiom R states that if
s =t holds then we can safely replace s by t.

c) Cryptographic Assumptions: We now explain how
cryptographic assumptions are translated into axioms. We
illustrate this on the unforgeability property of the functions
Mac'—Mac®. Recall that UE,, uses the same secret key K
for these five functions. Therefore, instead of the standard
PRF assumption, we assume that these functions are jointly
PRF, i.e. Mac'-Mac® are simultaneously computationally
indistinguishable from random functions.

It is well-known that if H is a PRF then H is unforgeable
against an adversary with oracle access to H (-, Kp). Similarly,
we can show that if H, Hq,..., H; are jointly PRF, then no
adversary can forge a mac of H(-,Kny), even if it has oracle
access to H (-, km), H1(-,Km), ..., H;(-,km). We translate this
property as follows: let s, m be ground terms where ky, appears
only in subterms of the form Mac,_ (L), then for every 1 <
j < 5,if S is the set of subterms of s, m of the form Macﬂm )
then we have an instance of EUF-MACY:

R
FA LR

U,s~ U

s =Magc] (m) = V,cgs=Mac] (u)  (EUF-MACY)

where u = v denotes the term eq(u,v). Basically, if s
is a valid Mac then s must have been honestly generated.
Similarly, we can build a set of axioms reflecting the fact
that some functions are jointly collision-resistant. Indeed, if
H,Hq,...,H; are jointly PRF, then no adversary can build
a collision for H(-,km), even if it has oracle access to
H(,km),H1(-,km), ..., Hi(-,km). This translates as follows:
let my,mo be ground terms, if Ky, appears only in subterms
of the form Mack—m (_) then we have an instance of CRY:

Mac] (m1) = Mac], (m2) — m1 = ms (CR)

These axioms are sound (the proof is given in Appendix [[-B).

Proposition 2. For every 1 < j < 5, the EUF-MAC? and

CR’ axioms are valid in any computational model where the

(Mac'); functions are interpreted as jointly PRF functions.
VII. SECURITY PROOFS

We now state the authentication and oy -unlinkability lem-
mas. For space reasons, we only sketch the proofs (the full

proofs are given in Appendix [II] and [[V).



A. Mutual Authentication of the AKAY Protocol

Authentication is modeled by a correspondence prop-
erty [27] of the form “in any execution, if event A occurs, then
event B occurred”. This can be translated in the BC logic.

a) Authentication of the User by the Network: AKA™T
guarantees authentication of the user by the network if in any
execution, if HN(j) believes it authenticated UE,p, then UE,,
stated earlier that it had initiated the protocol with HN(j).

We recall that e-auth{l stores the identity of the UE authen-
ticated by HN(j), and that UE,; stores in b-auth;;’ the random
challenge it received. Moreover, the session HN(j) is uniquely
identified by its random challenge n7. Therefore, authentica-
tion of the user by the network is modeled by stating that, for
any symbolic trace 7 € dom(Ry), if o'"(e-auth}) = ID then
there exists some prefix 7/ of 7 such that o' (b-auth)’) = n’.
Let < be the prefix ordering on symbolic traces, then:

Lemma 1. For every 7 € dom(Ry), ID € Sig and j € N,
there is derivation using AX of:

ol(e-authl) =10 — \/_, . of(b-authy) =n

The key ingredients to show this lemma are necessary
conditions for a message to be accepted by the network.
Basically, a message can be accepted only if it was honestly
generated by a subscriber. These necessary conditions rely on
the unforgeability and collision-resistance of (Mac’);<;<s.

b) Necessary Acceptance Conditions: Using the
EUE-MAC? and CR? axioms, we can find necessary conditions
for a message to be accepted by a user. We illustrate this on
the HN’s second message in the SUPI sub-protocol. We depict
a part of the execution between session UE; () and session
HN(j) below:

UE (i) HN(j)

nd

({0, son,)}0 . Mack (({(D. soNe)}f% . 07))

PUp(i,1) PN(j, 1)

We then prove that if a message is accepted by HN(j) as
coming from UE, then the first component of this message
must have been honestly generated by a session of UEj.
Moreover, we know that this session received the challenge n’.

Lemma 2. Let ID € Sjg and 7 € dom(R ) be a trace ending
with PN(j,1). There is a derivation using AX of:

accept? — \/  (m(g(e!) =t Ag(ell) = )

T1=_,PUp(_,1) =7

Proof sktech. Let tgec be the term dec(my (g(¢!")), sky). Then
HN(j) accepts the last message iff the following test succeeds:

ma(9(¢7)) = Macip ((m1(g(97)) , 1)) A1 (tdec) = 1D

By applying EUF-MAC! to the underlined part above, we know
that if the test holds then 72(g(¢7')) is equal to one of the
honest Mac&xn? subterms of w5 (g(¢™(7))), which are the terms:

(Macy (257, o(a7))) M

T1=_,PUpp (_,1)<T

(Maciy ((ri(9(o2)) 07)) @)
m T1=_,PN(j1,1)=<7
Where < is the strict version of <. We know that PN(j, 1)
cannot appear twice in 7. Hence for every 7, = _, PN(j1,1) <
7, we know that j; # j. Using the fact that two distinct nonces
are never equal except for a negligible number of samplings,
we can derive that eq(n’t,n’) = false. Using an axiom stating
that the pair is injective and the CR! axiom, we can show that
72(g(4#M)) cannot by equal to one of the terms in ().
Finally, for every 71 = _, PUp(_, 1) < 7, using the CR! and
the pair injectivity axioms we can derive that:

Macks ((m1(g(61)) . V) = Macky ((157°, g(&)))
= m(g(df) =t AN =g(¢) =

We prove a similar lemma for TN(j,1). The proof of
Lemma [T] is straightforward using these two properties.
¢) Authentication of the Network by the User: The AKA™
protocol also provides authentication of the network by the
user. That is, in any execution, if UE,;, believes it authenticated
session HN(j) then HN(j) stated that it had initiated the
protocol with UE,. Formally:

Lemma 3. For every 7 € dom(Ry), ID € Sig and j € N,
there is derivation using AX of:

ol(e-authy) =n — Y o (b-auth’,) = 1D
This is shown using the same techniques than for Lemmam

B. o-Unlinkability of the AKAT Protocol

Lemma [2] gives a necessary condition for a message to be
accepted by PN(j, 1) as coming from ID. We can actually go
further, and show that a message is accepted by PN(j, 1) as
coming from ID if and only if it was honestly generated by a
session of UE;, which received the challenge n’.

Lemma 4. Let ID € Sjg and 7 € dom(R ) be a trace ending
with PN(j,1). There is a derivation using AX of:

accept” <+ \/  (g(@7) =t Ag(el)=1')

T1=_,PUpp (_,1) =7

We prove similar lemmas for most actions of the AKA™T
protocol. Basically, these lemmas state that a message is
accepted if and only if it is part of an honest execution of
the protocol between UE;, and HN. This allow us to replace
each acceptance conditional accept!” by a disjunction over all
possible honest partial transcripts of the protocol.

We now state the oy-unlinkability lemma:

Lemma 5. For every (1;,7,.) € Ry, there is a derivation using
AX of the formula ¢, ~ ¢,.



The full proof is long and technical. It is shown by induction
over 7. Let (75, 7) € Ry, we assume by induction that there
is a derivation of quiT”L ~ gbiT”T. We want to build a derivation of
T ty, ~ @7 ,t;, using the inference rules in AX.

First, we rewrite ¢,, using the acceptance characterization
lemmas such as Lemma {4 This replaces each accept‘TDl by a
case disjunction over all honest executions on the left side.
Similarly, we rewrite ¢, as a case disjunction over honest
executions on the right side. Our goal is then to find a
matching between left and right transcripts such that matched
transcripts are indistinguishable. If a left and right transcript
correspond to the same trace of oracle calls, this is easy.
But since the left and right traces of oracle calls may differ,
this is not always possible. E.g., some left transcript may
not have a corresponding right transcript. When this happens,
we have two possibilities: instead of a one-to-one match we
build a many-to-one match, e.g. matching a left transcript
to several right transcripts; or we show that some transcripts
always result in a failure of the protocol. Showing the latter
is complicated, as it requires to precisely track the possible
values of SQNI? and SQN;? across multiple sessions of the
protocol to prove that some transcripts always yield a de-
synchronization between UE, and HN.

VIII. CONCLUSION

We studied the privacy provided by the 5G-AKA authenti-
cation protocol. While this protocol is not vulnerable to IMSIT
catchers, we showed that several privacy attacks from the liter-
ature apply to it. We also discovered a novel desynchronization
attack against PRIV-AKA, a modified version of AKA, even
though it had been claimed secure.

We then proposed the AKA™ protocol. This is a fixed version
of 5G-AKA, which is both efficient and has improved privacy
guarantees. To study AKAT’s privacy, we defined the o-
unlinkability property. This is a new parametric privacy prop-
erty, which requires the prover to establish privacy only for
a subset of the standard unlinkability game scenarios. Finally,
we formally proved that AKA™ provides mutual authentication
and oy-unlinkability for any number of agents and sessions.
Our proof is carried out in the Bana-Comon model, which is
well-suited to the formal analysis of stateful protocols.
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APPENDIX I
AXIOMS

In this section, we define the set of axioms Ax. We split our set of axioms in three parts, AX = AXstruct UAXimpl UAXcrypto, Where
AXsiruct is the set of structural axioms, AXimp is the set of implementation axioms and AXcrypto 18 the set of cryptographic axioms.
Definitions: We give some definitions used to define the cryptographic axioms.

Definition 2. For any subset S of F,N and X, we let T(S) be the set of terms built upon S.

Definition 3. A position is a word in N*. The value of a term t at a position p, denoted by (t),,,, is the partial function defined
inductively as follows:

(f(uo, - sun—1))jip = {(ui)|p ifi<n

undefined  otherwise

We say that a position in valid is t if (t)|, is defined. The set of positions pos(t) of a term is the set of positions which are
valid in t. Moreover, given two position p,p’, we have p < p' if and only if p is a prefix of p'.

Definition 4. A context D[z (sometimes written D when there is no confusion) is a term in T(F, N, {[l | y € &}) where &
are distinct special variables called holes.

For all contexts D)z, Co,...,Cn_1 with |Z] = n, we let D[(C;)i<n] be the context D]|z in which we substitute, for every
0 < i <m, all occurrences of the hole ||, by Ci.

A one-holed context is a context with one hole (in which case we write D[] where [] is the only variable).

Definition 5. Given a term t, we let St(t) be the set of subterms of t. We extend this to sequences of terms by having
St(uq, ..., up) = Stur) U--- U St(uy,).

Definition 6. For every terms b,t, we let [b]t be the term ifb thent else L.

Definition 7. Let s, be ground terms and Cz. be a context with one distinguished hole variable -, and we require that the
hole variable - appears exactly once in Cgz .. Then we let s T, U holds whenever s appears in @ only in subterms of the
Sform C[W, s]. Formally:

Vu € 4,Yp € pos(u),u, = s — 3w € T(F,N),3q € pos(u) s.t. ¢ < pAujg = Cli, 5]
Given n contexts C1,...,C,, we let s Tc, ... ¢, U if and only if for all 1 <i <n, s C¢, U

Example 3. For example, N Cpy .y sk(.) @ states that the nonce n appears only in terms of the form pk(n) or sk(n) in .
Similarly, sk(n) Cgec(_,.) @ states that the secret key sk(n) appears only in decryption position in 4.

A. CCAT1 Axioms

a) The CCA1; Axioms: To prove that the AKA™T protocol is oy-unlinkable, we need the encryption scheme to be
IND-CCA1 secure. We define first set of axioms CCA1,:

Definition 8. We let CCAT; be the set of axioms:

len(s) = len(t) CCA? e fresh(ng; , s,t)
i, {S}Zi(n) ~ U, {t}gi(n) N Cpk(.y,sk(-) a,s,t N\ sk(n) Cdec(_,") i, s,t

This set of axioms CCA1 is very similar to the one used in [18]]. The only difference is that in [[18], the length equality
requirement is not a premise of the axiom. Instead, if the length are not equal they return a error message. We found our
version of the axiom simpler to use.

We have the following soundness property:

Proposition 3. The CCA1, axioms are valid in any computational model where ({_}-, dec(_, _), pk(_), sk(_)) is interpreted
as a IND-CCA1 secure encryption scheme.

Proof. The proof is by contradiction, and is sketched below:

We assume that there is a computational model M, where the encryption scheme is IND-CCA1 secure, and such that there
is an instance i, {s}g;(n) ~ T, {t};ﬁ(n) of the axioms CCA1, which is not valid. We deduce that there exists an attacker .4
that can distinguish between the left and right terms, i.e. the following quantity is non-negligible:

’Pr (w & @)% I, : A, @) = 1) _Pr (w & @A I, AT, @) = 1) ] 3)



Where <~ denotes a uniform random sampling. Using A, we can build an adversary B with a non-negligible advantage against
the IND-CcCA1 game. First, B samples a vector of bit-strings @, S5, ts from [, s, t] o1., querying the decryption oracle whenever
B needs to compute a subterm of the from dec(_, sk(n)). Remark that the syntactic side-conditions:

N Spk(),sk() Us S, ¢ sk(n) Cgec(_,.) U, st

guarantee that this is always possible. Afterward, B queries the left-or-right oracle with (ss,ts) to get a value a. Here, we
need the side-condition fresh(ne; i, s,t) to guarantee that the random value ne has not been sampled by B. Indeed, the value
Ne is sampled by the challenger, and is not available to B. If the challenger internal bit b is O then s, a has been sampled
from [, {S}Sﬁ(n)]] M, » and if the challenger internal bit is 1 then s, a has been sampled from [, {t}gﬁ(n)]] M,:

- Ne ) B
ﬁsa a ﬁ {[[u7 {S}Ek(n)HMC lf b=0
[, {t}pek(n)]]/\/lc ifb=1

Then B returns A(s, a). It is easy to check that the advantage of B against the IND-CCA1 game is exactly the advantage of
A against 1, {s}g;(n) ~ T, {t}gek(n) This advantage is the quantity in Equation [3| which we assumed non-negligible. Hence B
is a winning adversary against the IND-CCA1 game. Contradiction. ]

b) The CCAT Axioms: We now define the set of axioms CCA1, which is more convenient to use than CCA1,:
Definition 9. We let CCA1 be the set of axioms:

fresh(ne, n; @, v, s,t)

i~ len(s)=lentt) . )= pkn)._ A 7= ph(r)._
wnen

@, {5} iy 1ON(5) ~ T, {t} o ) fEN(5) N Cpxey,sk) @5 A SK(N) Caeg(.) 1,
n Epk(-),sk(-) vt A sk(n’) Edec(_,) U, t

—

S

We now state the following soundness theorem:

Proposition 4. The CCA1 axioms are valid in any computational model where ({_}-,dec(_,_), pk(_), Sk(_)) is interpreted
as a IND-CCA1 secure encryption scheme.

Proof. The proof relies on the transitivity axiom Trans and the CCA1, axioms, which are valid are valid in any computational
model where ({_}-,dec(_,_),pk(_),sk(_)) is interpreted as a IND-CCA1 secure encryption scheme using Proposition

len(s) = len(0®") len(t) = len(0*"®) .,
S 7 S e - e g e - é s
u, {5}g§(n) ~ U, {O'e”(s’}gim) U, {Olen( )};k(n) ~ Y, {Olen(t)};k(n) Y {Olen(t)}gk(n) ~ {t};k(n’) T
; rans
— e — Ng
@, {s Yok ~ U gk
And:
a,len(s) ~ ¥, len(s)
- - Fresh
i,len(s), ne ~ ¥,len(s), ne DU
a,len(s), pk(n),ne ~ 7,len(s), pk(n), ne P len(s) = len(t)
i, len(s), pk(n), ne ~ , len(t), pk(n).ne _ _
T | S e 7 | e
@, {0}y ~ T A0 K .

B. PRF-MAC Axioms
Definition 10 (PRF Function [28], [29]). Let H(-,-) : {0,1}* x {0,1}7 — {0, 1}"7 be a keyed hash functions. The function H
is a Pseudo Random Function if, for any PPTM adversary A with access to an oracle Oy:

|Pr(k : ACHCR (1M) = 1) — Pr(g: A%0 (1) =1)]

is negligible. Where

e k is drawn uniformly in {0,1}".
e g is drawn uniformly in the set of all functions from {0,1}* to {0,1}".



The authors of [26] already gave axioms for this property (and proved soundness). We recall their axiom schema below,
using our notations:

fresh(n; 4, m)

@it \/;c; €a(m,m;) then 0 else H(m,k) . KCn(,) d,m
~ @,if \/,c; eq(m,m;) then 0 else n {m; | i€ I} ={u| H(u,k) € st(d,m)}
Vu,v.if H(u,v) € st(i,m) then v =K
We simplify this axiom schema by dropping the last syntactical requirement. Indeed, it is not necessary to require that every
occurrence of H in i, m uses the key K. We prove that this is valid.
Proposition 5. The following set of axioms is valid in any computational model where the H is interpreted as a PRF function:

fresh(n; i, m)

if \/;c; €q(m, m;) then 0 else H(m, k) when { k Ty . i@ m
if \/;,c;r €q(m,m;) then 0 else n {m; |i €I} = {u]| H(u,k) € st(ii,m)}

Proof. We consider an instance of the axiom schema:

~

u,
u,

i, if \/,.; eq(m,m;) then 0 else H(m, k)
~ ,if \/;c;eq(m,m;) then 0 else n

Let i = (H(m;,K))ies and @], b]] be contexts such that #[h] = @ and b[h] = Ve €a(m,m;) and such that k & st(7,b). Let
M. be a computational model and A be an adversary. We need to show that:

Pr <A ([5{5}, [b[R]] H (m, k)]Mco) - 1) ~ Pr (A ([[U[FL], [b[ﬁ]]nﬂME0> - 1)

Let M, be an extension of M." where we added two function symbols g, g’ which are interpreted as random functions. Then
we know that it is sufficient to show that:

Pr <A ([[a[ii], B[R] H (m, k)ﬂMc) - 1> ~ Pr <A ([[a[ii], [b[iﬂ]nﬂMC) = 1) )

Let 7= (g(m;)):er. It is straightforward to check that, thanks to the PRF assumption of H, we have:

Pr (A <|[17[E}, (B[R] H (m, k)ﬂM) - 1) ~ Pr <A <|[17[F], [b[F]]g(m)]]M) - 1)

Moreover, using the fact that the subterm g(m) is guarded by b[], we know that, except for a negligible number of samplings,
m is never queried to the random function g except once, in [b[7]]g(m). It follows that we can safely replace the last call to

g(m) by a call to g’(m), which yields:
], ) =1)

Pr (A ([am, [b[F]]g(m)}]MC) - 1) ~ Pr <A (ﬂam, [b[7
pr (A ([ bl ], ) =1) = Pr (4 ( [oti. b 0] ) =1)

Now, using again the PRF property of H, we know that:

Finally, since ¢’ appears only once in #[h], [b[h]]g’(m), we can replace ¢’(m) by a fresh nonce. Hence:

Pr <A ([[a[ii], [b[ﬁng’(m)}]m) - 1) ~ Pr <A ([[a[ﬁ], [b[ﬁnnﬂ%) - 1)

This concludes the proof of (@). u

!

This can be extended to have a finite family of functions being jointly PRF. A finite family of functions H1 (-, k), ..., H,(+, k)
are jointly PRF if they are jointly computationally indistinguishable from random functions. Formally:

Definition 11 (Jointly PRF Functions). Let Hy(:,"), ..., H,(-,+) be a finite family of keyed hash functions such that for every
1<i<n, Hyf--):{0,1}* x {0,1}" — {0,1}". The functions Hy, ..., H, are Jointly Pseudo Random Functions if, for any
PPTM adversary A with access to oracles Oy, ,..., Oy, :

|Pr(k : AOHln,k)»--wOHn(uk)(177) =1)—Pr(g1,....9n: A0y1<~>v-~~vogn<->(1n) =1)]



is negligible. Where
e k is drawn uniformly in {0,1}".
e §1,...,9n are drawn uniformly in the set of all functions from {0,1}* to {0,1}".

Remark 3. 1t is easy to build a family Hy, ..., H,, of jointly pseudo random functions from a pseudo random function H (-, ).
First, let (tag;(-))1<i<n be a set of tagging functions. We require that these functions are unambiguous, i.e. for all bit-strings u, v
and i # j we must have tag,(u) # tag;(v). Then for every 1 <i < n, we let H;(z,y) = H(tag,(z),y). It is straightforward
to show that if I is a PRF then H,,..., H,, are jointly PRF.

Now, we translate this property for f and f" (resp. Mac'—Mac®) in the logic.
Definition 12. We let set-macﬁm (u) be the set of Mac’ terms under key Kn in u:
set-mac] (u) = {m | Mac]_(m) € st(u)}
Definition 13. For every 1 < j < 5, we let PRF-MAC’ be the set of axioms:

PRE-MAC/ fresh(n; @, m)

i, if \/ ;. €q(m,m;) then 0 else Mac|_(m) when 4 km Cio. () @om

~ ,if \/,c; eq(m,m;) then 0 else n {mi|iel}= set-macﬁ (7, m)
Definition 14. Let g € {f,f"}. We let set-prfl(u) be the set of g terms under key K in u:
set-prfy (u) = {m | gk(m) € st(u)}

Definition 15. For every g € {f, '}, we let PRF-g be the set of axioms:

PRF-g fresh(n; @, m)

i, if \/;c; €q(m,m;) then 0 else gx(m)

when k Ef, ), 17, m
~ ,if \/,c; eq(m,m;) then 0 else n

{m; | i € I} = set-prfl (i, m)

Proposition 6. The (PRF-MACY) (resp. PRE-f and PRE-f') axiom schemes are valid in any computational model where the
(Mac’) (resp. fand ") function symbols are interpreted as jointly PRF functions.

Proof. This is an extension of the axiom schema given in Proposition [5] The soundness proof follows the same step, by
replacing every call H;(_,K) with a call to a random function g;(_), where (g;)1<;<, are independent random functions. We
omit the details. [ |

Remark 4. If we have a valid instance of PRE-MAC/:

- PRF-MAC/
i,if ;< €q(m,m;) then 0 else Macy_(m)

~ i,if \/;c.;€q(m,m;) then 0 else n
then using transitivity we know that:

PRF-MAC/

if \/;c; €q(m,m;) then 0 else Mac]_(m)

a,if \/._,eq(m,m;) then 0 else n ~ @
if \/ieI eq(m,m;) then 0 else n \/zeI q( )

a,
~

Trans

@, if \/;c;€a(m,m;) then 0 else Mac] (m) ~ @
Therefore the following axiom schema is admissible using PRE-MAC’ + Trans:

i,if \/,.; €q(m, m;) then 0 else n ~ 7 fresh(n; @, m)

when < Km EMacf(_) i, m
{mi | i € I'} = set-macy_(i, m)

—

i,if \/;c; eq(m,m;) then 0 else Mac], (m) ~ @

We will prefer the axiom schema above over the axiom schema given in Definition [I3] By a notation abuse, we refer also to
the axiom above as PRE-MAC’. The same remark applies to PRF-f and PRF-f'.



C. EUF-MAC Axioms
a) The SIMP-EUF-MAC Axioms:

Definition 16. We ler set-macy,, (u) be the set of Mac terms under key Kpy in u:
set-macy, (u) = {m | Mack_ (m) € st(u)}
Definition 17. A function Mac is EUF-MAC secure if for every PPTM A, the following quantity is negligible in n:
Pr (km —{0,1}7: (m, o)  AOuzetkn) (17) ', not queried to Opac(km) and o = Mackm(m))
This can be modeled using the following axioms:

Definition 18. We let SIMP-EUF-MAC be the set of axioms:

Km EMac. () 8,m

(SIMP-EUF-MAC)
S = set-macy, (s,m)

s = Macy,(m) — \/ ,cg 5 = Macg, (u)  when {

Proposition 7. The SIMP-EUF-MAC axioms are valid in any computational model where the Mac function is interpreted as
an EUF-MAC secure function.

The proof is similar to the proof of Proposition [3] We omit the details.
b) The EUF-MAC Axioms: It is well-know that if a function H is a PRF then H is EUF-MAC secure. We give here the

counterpart of this result for a family of functions H, Hy, ..., H; which are jointly PRF.
If H,Hy,...,H; which are jointly PRF, then no adversary can forge a mac of H(-,ky), even if the adversary has oracle
access to H(-,km), H1(*,Km), ..., H;(-,km). First, we define what it means for a function to be EUF-MAC secure with a key

jointly used by other functions:

Definition 19. A function H is EUF-MAC secure with a key jointly used by Hq, ..., H; if for every PPTM A, the following
quantity is negligible in n:

Pr (km +—{0,1}": (m,0) + ACH i) Oty (i) o-: Oy k) (1M 'y, not queried to OH(.ky) and 0 = H(m, km))
Proposition 8. If H, Hy, ..., H; are jointly PRF then H is EUF-MAC secure with a key jointly used by H1, ..., H;.

Proof. The proof is almost the same than the proof showing that if a function H is a PRF then H is EUF-MAC secure, and is
by reduction. If H is not EUF-MAC secure with a key jointly used by Hi, ..., H; then there exists an adversary .4 winning
the corresponding game with a non-negligible probability. It is simple to build from A an adversary B against the joint PRF
property of H, Hy,..., H;.

First, B runs the adversary A, forwarding and logging its the oracle calls. Eventually, A returns a pair (m, o). Then, B
queries the first oracle on m, which returns a value ¢’. Finally, B returns 1 if and only if A never queried the first oracle on
m and ¢’ = 0. Then:

o If B is interacting with the oracles O (. k.)s Om, (- kn)s - - - » OH, (- k) its probability of returning 1 is exactly the advantage
of A against the EUF-MAC game with key jointly used.
o If B is interacting with the oracles Oy, Oy, (), ..., Oy () Where g, g1, ..., g are random functions, then its probability

of returning 1 is the probability of having g(m) = o knowing that m was never queried to g. Since ¢ is a random function,
this is less than 1/27.

Since A has a non-negligible advantage against the EUF-MAC game with key jointly used, we deduce that B3 has a non-negligible
advantage against the joint PRF-fgame. [ |

We translate this cryptographic property in the logic to obtain the sets of axioms (EUF-MACY);<j<s.

Definition 20. We let EUF-MAC’ be the set of axioms:

Km EMac-() S, M

. (EUF-MACY)
S = set-macj,_(s,m)

s = Mac,ﬁm(m) — Vyesg s = Mac};m(u) when {

Proposition 9. The EUF-MAC’ axioms are valid in any computational model where the Mac’ function is interpreted as a
EUF-MAC secure function with a key jointly used by the interpretations of (Mac")i<i<s ij.

Remark that it is easy to prove Proposition 2] using Proposition [§] and Proposition [0

Proof of Proposition [9) The proof is straightforward and has the same structure than the proof of Proposition



We assume that there is a computational model M, where the Mac’ function is interpreted as a EUF-MAC secure function
with a key jointly used by the interpretations of (Mac')i<;<s ;. Moreover, we assume that there is an instance:

s =Magc] (m) = V,cgs = Mac]_(u)
of the EUE-MAC/ which is not valid in M., and such that:
Km EMac-(_) S, ™M S = set-macﬁm (s,m)

Therefore we know that the following quantity is not negligible in 7:

Pr (pl, p2:s= Macﬂm (m)]]zlvp2 A=V yes s = Macﬁm (u)}]zlm)

Or equivalently the following quantity is not negligible in 7:

Pr (pr.p2 + I8, 0 = IMacl, ()13, A sl # Mach, ()2, ,, ) 5)

Using M, we can build a adversary A against the EUF-MAC game with key jointly used. The adversary A simply samples

two values as, amac from [s]} , and [[Macﬂm(m)]]gh p, Dy sampling a value from all the subterms of s and m in a bottom-up

fashion. The adversary calls the (Opaci)1<i<5 Whenever he need to sample a value from a subterm of the form Macﬁm ().
Remark that the side-condition Km Cyac () 5, ensures that this is always possible. Then A returns a, amac. One can check
that the advantage of A against the EUF-MAC game with key jointly used by (Maci)lgig57i¢j is exactly the quantity in [5] It
follows that 4 has a non-negligible probability of winning the game. Contradiction. ]

D. CR Axioms

We recall the definition of Collision-Resistance:
Definition 21. A function H is CR secure if for every PPTM A, the following quantity is negligible in n:
Pr (km «—{0,1}": (my,ma) AOH(wkm)(l"),ml # mgy and H(mq, Kp) = H(mg,km))
As for unforgeability, we generalize this to allow the key Ky to be jointly used by others functions. Formally:

Definition 22. A function H is CR secure with a key jointly used by H., ..., H; if for every PPTM A, the following quantity
is negligible in n:

Pr (Km < {0,1}7 1 (mq,ma) + ACHCHm Oty by Ot Cokm) (1) my # mo and H (ma, km) = H(ma, Km))
It is well-known that a EUF-MAC secure function is also CR secure. Similarly we have that:

Proposition 10. If H is EUF-MAC secure with a key jointly used by H1, ..., H; then H is CR secure with a key jointly used
by Hy,..., H,.

Proof. We can easily build an adversary 3 against the EUF-MAC game with a key jointly from any adversary A against the
CR game with a key jointly such that 4 and B have the same advantage against their respective games. The result follows. H

We translate this game in the logic as follows:

Definition 23. We let CR7 be the set of axioms:

Mac], (m1) = Macj, (ms) —my =my  When Km Cuac () m1,ma (CR?)

Proposition 11. The CR? axioms are valid in any computational model where the Mac’ function is interpreted as a CR secure
function with a key jointly used by the interpretations of (Mac')i1<i<s i;.

Proof. The proof works exactly like the proof of Proposition [3] and Proposition [9] We omit the details. ]

E. Cryptographic Axioms
Definition 24. We let AXcrypio be the set of cryptographic axioms:

AXerypto = CCATU (PRF-MACj)ISjSS U PRF-fU PRE-f" U (EUF—MACj)ISjSE) U (CRj)ISjSS

Proposition 12. The axioms in AXcrypro are valid in any computational model where the asymmetric encryption {_}- is
IND-CCA1 secure and fand f' (resp. Mac'—Mac’) satisfy jointly the PRE-fassumption.

Proof. This is a direct consequence of the Propositions [4] [6] [0] and [ |
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Fig. 14. The Structural Axioms AXgtryct-

FE. Structural and Implementation Axioms

We present the structural axioms AXsyyct, Which are given in Fig. All these axioms have been introduced in the
literature (e.g. see [18]], [26]). Still, we informally describe them: the axioms Sym, Refl and Trans states that computational
indistinguishability is an equivalence relation; the Perm axiom is used to change the order of the terms using a permutation
7 on both side of ~; Dup is used to remove duplicate; Restr allows to strengthen the goal; FA states that to show that two
function applications are indistinguishable, it is sufficient to show that their arguments are indistinguishable; the axiom R allow
to rewrite any occurrence of s into ¢ if we can show that s = ¢; Fresh allows to remove a random sampling appearing if it is
not used; $-indep is the optimistic sampling rule (see [30]); and finally, CS states that to show that two if_then_else_ are
indistinguishable, it is sufficient to show that their then branches and else branches are indistinguishable, when giving the
value of the branching conditional to the adversary.

We then have the following soundness result:

Proposition 13. The axioms in AXgtruct are valid in any computational model.
Proof. The soundness proofs can be found in [18], [26]. |
We can now define the set of axioms Ax:
Definition 25. We let AX be the set inference rules:
Ax = AXstruct U AXimpr U AXerypto

Definition 26. We let Simp denote a sequence of applications of R, FA and Dup, i.e.:

~

w]
Ty

S~

L Simp  when (R + FA+ Dup)*

U~ T

g
<y

~

Implementation Axioms: We describe the implementation axioms AXjmp given in Fig. The set of implementation
axioms is the union of the following sets of axioms:

o The set Axje of equalities satisfied by the if_then_else_ function symbols.

o The set Axeq of axioms satisfied by the equality function symbol eq(_, _). This includes functional properties of projections
and decryption, equality properties such as reflexivity and dis-equalities.

o The set Axjen of axioms satisfied by the length function len(_).

o The set AXiy of injectivity axioms.

o The set Axson of axioms satisfied by the range((,_), _) function on sequence numbers.

G. P-EUF-MAC, Axioms

We can refine the unforgeability axioms EUF-MAC/ using a finite partition of the outcomes.

Definition 27. A finite family of conditionals (b;);c; is a valid CS partition if:
(Vb A Ny b # b5) = true

We can have a more precise axiom, by considering a valid CS partition (b;);c; and applying the EUF-MAC? axiom once
for each element of the partition.



Definition 28. We let P-EUF-MAC/ be the set of axioms:

Km Emac-() 8, m

(b;)icr is a valid CS partition

s = Mac,'j(m(m) = Vierbi ANVyes, 5 = Mac,j(m(u) when { There exists (s;,m;)icr s.I. for every i € T (P-EUF-MACY)
[bi]si = [bi]s A [bi]Jmy; = [b:]m
S; = set-mac},_(s;,m;)

Proposition 14. The P-EUE-MACY axioms are logical consequences of the axioms AX.

Proof. The proof is pretty straightforward:

s = Macim (m) — \/ (bi As= Macﬁm (m)) (Since (b;)icr is a valid CS partition)
iel
— \/ (bz NS = Macﬁm (mz))
iel
— \/ b A \/ s = Macﬁm(u) (Using EUF-MAC/ for every i € I)
iel u€es;
= \bin\/ s=Mac] (u)
el u€esS;
|

H. P-EUF-MAC Axioms

We can further refine the unforgeability axioms, by noticing that macs appearing only in boolean conditionals can be ignored.
Definition 29. For every term u, we let Strict-st(u) be the set of subterms of u appearing outside a conditional:

strict-st(if b then u else v) = {strict-st(if b then u else v)} U strict-st(u) U strict-st(v)

strict-st(f(a)) = {f(¥)} U U strict-st(u) when f # if then_else_
uew
Definition 30. We let strict-set-macﬁm (u) be the set of mac-ed terms under key Km and tag j in u appearing outside a

conditional: ' _
strict-set-mac;, (u) = {m | Mac;_(m) € strict-st(u)}

Definition 31. We let P-EUF-MAC/ be the set of axioms:

Km EMac-() ;™M

(b;)ier is a valid CS partition

s = Mac,j(m(m) = Vierbi ANVyes, s = Maclj(m(u) when ( There exists (s;,m;)icr s.t. for every i € I (P-EUF-MACY)
[bi]Si = [bl]s A\ [bz]mz = [bl]m
S; = strict-set-macj,_(s;,m;)

Proposition 15. The P-EUF-MAC’ axioms are logical consequences of the axioms AX.

Proof. First, we are going to show that the following axioms are consequences of the axioms Ax:

Km EMac-() S, M

; 6
S = strict-set-mac;,_(s,m) ©

5= Macﬁrn (m) = V,cg5= Macﬂrn (w)  when {
Assuming the axioms above are valid, it is easy to conclude by repeating the proof of Proposition [I4] but using the axiom
above instead of EUF-MAC/.

To show that the axioms in (6) are valid, we are going to pull out all conditionals using the properties of the if_then_else_
function symbols. This yields a term of the form C[3 o ()] where & themselves of the form s’ = Macy_(u'). We then apply
the EUF-MAC’ axioms to every e € €. Finally, we rewrite back the conditionals.

To be able to do this last step, we need, when we pull out the conditionals, to remember which conditional appeared where.
We do this by replacing a conditional b with either true;, or false,, where the b lower-script is a label that we attach to the
term.



This motivates the following definition: for every boolean term b, we let Val, = {true,, false,}. We extend this to vector
of conditionals by having Val,,, . ., = Val,, x --- x Val,,. Basically, for every vector of conditionals 3, choosing a vector
of terms ¥/ € Val 5 correspond to choosing a valuation of f3.

We can start showing the validity of (6). Let E be the set of conditionals appearing in s,m, and C be an if-context such
that:

(5= Mact, () & (c [3o (s7/8) = act mi/)) _, )
where t[t/0] denotes the substitution of every occurrence of ¢ by « in t. Then:
s = Mac), (m) =+ (¢ |30 (sl7/8) = Mac oniz/d)) _, |)
v ag

For every 7 € Val, let Sy = set-macﬂm (s[7/B), m[7/8)). By applying EUF-MAC?

- |c|ge ( \/ sl7/B) = Macﬁm(u)>
u€Sy 7EVal ;

- -

Since any conditional of s[Z7/3] or m[P//j] is of the form true, or false, for some label x, we know that:

Sy = set-mac]_(s[#/5],m[7/B)) = strict-set-mac]_(s[7/B), m[7/5))
Moreover, we can check that:

strict-set-mac],_(s[#7/f], m[i7/f]) = (strict-set-macﬁm(s,m)) [7/5]

Let S = strict—set-macﬁm(s,m). Hence:

C|Bo ( \/ sl7/8) = Macﬁm(u)> - |[C|Be s[i7/ 6] = Mac}_(u)
veValz

u€eSy

B 9€Va|5

— | C|Be <<\/ s = Macﬁm(u)> [ﬁ/ﬁ])
L u€sS veValz

This concludes this proof. [ |

1. Additional Axioms

We present additional axioms, and show that they are logical consequences of the axioms AX.

An if-context is a context build using only the if_then_else_ function symbol, and hole variables. We also require that no
if_then_else_ function symbol appears in a conditional position of another if_then_else_ function symbol. Moreover, we split
the hole variables in two disjoint sets: the set & of hole variables appearing in a conditional position, and the set ¢/ of variables
appearing in leave position. Formally:

Definition 32. For all distinct variables &, , an if-context D[] zo5 is a context in T (if _ then _ else _,{[|. | z € £UJ}) such
that for all position p, D), = ifb then u else v implies:

e be{]l.|zed}

e u,v € {[l.|z€x}

Definition 33. For every nonces ny, ..., Ny, for every ground terms i, we let fresh(ny, ..., n; @) holds if and only if for every
0<i<l n; & stu).



a) The indep-branch Axioms: This is useful to define the indep-branch axio_1:n. Let b be ground terms, C' an if-context
and n, (n;);er nonces. If N, (n;);cr are distinct and such that fresh(n, (n;);cr; @, b, C]). Then the following inference rule is
an instance of the indep-branch axiom:

- indep-branch
@.C [Fo (ni)ier] ~ i
Proposition 16. The indep-branch axioms are a consequence of the AX axioms.

Proof. TO prove this, we first introduce the if-context C' on the right to match the shape of the left side. We then split the
proof using CS, and conclude by applying Fresh. This yields the derivation:

Fresh

Vi€ I,i,b,n; ~ i, b,n
iC [Eo (n;) 16,} [5 Ze,}
R
a,C [bo(ni)iez} ~,n [ ]

b) Function Application Under Context: It is often convenient to apply the FA axiom under an if-context C'. Formally,
let ¥, b, (uij)ier1<j<n, (U} j)ier,1<j<n be terms and C' an if-context. Then the following inference rule is an instance of the

FA; axiom:
7.(CBo ) ~7 (ClFowiel),
7,C [50(f((ui,j)1ﬁjﬁn))iel] ~7,C [b/ (f((u za)lﬁjﬁ”))iel}

Proposition 17. The FA; axioms are a consequence of the AX axioms.

FA:

Proof. First, we pull the f function outside of the if-context C' using the homomorphism properties if if_then_else_. Finally
we apply the FA axiom. This yields the derivation:

0.(0 [Bo wgier]) __ ~7 (O[T ot ier])

5 £ (C[Bo(wiglier|) __ ~7

1<j<n

/
7,0 [bo (F(wighzizn)ies| ~ 7-C

c) Program Constants:

Definition 34. We define the set Scst to be the set of program constant, with includes the set of agent names Sig and the
constants Unknownld and fail:

Sest = SigU {L, Unknownld, fail, 0,1}
Proposition 18. For every term u,v we have, the following axiom is a consequence of the axioms AX:
len(u) = len(v) len(u) # 0 ne #

eq({u}s . (v} i) = false  when { fresh(ne, nlyu,v)
N Cpk(y,sk(-) Uy ¥ A sk(n) Cdec(_,-) U,V

Proof. We give directly the derivation:

- len(o) = len(o) &

e .

pk(n), {u};ﬁm), len(v) ~ pk(n), {“};i(ny'e”(”) len(v) = len(1'e(®))
PR(). {1k ()i ~ PR g (1715

n. len(v) 1N
{ud gk {0 my ~ {udgi oy {17 )}pﬁm

CCA1

Restr

’ !’ FA ’
ed({ulpe s {0hpem) = €a{ulps ), {108 ) eq({ulpe . {1} ) = false

- Trans
eq({ulpiiny {0} k() = false




To show eq({u}gi(n), {1'9”(“)}%(”)) = false, we apply again transitivity:

eq({u}s oy, {1FNDYTE ) = eq({0len()le {1y ) eq({oentnyne - (1lene)) ) = faise

eq({u}gm), {1'9”(“>};§(n)) = false

Now, we give the derivation of the left premise:

Trans

e len(u) = len(u) oM
pk(n), {1°"(}% | len(u) ~ pk(n), {1°")}% = len(u) len(u) = len(0°")
CCA1
( ) {u}pk(n){llen(v)}pk(n) ~ pk( ) {Olen u)}ne n){llen(v)}pk(n)
len( len(u) N len(v Restr
(U} o {1100} s {0yt flen(yte
0q({uu » {17 10k ) = €Q({0P Y1 {1 )
And finally we prove the right premise eq({0'®"(*) gﬁ(n), {1'9”(”)}p§(n)) = false:
eq(0,1) = false EQConst len(0) # 0 len(u) # 0 I-neq

eq(olen(u) 1Ien(v)) = false
eq({o'enm}pe | {1len() }pk( )) = false

EQInj({-}-) + R



* The set AXje of equality axioms related to the if_then_else_ function symbol:

f(d,if bthen z else y, ¥) = if b then f(u,x, V) else f(u,y,v) for any f € F;

if (if b then a else ¢) then z else y = if b then (if a then x else y) else (if ¢ then z else y) iftruethen z else y =z

if falsethen z else y =y ifbthenz else x =z if b then (if b then z else y) else z = if b then z else z

if b then z else (if b then y else z) = if b then z else z

if b then (if a then z else y) else z = if a then (if b then « else z) else (if b then y else z)

if b then z else (if a then y else z) = if a then (if b then z else y) else (if b then x else z)

* The set AXeq of equality and disequality axiom:

mi((w1, m2)) =a; forie {1,2} mi((z1, 22, w3)) =x; forie€ {1,2,3} dec({z}py,) sk(y)) =z

— E—— — EQl
eq(z,z) = true eq(A,B) = false 7-Const iotr ZV;.WBA’ B € Sest eq(t,n) = false Qindep if n & st(t)

* The set AXjen of length axioms:
len(u) = len(s) len(v) = len(t)
len((u, v)) =len({s, t)) len(ip;) = len(1py) for every ID, 1D’ € Sig

len(suc(sqn-init,”)) = len(sgn-init;) len(sgn-init,*) = len(sgn-init;?) len(0%) = len(1*) =z

len(u) # 0 len(v) #0 A#B len(A)#0 xz#0 Ine
len(x) # 0 when X € Sget len({u, v)) #0 len({u, v)) #0 A® #£ BY g

* The set AXjy of injectivity axioms:

—eq(u.s) A eq((n, v) (s, 1) =false TN ) e N eqn, v (s, 1)) = false o )

- —————— EQIj({})
—eq(u, v) A eq({ultpim: {vhokmn)) = false

* The set AXson Of sequence number axioms:

_ SQN-ini
range(u,v) = eq(u, v) suc(u) =u+1 sgn-inity < sqn-init,” ?

m when « are ground terms
= and Th(Z,0, +, —, =, <) = ¢[7]

Fig. 15. The Set of Axiom AXjmpl = AXjte U AXeq U AXjen U AXinj U AXson-



APPENDIX II
PROTOCOL

A. Symbolic Protocol

In this section we formally define the symbolic traces of the AKA™ protocol, as well as some functions and properties of
these traces.

We recall that Sig = {IDy,...,IDy} is the set of identities used in the protocol. We split these identities between base
identities, which are used by the normal protocol, and copies of the base identities, which we use to express the oy-unlinkability
of the protocol. We have B base identities Aq,...,Ap, and we let Spig be the set of base identities. Then, for every base
identity A;, we have C copies A; = A; 1,...,A; ¢ of A;. In total we use N = B x C distinct identities, and IDy,...,IDy is
an arbitrary enumeration of all the identities.

a) Valid Symbolic Trace: We recall that an symbolic trace is a sequence of action identifiers, which symbolically represents
calls from the adversary to the oracles. Remark that some sequence of action identifiers do not correspond to a valid execution
of the protocol. E.g., since the session UE,(j) cannot execute both the SUPI and the GUTI protocols, a valid symbolic trace
cannot contain both PU,5(j, _) and TU;p(j, _). Similarly, the HN’s second message in the SUPI protocol cannot be sent before
the first message, hence PN(j, 1) cannot appear before PN(j,0) in 7. Formally:

Definition 35. Let (Q°)ipes, and (Q%)jen be the automatas given in Fig. A symbolic trace T = aly, . .., ai, is a valid
symbolic trace iff T is an inter-leaving of the words w1, ..., WpN, WY, ..., wk, ... where:

o for every 1 < j < N, wi, is a run of Qy”.

o for every j €N, w is a run of Q. ' _

o for every j € Nand 1 <i <, if ai; is a state of Q% then there exists io < i such that ai;, is a state of ol
Furthermore, T is said to be basic if for all 1 < j < N, if wi, # € then 1D is a base identity (i.e. ID; € {A1,...,Ap}).

Since we only informally describe the AKA™ protocol, we cannot formally prove that every 7 € dom(Ry), 7 is a valid
symbolic trace. Instead, we put as an assumption that any implementation of the AKA™ protocol must ensures that messages
are processed as described in Q° and QF.

Assumption 1. For every 7 € dom(R ), T is a valid symbolic trace

b) Modeling Unlinkability: Given a symbolic trace 7 € dom(Ry), there is a particular and unique symbolic trace T
which is the “most anonymised trace” corresponding to 7. Intuitively, T is the trace 7 where we changed a user identity every
time we could (i.e. every time NS;,(_) appears). This is useful to prove that the 5G-AKA protocol is oy-unlinkable, as it
reduces the number of cases we have to consider: we only need to show that we can derive ¢, ~ ¢, for every 7 € dom(Ry).

Definition 36. Given an identity A, . where ¢ < C, we let fresh-id(Ay..) = Ap.c+1, and given a base identity Ap1 we let
copies-id(Ay,1) = {Ap1 | 1 <i < C}.

Definition 37. We define some functions on symbolic traces:
o We let h be the function that, given a symbolic trace T, returns the last action in T (or € is T is empty):

ai, if T =al,...,ai, andn >0
h(r) = .
€ ifr=c¢e¢
o Given a symbolic trace T, we let <, be the restriction of < to the set of strict prefixes of T, i.e. To < T1 iff 7o < 71 and
T <T.
o We extend <, to symbolic actions as follows: we have ai <, 1 (resp. 71 <, ai) iff there exists 7o such that h(r2) = ai
and 19 < Ty (resp. T1 <, To).

Definition 38. Given a symbolic trace T with less than C actions NS,,(_) for every 1D, we define the symbolic trace T where
each time we encounter a action NSp(j), we replace all subsequent action with agent 1D by action with agent fresh-id(1D):
NSuin(j), To[VID/ID]  when T = NS;p(j), 7o and vID = fresh-id(ID)

ai, o when T = ai, o and ai ¢ {NS\5(j) | ID € Sig,j € N}

One can easily check that Ry (7, 7). Besides, remark that for every (r;,7,) € Ry we have 7, = 7,. Moreover, ~ is a

transitive relation. Therefore, instead of proving that for every Ry (7, 7,) the formula o, ~ o, can be derived using AX, it
is sufficient to show that for every 7 € dom(Ry), we can derive o, ~ o, using Ax. Formally:

Proposition 19. The 5G-AKA protocol is oy-unlinkable in any computational model satisfying some axioms AX if for every
T € dom(R ), there is a derivation using AX of ¢r ~ ¢-.



Transition System O} : Transition System Qj:

g5~ —{run(i0) f—={ronti. ) f—{ runi0) |

™~

i) | (oo
ST ———{TUn(5,0) TUip (4, 1)

TN(J,0) T™(j,1)

Convention: where 57 = {PUb(Jo, %), TUp (Jo, %), FUin(Jo), NSin (Jo) | jo < j}, the initial states of QP are PU;,(0,1) and
TU;p(0,0), and the initial states of Qf are PN(j,0) and TN(j,0). Every state of Q;> or Qf is final.

Fig. 16. The transition systems used to define valid symbolic traces.

Proof. Assume that for every 7 € dom(Ry), we can derive using AX the formula ¢, ~ ¢,. Then, using Proposition [1| we
know that 5G-AKA protocol is oy-unlinkable in any computational model satisfying axioms Ax if for every (7;,7.) € Ru,
we can derive ¢, ~ ¢, . If AKAT is oy-unlinkable with N identities then it is oy -unlinkable with N’ identities if N/ < N.
Therefore, w.l.o.g. we can always assume that we have more identities than actions NS;,(_) in 7. Hence 7 is well-defined,
and we know that (7;,7;) € Ry and (7, 7,) € Ry. By hypothesis, we have derivations of ¢,, ~ ¢,, and ¢, ~ ¢, . Since
7, = 7, and using the transitivity and symmetry axioms Trans and Sym, we get a derivation of ¢,, ~ ¢, . This concludes
this proof. ]

Proposition 20. [f 7 is a valid basic symbolic trace with less than C actions NS then T is a valid symbolic trace.

Proof. The proof is straightforward by induction over 7. [ |
Definition 39. Given a basic trace T and a basic identity 1D = A, o, we let v-(ID) be the identity A;,; where | is the number
of occurrences of NSip(_) in 7.

Definition 40. Let 7 be a symbolic trace of actions aly, . . ., al,. Then for all 0 < i < n, suc,(ai;) = ai;41.

Definition 41. We define the partial session function:
sessiony(ai) = j when ai = X(j,_),X € {PN, TN, EN}
Definition 42. We let session-started;(T) be true if and only if there exists ai € T s.t. session(ai) = j.

B. The AKAT Protocol

To show that the AKA™ protocol is oy-unlinkable, we need to know, for every identity ID € Sy, if there was a successful
SUPI session since the last NS;p(_). To do this, we extend the set of variables Sy by adding a phantom variable synci® for
every ID € Sjg. We also extend the symbolic state updates of NS;,(_) and PU5(J,2) as follows:

o For ai = Ns;p(j):
o valid-guti;” — false
T | syncy — false

« For ai = PUp(4,2):
w e-auth)” — if accept’” then o'"(b-auth;”) else falil
sync;” — or'(syncy’) Vv accept’”
Remark that the variable sync;? is read only to update its value. It is not used in the actual protocol. By consequence, the

AKA™ protocol is oy-unlinkable if and only if the extended AKA™ protocol is oy-unlinkable.
We now give the definition of the initial symbolic state o., which we omitted in the body:



Definition 43. The symbolic state o is the function from Sygr to terms defined by having, for every 1D € Sjg and j € N:

o (SQNY) = sqn-init? o (SQNY) = sqn-inity  o.(GUTIY) = UnSet  o.(e-authl) = fail  o.(b-auth) = fail
o.(e-authl) = fail o.(b-authl) = fail o.(s-valid-gutit’) = false o.(valid-gutil’) = false

o.(sessiony) = false o.(sync'®) = false

C. Invariants and Necessary Acceptance Conditions

a) Notations: From now on, the set of axioms AX is fixed, and we stop specify the set of axioms used: we say that we
have a derivation of a formula ¢ to mean that ¢ can be deduced from AX. Furthermore, we say that ¢ holds when there is a
derivation of ¢.

Moreover, we abuse notations and write u = v instead of u = v. We can always disambiguate using the context: if we expect
a term, then u = v stands for the term eq(u,v), whereas if a formula is expected then u = v stands for eq(u, v) ~ true. We
extends this to any boolean term: if b is a boolean term then we say that b holds if we can show that b ~ true holds. For
example, o, (SQN}) > 0, (SQN?) holds if we can show that geq(o,(SQNP), o, (SQNY)) ~ true.

b) Properties: We now start to state and prove properties of the AKA™ protocol.

Proposition 21. For every valid symbolic trace T, for every 1Dy, 1D € Sig, we have a derivation of:

len(oP(sQNE)) = len(oP(sQNg*))

Proof. 1t is easy to show by induction over 7 that for every ID € Sig, there exists an if-context C, terms b and integers (k;);
such that: _

oM (sQN) = C[b o (suc (sqn-init)));)]
Therefore, let Cy,Cs, by, by and (k});, (k3); be such that:

Dy Do

oM (sQNIPY) = Cy [by © (suck (sqn-init™)), )] oM (SQNIP2)) = Ch[ba o (sucki (sqn-init™2)),)]
Moreover, it is trivial to show using the axioms in AXe, that for every 4,4, j, 7'
1Dy D1 D3

len(suc* (sqn-init™')) = len(suck™ (sqn-init™)) = len(suc*’ (sqn-init™?)) = Ien(suc’“.f’ (sgn-init>?))

It is then easy, using R, to get a derivation of:

Dy

len(a"(sQNE!)) = len(o(sQNy?)) [ |

The following proposition states that ny appears only in the HN public key pk(ny) and secret key sk(ny), and that for
every ID € Sy, the keys k'™ and k!> appear only in key position in Mac'—Mac®. These properties will be useful to apply the
cryptographic axioms later.

Proposition 22 (Invariant (INV-KEY)). For all valid symbolic trace T, we have:
Ny Epk().sk(-) P A SK(Nx) Edec(_,) Pr
V1<i<N, Ky Cumac() ¢r
VI<i<N, K Ctoym ¢r
Proof. The proof is straightforward by induction on 7. ]

Proposition 23. For every valid symbolic trace T, for every 1o <, T; and identity ID € Sjq, we have:

or,(GUTIY) = UnSetA [\ -accept | — o7 (GUTI)) = UnSet
T1=_FUip(J1)
T2=TT1I=TT;
Proof. The proof is straightforward by induction on 7;. [ |
We now state several simple properties of our system.

Proposition 24. Let 7 = _, ai be a valid symbolic trace, then:
1) (A1) If —session-started;(t) then n? & st(¢.).



2) (A2) Forall 1o = _,PUp(jo,2) < 7 and 11 = _,PUp(j1,2) X 7, if 0 # 71 then:
ol (SQNY) # o7 (SQNY)

3) (A3) For every 1o = _,PUp(jo,2), 1 = _,PUrp(J1, 1) such that 7y <, 7o, if jo # j1 then:

o7 (sQN) # suc(o™ (son'?))
4) (A4) For all 1Dy # 1Dy,

(oM (GUTIR?) # UnSet A o (GUTIRY) # UnSet) — o (GUTIR?) # o (GUTIY!)

5) (AS5), (A6), (A7) If h(t) =PN(j,1), TN(4,0) or TN(j, 1), then for every 1Dy # IDy,

(—accept™®) v (—accept;’t)
6) (A8) For every ID € Sig,j €N, oM(e-auth?) = W — o"(b-auth) = .

Proof. All these properties are simple to show:

(AT)|is trivial by induction over 7.

o+ (SQNP) > o"(sQNIP).
o [(A5)] and [(A7)] follow easily from the unforgeability axioms EUF-MAC.

o |(A2)| and [(A3)| both follow from the fact that if 7 = _, PU(j,1) then o, (SQN'?) = suc(c'"(sQN!P)), and therefore

o To prove ((A4), we first observe that for every ID € Sig, we initially have o.(GUTI?) = UnSet, and that the only value

we store in GUTII® are UnSet or GUTI® for some i € N. Therefore it is easy to show that for every 7, < 7:

ol (GUTIY) # UnSet — \/ o (GuTIY) = GuTr’
€N

Moreover, we can only store GUTI* in GUTI'® at PN(4, 1) or TN(i, 1), and by validity 7 cannot contain both PN(i, 1) and
TN(4,1). We conclude observing that we cannot have accept;” and accept;”’ if 7,, = _,PN(i,1) or _, TN(i, 1) using

[(A5)] and [(A7)] The result follows.
« [(A6) is a consequence of [(Ad)]

Then e-authy) is either set to fail or to b-auth;?.

We can now state and prove our first acceptance necessary conditions.

Lemma 6. Let 7 = _, ai be a valid symbolic trace, then:
1) (Accl) If ai=PN(j, 1), then for every 1D we have:
accept? > \/ (mlg(¢!) = {(0, ok (soND)) }pic A g(o) = 1)

TD:,7PU1D(j071)‘<T

2) (Acc2) If ai=PU\p(j,2). Let 1y = _,PUp(j, 1) < 7. Then:

PUID(j7 1) PN(j07 1) PUp (]a 2)
s . .
T1 T0 T

accept’” — \/ accepty A g(¢7) = A mi(g(41)) = {(D, a;’l(SQN{?»}ﬁN

To=_"PN(Jjo,1)
T1=<7T0

3) (Ace3) If @i = TUp(j, 1) then:

V (accept‘;z A (g(9l) = 1o Ama(g(9l) = o (sQNP) @ fk(nﬂ'ﬂ))

accept’” — . .
P Ao (GUTIY) = o (GUTIY)

T0=_,T8(j0,0)
To=<T

4) (Acc4) If ai = TN(j, 1) then:

accept®® — \/ accepty Ami(g(¢n)) =r’

70
To=_,TUp (,’ 1 ) <7

« [(A8)| follows from the fact that whenever a new session of the protocol is started, we reset both b-auth;y and e-auth;’.



D. Proof of Lemma [0]
Proof of {(Accl)} Let ai = PN(j,1) and ky, = k,. Recall that:

D _ eq(m(deq(m(g(ﬂ‘)),skN)),Ip) )
accept = <A eqm(gwr)),Mac&m«m(g(w»,nﬂ>>>)

We apply the EUF-MAC! axiom (invariant (INV-KEY) guarantees that the syntactic side-conditions hold):
accepty — m2(g(¢))) = Macy, ((m1(g(¢7)), n’))
. . io )
V ma(g(¢7)) = Mac, ({(1D, o (soNy))}5e , 9(47)))

To=_,PUnp (Jo,1) <7

v (o) = Mack, ((m(g(6h), )

To=_,PN(jo,1) <7

_>

From the validity of 7 we know that j, # j. Hence using the axiom Fresh, we get that n/o # nJ. Using the right injectivity
of the pair (axiom EQInj({_, -))), we know that:

<7Tl(g(¢i7'j))’ nj> 7é <7Tl<g(¢i7r—10))v nj0>

From the collision-resistance of Mac (axiom CR'), we have:

Macy, ((m1(g(o})) , n’)) = Macy, ((m1(g(9,)) . n7°)) = (mi(g(o7) , 0Y) = (mi(9(e7,)) , n°)

Therefore:

ma(9(#)) = Macy, ((mi(g(é)), ) — - V ma(9(7)) = Maci,, ((m(g(#7,)) , n)) o

To=_,PN(jo,1)<T
From which it follows that:

accept?” \ malg(é) = Maci, (({(p, o (soNP)) I . g(62))

To=_PUp (Jo,1)=<T

To conclude, we use CRY, EQInj((_, -)) and EQInj({-, _)) to show that for all 7o = _, PU;p(jo, 1) < T:
< ma(9(7)) = Maci,, ((ma(g(#7)) , n%)) ) ( m1(g(¢") = {(ip, & (SQN{JD)>};£0>
. : j : — ] . 0 N
A ma(g(@) = Macg, (({ (1D, o (sQNP))ITE  g(6l7)) AR = g(g)
This, together with [/ concludes the proof.
Proof of [(Acc2)}
PU(j,1) PN(jo, 1) PUin(j, 2)
v ‘ .
T1 T0 T

If ai = PUp(j, 2). Let kyy be the Mac key corresponding to ID, i.e. ky = K/y. Recall that:
accepty” = g(¢") = Maci; ((of(b-authy), o' (sQNP)))
a) Part 1: We are going to apply the P-EUF-MAC? axiom. We let:

S = {7_0 ‘ To = PN(jOa 1) = T}

bs, = ( A accept‘T‘z) /\( N ﬁacceptf))

ToE€So T0ESH

and for all Sy C S we let:

Then (bs,)s,cs is a valid CS partition. It is straightforward to check that for every Sy C S, for every 79 = _, PN(jo,1) < 7,
if 79 € So then we can rewrite [bg, ]t into a term [bg,|t7° by removing the branch corresponding to accept,” . Therefore:

Mac; ((n’°, suc(m2(dec(mi(g(4h ), sky))))) € set-mac;;_(¢5°) if and only if 7o € Sp



Hence by applying the P-EUF-MAC? axiom we get that:

V' 9(6) = Maci_ ({n, suc(m(dec(m1(g(4, ), skx)))))

T0E€So
accept’” — bsy A .
So\és ’ \/ (¢M) = Mack <o'” (b-authy’), o (sQNy)))

T0=_,PUnp (j0,2) <7

( g9(¢") = Macg ({0 (b-auth?) , o' (sQNP)))
A )

; . . — N (b-auth!®), oM (sQN®)) = (™" (b-auth’”), o'" (sQN!P
g(¢") = Macy_((o™ (b-auth?), o™ (sQNI? >)> (o o), or(SQN)) = {on ) o (SQNS))

(CR?)
— oM (SQNY) = o (SQNY) (EQIni(C, )
— false *)

Moreover, remark that for Sy = (), we have:

< V' 9(¢7) =Maci ((n’, suc(m(dec(m (g(¢7,)), SkN)))>)> = false

T0E€So

Putting everything together, we get that:

accepty — \/ (bso/\ \/ (&) = Mac ((n/ ,suc(wQ(dec(m(g(qﬁTo)),skN)))>)>

Spcs T0ESo
5020

— \/ 'V accept) A g(¢") =Macg ({0, suc(ma(dec(m(g(4L))), sky)))))
SoCS 19E€SoH
- \/ accept® A (") =Macg (', suc(mz(dec(mi(g(¢hn)), sky)))))

T0=_.PN(jg,1)
To=<T

= \/ accepty, A (of(b-auth), o7 (SQNY)) = (1’ , suc(m(dec(m (9(¢7,)), sky)))) (CR?)

T0=_,PN(jg,1)
TO=<T

V accepti> A o' (b-authy’) = n’

N oP(SND) = suo(ma(dec(m (g(dh)) sky)) o ) e BRI )

T0=_,PN(jg,1)
To=<T

b) Part 2: Tt only remains to show that we can restrict ourselves to the 7 such that 73 <, 79. Using we know

that:
. ng/ . .
acoepty, —+\/(mlaleh) = (0, B (saxE)IE Aalelt) =)
Ty
Let 7/ = _,PU;p(j’,1) such that 7/ <, 79. We now show that if j° # j then the tests fail, which proves the impossibility of

replaying an old message here. Assume j’ # j, then:
o (SQNI) = suc(ma(dec(r (g(41 ), sky))) A m1(g(6l7)) = {(D, o™ (sQNIP)) ok
— o"(sQN®) = suc(co™ (SQN'P))
— false (P9b)

We deduce that:

accept® — \/  accept® A g(¢) = A mi(g(eh)) = {(ID, o (sONP))}T%

T0=_,PN(jp,1)
T1 =770



Proof of [(Ace3)l Let ai = TU;p(j,1) and k be the f key corresponding to 1D. We know that:
accepty — m3(g(#F)) = Macg, ((mi(g(6])) , m2(9(¢1)) & f(mi (9(¢7))) , o7 (GUTIY)))
We are going to apply the P-EUF-MAC® axiom. We let S = Sy U Sy, where:
Sy={m0 |10 =_TN(jo,1) <7} Sy ={70 | 70 = _, TUb(jo,1) < 7}

and for all Sy C S we let:

bs, = ( A acceptﬂ?)) /\( N ﬁacceptL’Z)

T0€S50 T0€So

Then (bs,)s,cs is a valid CS partition. It is straightforward to check that for every Sy C S, for every 70 = _, TN(jo,1) < 7,
if 7o € S then we can rewrite [bg,]t-, into a term [bg,]t50 by removing the branch corresponding to accept.. . Therefore:

Mac; ((n’°, o (sQN®), ot (GUTIR))) € set-maci (¢3°) if and only if 7o € So
Similarly for every 70 = _, TU;p(jo, 1) < 7, if 79 € S then we can rewrite [bg,|t,, as follows:

[b ]t _ [bSO]MaCﬁm (771 (g( TO))) if 19 € Sp
Soltmo [bs,]error if 79 € S

Hence by applying the P-EUF-MAC? axiom we get that:

accepty — \/ <bso/\ V Ws(g(aﬁif"))=Macﬁm(<nj”,gi7”(,(SQNLD)>ULT)(GUTILD»))

SoCS ToE€SoNSx

By cr?, EQInj({_, -)) and EQInj({-, _)) we have:

( ﬂs(g(sbif))—MaCi}((m(g(st)),ﬂz(g(d)if))6Bfk(7n(g(¢if))),UT(GUTILD)>)> .

A 3(9(6F)) = Mac, (0%, o7 (SQNY) , o (GUTIY)))

m(g(8)) = 1% Ama(g(d) @ t(mi(g(8]))) = oF, (SQNY) A o7 (GUTIY) = o7y (GUTIY)
Using the idempotence of the & we know that:
(m1(g(@7)) = 07 A m2(9(¢)) @ h(mi(g(d]))) = o7 (SQNY)) = ma(g(97)) = oF, (sQNY) @ f(n™®)

Moreover, remark that if So N Sy = @), we have:

\/ (bsa A\ ms(g(el) = Macg ((n, o™ (sQnp) ULT)(GUTILD»)) = false

SoCS ToE€SoNSx

Putting everything together, we get that:

accept” — \/ (zw \ 7r3<g<¢r>>=Mac§m<<nf°7ag<sQN;D>7amaunm»)

SpESs ToESoN Sy
SpNSn#0

-V \/  accepty Ams(g(d}) = Macg ((n°, o7 (sQNy) , o7 (GUTIY)))

SpCS  19ESHNSy
SoNSn#D

- \/  accept? Ams(g(4l) = Macg, ((n%°, 0™ (sQNY) , ol (GUTIY)))
To=_,TN(jo,0)<T

. AT in :O'in S NID @1; n‘jo

— \/ accept” A i (g(4)) = n7° 2(9(@)3] TOH() QNy i)n k( m)
To=_,TN(jo,0)<T Nao, (GUTIU ) =0, (GUTIN )



Proof of (Acc4); We are going to apply the P-EUF-MAC? axiom. We let S = {79 | 7o = _, TU;p(jo, 1) < 7}, and for all

So € S we let :

bs, = ( A acceptﬂ?}) A ( AiﬂacceptL’f])

T0€S0 T0€80

Then (bs,)s,cs is a valid CS partition. It is straightforward to check that for every Sy C S, for every 7y

 J[bsoIMacy (1 (g(¢)))
bsoltra = {[b O]erro:

Hence by applying the P-EUF-MAC? axiom we get that:

if 9 € Sy
if 7o € Sy

Maci;, (m1(g(¢7,)))

\ g(eh) =

\/ bSO T0E€So \/

SoCS

g(o) =

Mack (n?) in 4,

9(¢7) = Magy, (n”)
Tozi,TN(jo,l)-<T

Applying the CR* axiom we get that:

g(éh) =

Macg, (70) A g(4lf) = Macg, (W) — n¥o = nJ

— false
Moreover, remark that for Sy = ), we have:
~(bsa A Vs, 9(6) = Maci (1 (9(61))) )

Putting everything together, we get that:

g(d) = Macy () = \/ (bs, A \/ al6l) =
SpCs T0E€So
So#0

Maci, (m1(9(4%))))

Let Sy C S with Sy # (), and let 79 € Sp. Using the CR* axiom we know that:

9(é) =Maci (n?) A g(d]) = Maci (m1(9(¢7,))) — milg(er,)) =n’
Therefore:
g(o) = Mact () \/ (bs, A \/ g(6h) = Macy, (m(9(6%)))
SpCs T0ESo
S0£0
— \/ (bSO/\ \/ m1(g —nj)
SpCs T0ESo
So#0
And using the fact that bs, — accept,
g(6M =Mack (W) \/  accept, Ami(g()) =
To=_,TUp (_,1)<T
We conclude by observing that accept’” — g(¢") = Macy, (n7).

E. Authentication of the User by the Network

= TUID(j07 1) =T

(crY)
(EQIndep)

We now prove that the AKA™ protocol provides authentication of the user the network. Remark that the lemma below

subsumes Lemma [1]

Lemma 7. For all valid symbolic trace T, qS’T” guarantees authentication of the user by the network:

=1 — \/ " (b-authl) = ¥

T/ T

VID € Sig,j € N, o™(e-auth’,)

Moreover, if T = _,TN(j, 1) then:

0. (b-auth?) = v

1)<7

accept” — \/

To=_,TUpp (77



Proof. We prove this by induction on 7. First, for 7 = € we have that for every ID a‘;‘(e-auth{,) = | # ID. Therefore the
property holds. _
Let 7 = 79, ai. Observe that for all jo, if o¥P(e-auth{’) = L and if the authentication property holds for ¢ :

VID € Sg, ol (e-authl’) =1 — \/ o\ (b-auth’) = n¥
T'<To
then it holds for 7. Therefore we only need to show that authentication holds for ai = PN(4, 1) with jo = j, and for ai = TN(j, 1)
with jo = j
« Case ai = PN(j, 1): Let ID € Si. Using EQConst, we know that ¢'"(e-auth’) = 10 — accept'® is true. Using |(Accl)
of Proposition 24] we deduce that:

o"(e-auth’) = Ip — Vo o) =n ®)
To=_,PUip (jo,1) =T
By validity of 7, we know there exists 72 such that 7, = _,PN(j,0) < 7. Let 79 <, 72. We have —~session-started;(ai),
therefore using invariant [(A1)| we get that n? ¢ st(¢ ). It follows from axiom EQIndep that —g(¢ ) = n’. Hence:
Vo g =n &\ g(en)=n ©)
To=_,PUpp (jo,1)<T 70—y (do 1)
Let 79 be such that 7, <, 79 < 7 and 7o = _, PUyp(jo, 1). Since o (b-authy’) = g(¢™" ), we know that o, (b-authy’) =

g(¢!" ). Hence:
9(¢") =n’ — o, (b-authy) = n’

70

Which shows that:

V oogen) == \/ o (b-auth?) =n/ (10)
T0=_,PUip (Jp,1) T0=_,PUp (jg,1)
To <7 TQ=T To<TrTQ=T
Since {79 | 70 = _, PUip(Jo, 1) A 72 <, 7o < 7} is a subset of {7y | 1 < 7}, we have:

\/ 079 (b'aUthIUD) =n’ - \/ O (b'aUthIUD) =n’

T0=_,PUip (Jo,1) To<T
To=<TTQ=<T
— \/ oh(b-authy) = n’ an
To 3T

We conclude the proof using [8] [0] [T0] and [T}
o Case ai = TN(j, 1): Using [(Accd), we know that:

accept’” — \/ accept,, A mi(g(¢rn)) =n’

70
T0=_,TUp (,71) <7

Moreover, for every 79 = _, TU;p(_, 1) < 7, we have:

accepty A mi(g(¢lh)) =n’ — o (b-authy) =n’

70

Hence:
accept’® — \V accept,, Ami(g(¢l)) =nd
TO:,7TU1D(,71)'<T
— \V o, (b-authl’) = n’

TO:,7TU1D(,71)'<T
= \/ of (b-authy) = n/

To =T



F. Authentication of the Network by the User

We now prove that the AKA™ protocols provides authentication of the network by the user. We actually prove the stronger
result that for any valid symbolic trace 7, if the authentication of UE);, succeeded at instant 7 (i.e. o' (e-authy’) is not fail or
1), then there exists some j € N such that UE|, authenticated the session HN(j0.

Lemma 8. For all valid symbolic trace T, (bf guarantees authentication of the network by the user. For all ID € Sjy and
J €N, we define the formulas:

suc-auth- (i) = o¥(e-authy) # fail A o (e-authy) # L
auth,(1p,j) = o"(b-authl) =D A W = 6" (e-auth®)

Then we have:
VID € Sjg, suc-auth,(ID) — \/jGN auth, (1D, j)

Proof. We prove this by induction on 7. First, for 7 = ¢ we have that for every j, aﬂ‘(e-authﬂ) = L. Therefore the property
holds. Let 7 = 7g, ai, assume that:

VID € Sgg, suc-auth,,(Ip) — V. auth,, (1D, j)

If for every jo we have: 4
o (b-authl’) = L VID € Sy, o (e-auth;) = L (12)

T

then we have authentication of the network by the user at 7. Therefore we only need to show that authentication holds for 7
in the cases where ai is equal to PN(j,0), PN(j,1), PU(J,2), TN(4,0) or TU;p(j,1).
« Case ai = PN(j,0). we are going to show that for all ID € Sig, jo € N, we have:

(suc-auth, (D) A auth,(ID,jo)) <> (suc-auth,,(ID) A auth.,(ID, jo)) (13)

which implies the wanted result. Let ID € Sig, jo € N.
— In the case jy # j, using the validity of 7, we know that PN(j, 1) 4 7. This implies that o' (b-auth?,) = | # 1D, which

in turn implies that —auth,(ID, j). By a similar reasoning, we get that PN(j, 1) & 79, therefore O’L[:)(b-authi,) # ID,
and by consequence —auth,, (1D, j). This concludes the proof of the validity of (T3).

— In the case jo = 7, since o' (b-auth}) = L # ID we know that auth, (D, j) = false. Similarly auth., (1D, j) = false.
Therefore holds for jo = j.

o Case ai = PN(j, 1). Here also we are going to show that (I3 holds for all jy. Let ID € Sig, jo € N.

— If jo # j, we have o*P(b-auth!’) = L and 0% (e-auth;’) = L. It follows that (T3) holds. '

— If jo = j, using the validity of 7 we know that o™" (b-auth}) = L. From EQConst it follows that o™" (b-auth}) # 1D,
and therefore auth,, (1D, j) = false.
To conclude this case, we only need to show that (suc-auth,(ID) A auth,(ID, j)) = false.
First, assume that there never was a call to PU(_,2), i.e. PUp(_,2) # 71. Then ¢'"(e-auth}y) = 1, and therefore

suc-auth, (ID) = false.

Otherwise, let 79 = _, PUip(Jo, 2) be the latest call to PU(_,2), i.e. 79 A+ PU;p(_,2). By validity of 7, we know
that there exists 75 such that 75 = _, PU;p(jo, 1). We know that o (e-authy’) = 0% (e-authy’). Hence:

suc-auth, (1) — o*P(e-authy) # fail (by definition of suc-auth, (iD))

— accept (by definition of o¥P(e-authy’))

S aceept2 A\ (glo) = ) oy

T1=_,PN(j1,1)
T2 =771 =770

— \/  (c¥(e-authy) = n’")

T1=_,PN(j1,1)
To=<rT1 =770

— \V/  (oF(e-authp) = n’) (since o!"(e-authy’) = 0% (e-authy’))

T1=_,PN(j1,1)
T2 <771 =770

Since 79 < 7 we know that for every 71 = _,PN(j1,1) € {71 | 72 < 71 <+ T0}, J1 # J, and therefore using EQIndep
we know that (n’* = n?) « false. Therefore:

suc-auth, (D) A auth, (1D, j) — \/  (o¥(e-auth?) = n/* An?* £ nd Aauth, (1D, j))

T1=_,PN(j1,1)
To <771 <70



And by definition of auth, (1D, j):

=/ (of(e-authy) =/t Andt #£nd Aol (e-authy) =)

T1=_,PN(j1,1)
T2 =771 =70

— false
« Case ai = PUy,(j,2). For all IDy # ID and for all jo € N, it is trivial that:
(suc-auth,(1Dg) A auth.(IDg,jo)) « (suc-auth,, (IDg) A auth,,(IDg, jo))

Therefore we only need to show that:

suc-auth,(Ip) — \/,cyauth,(ip, j)
First, we observe that:

suc-auth,(ID) — accept)”

accept® A g(¢n)=ni A
- i i i (by [(Ace2))

v < m(g(@R)) = {1, o (sQNI))}%

T1=_,PUp(J,1)

TL=7T0

Let 7o = _, PN(jo, 1), 71 = _,PUp(j, 1) such that 7y < 0. Let o = _, PN(jo, 1), by validity of 7 we know that T2 < 7o.
Moreover, if 71 <; 7 then by ((A1)| we have n’° ¢ st(¢I' ), and therefore using EQIndep we obtain that g(¢" ) # n’o.
Hence:

suc-auth, (D) — \ (

To=_,PN(jpo,1)
T1=_,PUp (J,1)
T9=_,PN(j0,0)
Ta <771 =TT

accept"TD A accept‘T'; A g(om) = njo A
m(g(¢h)) = {(D, o (sQNP)) o

Moreover, we know that:

accept? — o(b-authf’) = 1D accept’ — o, (e-authy’) = oiP(b-authy)
We represent graphically all the information we have below:
To = _, PN(jo, 0) 1 = _,PUp(4,1) To = _, PN(jo, 1) T =_,PUp(J,2)
e . . .
%P (b-auth?) =g(61) | |

:n]o

| - o(e-auth?) =% (b-authl?)
! ! =n’ !

aﬁg(b—auth{;’) = ID SN NN NANNND

It follows that: . . - ,
( accepty” A accept’ A g(¢) =nio A

m1(g( TD)) = {{ID, aiTnl(SQN{JD»};éN ) — auth.(Ip, jo)

Hence:

suc-auth, (D) — \/ auth.(p,jo) — \/ auth.(ip,jo)
TOZ,,PN(j(()V‘ll)) Jjo€EN
T1=-,PUp (J,

T9=_,PN(j0,0)
Ta <771 =TT

o Case ai = TN(,0). For all ID € Sig and for all jo € N such that jo # j we have:
suc-auth. (1p) = suc-auth,, (ID) auth, (1D, jo) = auth,, (1D, jo)

Hence:
(suc-auth,(1p) A auth.(ID,jo)) < (suc-auth,,(ID) A auth.,(ID, jo))



It only remains the case jo = j. We know that o™ (b-auth’) = L, therefore suc-auth,, (1D, j) = false, which in turn
implies that:
(suc-auth,, (1D) A auth,, (1D, j)) = false

Moreover: _ .
auth,(ip, j) — n’ = o"(e-auth;’) — n’ = o' (e-authy’)

Using |(A1)| it is easy to show that n/ ¢ st(¢™"(e-auth;’)), therefore we have —auth, (ID, j). This concludes this case.
o Case ai = TUp(j, 1). For all 1Dy # ID and for all j, € N, it is trivial that:

(suc-auth,(1Dg) A auth.(IDg,jo)) < (suc-auth,,(IDg) A auth,,(IDg, jo))

Therefore we only need to show that:

suc-auth, (D) — \/,.yauth (D, )
Let k = k'”. We observe that:

suc-auth, (ID) — o"(e-auth)”)  fail
— accept?”
) Ny g
R A R = o8 (o) & () (by (Recd)

Let 9 = TN(jo, 0) such that 79 <, 7. Then:

(m1(g(¢!M) = nio A accept?) — o (e-authy) = n’°

Moreover using |(A7)| we know that acceptﬂ?} — criT’IJ (b-auth{]) = ID. Usipg the validity of 7, we can easily show that for
all 9 <, 7/ we have o7 (b-auth,) = L. We deduce that accept), — o' (b-auth}) = ID. Hence:

suc-auth.. (1D) — \/ auth.. (1p, jo) - \/ auth. (1D, jo)

T0=_,TN(j0,0)<T To=T

G. Proof of Lemma
We give the proof of Lemma (3] which relies on Lemma

Proof. Let 7 be a valid symbolic trace. First, observe that oN(e-auth}”) = n7 implies that ¢'"(e-auth’) # fail and that
o"(e-auth;’) # L. Using the remark above and Lemma [3| we get that:

oM(e-auth?) =n/ — o"(e-auth)’) # fail A 0" (e-auth”) # L
— suc-auth., (ID)

— \/ auth, (1D, j) (By Lemma [8)
jeEN
— o"(b-auth)) = 1D (Since (n/ = oM(e-auth!®) An’" = o"(e-auth’®)) = false if j # j'.)
— \/ oP(b-auth}) =
T/ LT
n

H. Injective Authentication of the Network by the User

We actually can show that the authentication of the network by the user is injective.

Lemma 9. For all valid symbolic trace T, qbiT” guarantees injective authentication of the network by the user. For all 1D € Siy
and j € N, we define the formula:

inj-auth (1D, j) = auth-(1D,j) A A, .; ~auth.(ID, 1)

Then we have:
VID € Sjg, suc-auth-(1p) — \/;oy inj-auth (1D, j)



Proof. First, we show that for ID € Sig and 4,41 € N with 3¢ # 41:
suc-auth, (Ip) — (—auth.(ID,4o) V —auth, (1D, i;)) (14)
Indeed:

suc-auth. (ID) A auth, (1D, i) A auth, (1D, i;)
— suc-auth.(ID) A ¢"(n) = oM (e-authl’) A ¢"(nit) = o (e-auth”)

n = ¢"(e-authl’) A n = ¢™"(e-authl?)  if PN(ip,0) € 7 and PN(i1,0) € T
n® = ¢'"(e-auth®) A L = ¢ (e-auth!? if PN(ig,0) € 7 and PN(i,0

- SUC'authT(ID) A .O.T ( IDU ) - 0-7' ( IUD) . (ZO ) T (Zl ) g T
1 =o"(e-auth’) An"t = o (e-auth)’)  if PN(ip,0) & 7 and PN(i1,0) € T
1L =o"(e-auth®) A L = o"(e-auth?) if PN(ig,0) ¢ 7 and PN(i1,0) & T

Using EQIndep, we know that n‘t # n‘. Therefore:

(suc-auth, (ID) A N = ™" (e-auth?) A n’t = o"(e-authy’)) — false
Since suc-auth, (1D) — o'"(e-auth;’) # L, we know that:

(suc-auth,(1p) A L = o™"(e-authy)) — false

And therefore:

(suc-auth, (ID) A n® = oM (e-auth’) A L = o (e-authy’)) — false

(suc-auth, (ID) A L = o"(e-auth’) A n"t = o (e-auth;’)) — false

(suc-auth, (ID) A L = o' (e-authy’) A L = o™ (e-auth;’)) — false
This concludes the proof of (I4). From Lemma [§ we know that:

VID € Sg, suc-auth,(ip) — \/, yauth, (D, j)
Moreover, using (I4) we have that for every ID € Sig,j € N:
suc-auth, (1) A auth. (1D, j) — \/,,; -auth.(ID, )

We deduce that:
VID € Sig, suc-auth,(1ip) — V,yinj-auth, (1D, j) [ |

Proposition 25. For every valid symbolic trace T, for every j, € N:
inj-auth_(1p, jo) + n° = o"(e-auth?)
Proof. To do this we show both directions. The first direction is trivial:
inj-auth_(1D, jo) — auth, (D, jo) — (n* = o"(e-authy))

We now prove the converse direction:

(nfo = o™"(e-auth}”)) — suc-auth.(ID) (Using EQIndep)
— \/ inj-auth, (D, j1) (Lemma [))
J1EN

We conclude by observing that for every j; # jo,
(nfo = o (e-authl)) Ainj-auth (1D, j1) — (n’* = o™"(e-auth?)) A auth. (1D, j;)
— (¥ = o(e-authy)) A (n?* = o (e-auth}))
— false (Using EQIndep)



In this

APPENDIX III
ACCEPTANCE CHARACTERIZATIONS

section, we prove necessary and sufficient conditions for a message to be accepted by the user or the network.

This section is organized as follow: we start by showing some properties of the AKA™ protocol, which we then use to show
a first set of acceptance characterizations; then, using these, we show that the temporary identity GUTI}Y is concealed until
the subscriber starts of session of the GUTI sub-protocol; finally, using the GUTI concealment property, we show stronger
acceptance characterizations.

A. First Characterizations

Proposition 26. For every valid symbolic trace T = _, ai and identity 1D we have:

. (BI)
. (B2)

For every 1o X 11 X T, 0,(SQNY) < 0, (SQNY).
If ai = FUp(j) then for every and jo € N, if FN(jo) < NS;p(_) then:

o, (e-authl®) # Unknownld — —inj-auth_(1D, jo)

Proof. Let 7 = _, ai be valid symbolic trace and ID € Sjg. We prove [(BI)| and [(B2)

o |(BI)| This is straightforward by induction over 7;.
e [(B2)] Let 7, = _,FN(jp) < 7. We do a case disjunction on the protocol used by the user for authentication:
— If there exists 71 = _, TU;p(4, 1) < 7. We know that there exists 7, < 7, with 7,, = _, PN(jjo, 1) or _, TN(jo, 1).
Assume that 7, = _, PN(jo, 1). We know that inj-auth_(ID, jo) — accept?’, and by applying |(Acc3)
inj-auth_(Ip, o) — \/  on(e-authy) =n”
T9=_,TN(jg2,0)
To=T]
— o, (e-auth?) # n? (Since for every 75 = _, TN(j2,0) < 71, ja # jo)
— false

Which is what we wanted. ‘ ‘ ‘
Now, assume that 7,, = _, TN(jo, 1). Observe that o, (e-authl’) # fail and that o, (e-authl®) = o, (e-auth®).
Moreover, it is straightforward to check that for every valid symbolic trace 7'

(inj-authT/(ID, jo) A o (e-auth’®) # Unknownld A o (e-auth) # fan) — oy (e-auth’’) = o, (b-auth’®)
Hence we deduce that:
(inj-authT(ID,jO) Ao, (e-authl?) # Unknownld) — o, (e-auth!’) = o (b-auth’?)
Since inj-auth_(1p, jo) — o, (b-auth’) = ID, we get that:
(inj-authT(ID,jO) Ao, (e-auth!®) +# Unknownld) — o, (e-auth’’) = D

Moreover, o, (e-auth!’) = Ip — accept;’ . Using |(Acc4) on 7,:

accept? — \V accept A mi(g(¢l)) = no
Ti=_,TUip(ji,1)<Tn
Let 79 = TN(jo,0) and 7; = _, TU;p(j;, 1) < 75,. Observe that 7; # 71. Using [(Acc3)l we can check that:
accept?> A mi(g(¢h)) = n’° — range (ol (SQNY), ol (SQNY))

1D
te

Recall that inj-auth_(1D, jo) — accep
again we get:

. Moreover, inj-auth_(ID, jo) — m1(g(¢!")) = n’. Hence using |(Acc3)

accept!, Ami(g(¢lf))) = n’® — range (ol (SQNY), o™f (SQNY))

T1 ' Y10

Putting everything together:

) in. SONP) = in SON'P
(inj-authT(ID,jo)/\o—T(e—authfj’) #Unknownld) — ( o7, (SONy') = 07, (SQ N)>

A o (SQNIP) = o™ (SQNE)

— ol (SQNP) = o (sQNIP)



Finally, accept]” — o™ (SQNI) < o, (SQNP), and using [(B1){ we know that o, (SQNI) < o™ (SQNI?). We deduce
that:
(inj-authT(ID,jo) Ao, (e-authl?) # Unknownld) — o (SQNP) = o (sQNPP) < o (SQNIP)
— false

This concludes this case. We summarize graphically this proof below:

TN(jo, 0) TUpp (ji, 1) TN(jo,1) FN(jo) NSp(_) TUp(j,1)
T —C‘ 3 L 4 * ‘ ‘ 0—‘

70 Ti Tn Tz T1
1 | '
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, |

o (sQN) -

o, (SQNY) or, (SQNY) = o™ (sQNIP)
— If there exists 71 = _,PUp(j,2) < 7. Let 73 = _,PU;p(j,1) < 71, we know that 7, < 73. Remark that

inj-auth_(ID, jo) — accept,’, and using |(Acc2)| we easily get that:

accepty - \/ ol (e-authy) =n’”

T2=_,PN(j2,1)
T3 <T2<T1

Since no ID action occurred between 71 and 7, we have o' (e-authy’) = o, (e-authy’). Moreover, inj-auth_(ID, jo) —
o (e-auth;”) = n’o. Finally, for every 7o = _, PN(j2, 1) such that 73 < 75 < 71, since 7, < 73 we know that jo # jo.
It follows that:

inj-auth_(ID, jo) — (\/ o= (g NP0 = nj2) — false

T3<To =T

This concludes this case.

We now prove a first acceptance characterization:

Lemma 10. For every valid symbolic trace T = _, ai and identity 1D we have:
e (Equl) If ai=FuU\p(j). For every 71 = _,FN(jo) < T, we let:
T inj-auth_(1D, jo) A o™ (e-auth’®) # Unknownld
T\ Am(g(e) = cuTr @ fg(n°) A ma(g(F)) = Macg ((cuTi®, o))
Then:
accept’® \V o futr T
T1=_m(ig) =T
1 A7 N ()

Proof. Using Lemma [9] we know that:
suc-auth. (1) — \/ inj-auth_ (1D, jo)
Jo€N
Let k = k;p and ky, = ki7. Since:
accept’” = suc-auth. (D) A m(g(6")) = Macy ((m1(g(¢!") @ fx (o (e-authl)) , o (e-authy)))

EQMac

And since inj-auth_(ID, jo) — suc-auth,(ID) we have:
accepty « \/ inj-auth, (i, jo) A EQMac
Jjo€EN

& \/ inj-auth, (1D, jo) A mo(g(47)) = Macy, ((m1(g(¢7)) @ fe(n), o))
Jjo€N



Using the P-EUF-MAC® and CR® axioms, it is easy to show that for every jo € N:

m1(g(¢") @ f(n0) = Gurre

ra(g(6) = Mac, ((m (9(i1) @ (") , 7)) <A¢wmmw¢UMmmw> N e

false otherwise
Hence:
inj-auth_(1D, jo) A " (e-authZ®) # Unknownld
accept'TD o \/ ] in‘r( JO) O’,,_( Iy N ) 7& , ; . .
e s < \AT(g(60) = GUTE? & 8(10) A ma(g(61)) = Mac], ((GuTe” , )
By
inj-auth_(1D, jo) A o'"(e-auth?®) # Unknownld
accepﬂrD PN \/ J in‘r( .]0) 0'7_( ) 4 N ) 7é N . . ‘
rom o< \N T1(g(dF)) = GUTI & fi((n70) Ama(g(47)) = Macy ({GUTI® , n’°))
7o AT NsIp (L)
Which concludes this proof. ]

We show the following additional properties:

Proposition 27. For every valid symbolic trace T = _, ai and identity 1D we have:
e (B3) o.(valid-guti;y) — o.(GUTIP) # UnSet
o (B4) For every 7o <, Ty

0, (SQNP) < o™ (sQNIP) — \/ ol (session?) = '
=T )TN 1) or PNz 1)

e (B5) 0,(SQNP®) < 0,(SQND).
e (B6) For every 19 <, 11 such that 7o = _,NSip(_) or €, and such that 7o A+ NSip(_), we have:

or (Syncy) — o7, (SQNY) > 04, (SQNY)
e (B7) Iffor all 7" <X 7 such that 7" A NSip(_) we have 7" # _,FU\p(_), then:
o(valid-guti;’) — false

Proof. We give the proof of the properties to
. We show this by induction over 7. If 7 = ¢, we know from Definition that o.(valid-guti;’) = false and
0.(GUTIY) = UnSet. Therefore the property holds. Let 7 = 79, ai, assume by induction that the property holds for 7g.
If ai is different from TU;5(j,0), PUp(4,1) and FU(j) then o¥P(valid-gutiy) = oY (GUTI®) = L, in which case we
conclude immediately by induction hypothesis. We have three cases remaining:
- If ai = TU;p(4,0) or ai = PU(j,1) then o¥P(GUTLY) = false. Therefore the property holds.
- If ai = FU(j), using we can check that:

accept’” — \/ (0-(GUTIY) = GUTI®) — o, (GUTIY) # UnSet
T1=_,FN(jg)<T
71 A7 NSIp (L)

We conclude by observing that o (valid-guti;”) = accept.”.

. M We prove this directly. Intuitively, this holds because if o,(SQNI?) < o™ (SQNI) then we know that SQNI> was
updated between 75 and ;. Moreover, if such an update occurs at 7, = _, PN(j,, 1) or TN(j,, 1) then sessiony’ has to
be equal to n’= after the update. Finally, the fact that sessiony is equal to n/= for some 7, between 75 and 7; with
Tz = _y TN(Jz,0), _, TN(j,, 1) or _,PN(j,, 1) is an invariant of the protocol. Now we give the formal proof.

First, we remark that SQN}? is updated only at PN(_, 1) and TN(_, 1). Moreover, each update either left SQN}® unchanged
or increments it by one. Finally, it is updated at 7, < 7 if and only if inc-accept;, holds. If follows that:

05 (SQNP) < o (SQNIP) — \/  inc-accept;
To<rTe <771
o= TN s 1) of NG 1)

We know that for every 7o <, 7, <, 7, if:
- Tu =,_,TN(j;, 1) then inc-accept? <« o, (sessiony’) = ni=.



— 7o = _,PN(ja, 1) then since inc-accept, = inc-accept,’ A ol (sessiony’) = n’, we know that inc-accept,” —

o (sessiony’) = nJ. Besides, since sessiony is not updated at PN(j,1) we deduce that inc-accepty —

0., (sessiony) = ni=.
Hence:

0, (SQNP) < o (SQNIP) — \/ o (sessiony) =ni (15)
To<rTe 3T
Te=,_,TN(jz,1) or _,PN(jz,1)
Let 79 <, T, <, 71 such that 7, =, _, TN(j,, 1) or _, PN(j, 1). Now, we prove by induction over 7/ such that 7, < 7/ < 74
that:
o, (session?) = n’s — \/ o~ (sessiony) =n'"

T R X7/
Tn=_N(in,0),,™N(in,1) or _,PN(jn,1)

For 7' = 7, this is obvious. For the inductive case, we do a disjunction over the final action of 7'. If sessionLD is not
updated then we conclude by induction, otherwise we are in one of the following case:

- If 7/ = _, TN(5/,0) then we do a case disjunction on acceptl:
—accept’”, — o, (sessiony’) = o™ (sessiony’) (16)
Hence:
—accept’> A o, (sessiony) = n’= — \/ o (sessionly) = ni» (by induction hypothesis)
T ST <7’
Tn=_,TN(jn,0),,™N(jn,1) or _,PN(jn,1)
- \/ o, (sessiony) = ni» (Using (16))
o Sp <7
Tn=_,™(jn,0),,T™N(jn,1) or ,PN(jn,1)
— \/ o, (sessiony) = n’»  (Relaxing the condition 7,, < 7’)
Tx ﬁ"nfT/
Tn=_,™N(jn,0),,™N(jn,1) or _,PN(jn,1)
Moreover,
. -/ . .
accepty — (aT/ (sessiony) = n’ ) — \/ o,/ (sessiony) = n/»
o ST <7
Tn=_,TN(jn,0),_,TN(jn,1) or _,PN(jn 1)

This concludes this case.

— If 7, = _,PN(jn, 1) then the proof is the same than in the previous case, but doing a case disjunction over inc-accept.,

Tl

Let 79’ be such that 71 = 7¢’, _. By applying the induction hypothesis to 7y’, we get:

o, (sessiony) = ni= — \/  on(sessiony) =nim — \/ ol (session?) = n’»
o 2T 270’ Tz 3TR <71
T =_,TN(§n,0),_,TN(jn ,1) or _,PN(jn ,1) Tn=_,TN(jn,0),_,TN(jn,1) or _,PN(jn,1)
We conclude using (I5)) and the property above.
. We prove tl.lisl ]lgy induction over 7. For. T = from Deﬁnitif)n. we knloyvmthat o.(SQNP) = sqgn-init;) and
0.(SQNY) = sqgn-init,’. Using the axiom SQN-ini, we know that sqn-inity’ < sgn-init;;’.
For the inductive case, we let 7 = 7, ai and assume that the property holds for 75. We have three cases:
— If when executing the action ai the value SQNY’ is not updated. Using [(B1)| we know that o-(SQN{Y) > o, (SQN[’),
and we conclude by applying the induction hypothesis.
— If ai = PN(j, 1), then we do a case disjunction on inc-accept!”. If it is true then:

inc-accept,’ — \/ o-(SQNP?) = o (SQNIP) (Using
To=_,PUip (jo,1) <7
— \V - (SQNP) = o (SQNI?) A o (SQNIP) < o (SQNIP) (Using

To=_,PUip (jo,1) <7

— 0,-(SQNY) < 0, (SQNP?)

If inc-accept?” is false then —inc-accept)” — o, (SQNI) = ¢'"(sQN'P), and we conclude by applying the induction
hypothesis.



- If ai = TN(j,1), then we do a case disjunction on inc-accept,. First we handle the case where it is true. Let

Ty = _, TN(4,0) < 7. We know that inc-accept’” — o'"(sessiony’) = n’/. Moreover:
oN(sessiony) =n/ — /\  oP(sessiony) # '
T2 <71 <T
T1=_,TN(jz,0),_,TN(jz,1) or _,PN(jz,1)
— 0., (SQNY) < ol'(SQNY) (Using the contrapositive of
5 o (saN?) = o(saN?) (Using
We know that inc-accept” — accept!”. Moreover, using |(Ace3)| and [(Accd), we can check that:

accepty —  \/ ol (sQNY) = ol (sQN)
iy

Moreover, accept;” — o™ (SQN{?) < o, (SQN{?), and using m we know that o, (SQNIP) < o, (SQNIP). Finally,
inc-accept!’ — (T.,-(SQNID) = ¢M(SQN!P) + 1. Putting everything together:

tID

inc-accept.’ — o (SQNY) < o-(SQNY)

Which is what we wanted. We summarize graphically this proof below:

TN(j, 0) TUp (1) TN(j, 1)
T —e . o o -—
T2 1 T
in D = in D +1 1D
Ory (SQNN ) o, (SQNN ) - UT(SQNN )
1 (SNE) ——— o, (50NY) _ o+ (5QN)
If inc-accept?” is false then —inc-accept’” — o, (SQNIP) = ¢M(sQNP), and we conclude by applying the induction
hypothesis.
« [(B6)] First, observe that:
o, (sync®) — \/ accept” (17)
Tn=_,PUip (4,2)
TO=<Tn=<T1
Let 7, = _, PUp(4, 2) such that 79 < 7, < 7. Let 7; = _, PU;p(4, 1) such that 7; < 7,,. We know that 7; < 79. We apply
(X)) |
accept — \/  accept® A g(¢l) =n’r A m(g(ol)) = {(ID, o (sQNP))}E (18)

Tz =_PN(jz,1)
Ti<Tax<Tn

Let 7, = _,PN(j, 1) such that 7; < 7, < 7,,. Using [(B1)} we get that o, (SQN}P) < aiTrl(SQN{JD) and that o, (SQNIYY) <
07, (SQNY). There are two cases, depending on whether we have inc-accept,. .

— We know that inc-accept;, — o, (SQNI?) = o (SQNI?) +1 > o™ (SQNIP). Putting everything together, we get that:
accept’ Ainc-accept, — 0., (SQNY) < o, (SQNY) (19)
— We know that:
acoept? A —inc-aceept? A mi(g(h ) = ({10, o (s L = o (sQNP) < o (sND)

Moreover, —inc-accept;, — o (SQNI) = o, (SQNIP). We recall that o, (SQNI®) < o"(sQN{?) and that

0, (SONY) < o, (SQN‘D) Therefore:

accept? A —inc-accept” A i (g(6l])) = {{1D. o™ (SONP))}E = 7ry (SONP) < oy (sONP)  (20)

Using (18), and we get that accept] — o, (SQNY) < o7, (SQNY). We summarize this graphically below:



NSip(_)

or € PUI (7, 1) PN(jz, 1) PUp(J, 2)
s . ‘ ‘ -
T0 Ti Tx Tn T1
| | |
or, (SQNY) or, (SQNY)
<
L/ =
< .
07, (SQNY) ——— o7 (SQNY)
Since this is true for all 7,, = _, PU;p(4,2) such that 79 < 7, < 71, we deduce from that

0 (SYNCL) = 7y (SQNP) < 07, (SQNE)

Which concludes this proof.

. Let 7ys = € or NS;p(_) be such that 7ys < 7 and 7ys A, NS;p(_). We show by induction over 7" with 7ys X 7/ <7
that o (valid-guti;’) = false.
For 7/ = 7ys, this is true using from Definition [43|if if 7ys = €, and from the protocol term definitions if 7ys = NS;p(_).
The inductive case is straightforward. u

We can now state the following acceptance characterization properties.

Lemma 11. For every valid symbolic trace T = _, ai and identity 1D we have:
e (Equ2) If ai=PU(j,2). Let T2 = _PUp(J, 1) such that 7o < 7. Also let:

9(#7) = Macge (0, suc(oy, (sQNP))) A g(¢r,) = n”

supi-tr;]) . = ni
’ A (g(df)) = {(D, o) (sQNy) bpe.
Then:
accept? < \/  supi-ri7
T1=_,PN(j1,1)
To=TT1

e (Equ3) If ai=PN(j,1). Then:

9(67) = 07 Am(g(@M) = {(1D, o (SN}
i \ A ma(g(éin) = Macky (LD, o7t (SoND))IFE 9(67)))
o\ (96 = Agel) =t.,)

T1=_,PUp(J1,1)
T =<T

ID
accept?

e (Equd) If ai=Tu,(j,1). For every 71 = _,TN(jo,0) such that 71 < 7, we let:

m3(g(¢))) = Mac; ((m° o (sQNyY) , oP(GUTLY))) A ol (s-valid-gutiy))
ctri = | Arange(ol(sQny), ol (SQNY)) A g(6f) = ot (GUTIY) A mi(g(¢))) = n°
Ama(g(#)) = 07 (SONP) & f(1F°) A o (GUTIP) = o (GUTIL)
Then:

(c-tri — accepty ) -\~ weo.0 accept! « \/  ctr}
T1<T 71:_,TN<(_7'070)
B

e (Equ5) If ai=TN(j,1). Let 11 = _,TN(4,0) such that 7y < 7, and let 1D € Sjq. Then:

accept’” \/ ot Ag(el) = Macy (nY)

T =_,TUp (43,1)
T =T



B. Proof of Lemma [I1]
Proof of (Equ2)} Using we know that:
accept” « \/  acoept? A g(6") =t A mi(g(6)) = {(ID, 0" (NP}

T1=_,PN(j1,1)
To<TT1

9(@") = Macks (07", oM (sQnI) A g(gh) =
e\

e o \ATi(g(@1)) = {(D, o (sQNP)))%

T2=TT1

Since o"(SQNIP) = suc(o™ (SQNIP)):
9(é") = Macy (07", suc(o™ (son)))) A g(6lh) = "
Y, o
i \AT(9(0)) = {(D, o (SQNP)) ok

T2=TT1

H n:
<\ supitrd
T1=_,PN(j1,1)
To <771

Proof of [(Equ3)} Using it is easy to check that:

\ g(9h) =1 Am(g(oh) = {(1D, o (sNI))
accept, . W
= (1)< \ A T2(g9(d))) = Mackm(<m( (1), n’))

Which can be rewritten as follows (we identify above, using waves and dots, which equalities are used, and which terms are
rewritten):

9(@") = I Ami(g(dM) = (D, o (sQNIP))}
= ruaGr<r \ A Ta(g(67)) = Macis ({(1D, o™ (sQNI))% |, g(4i7)))

First, observe that:

{(ID, o™ (sQNP) }pe = mi(tr,) Magts (({(1D, o (SQN))}' , g(ol")) == ma(tr,)
We conclude easily using the injectivity of the pair.
Proof of (Equd)} Using we know that:
accept? A accepty A (g(¢l)) = n’o
V ( n (GuTI ))

accept® « . . )
P A ma(g(@)) = o™ (SQNI) & i (n#0) A o(GUTIP) = o

T1=_,1N(jo,0)
Ty <T

Inlining the definition of acceptID

ac:ceptID A g (@) = o (GUTIY) A o (GUTIY) # UnSet A w1 (g(¢!)) = n?
A ma(g aifl(SQ ) @ fi(nf0) A o (GUTIP) = o™ (GUTIY)

T1=_ TN(]O 0)
T =T

Inlining the definition of accept!’:

valld -gutiy’) A range (o (sQNY), ma(g(¢1)) @ fi(mi(9(4)))))
(¢ (GUTI‘D) Ao (GUTIP) # UnSet /\M

Ama(9(97)) = o, (SQNY) @ fi(n) A o (GUTIP) = o (GUTIY)

Y

T1=_,TN(40,0)
Ty =T

We rewrite 71 (g(¢!")) into no:
m3(9(¢7)) = Macig, (0, ma(g(¢7) @ f(n) , o7 (GUTLY)))

A o7 (s-valid-gutil®) A range (o™ (SQNP), ma(g(#)) & f(n72))

Y

71=_,T8(j0,0)
Rt

g( 2) = (GUTIID) Aol (GUTIID) # UnSet A 7r1(g(¢in)) = njo

(773(9(¢ 7)) = MaCkm(<7T1(9(¢m)) ma(9(8)) @ f(m(9(¢7))) , o7 (GUTILY)))
Aol (s-



We rewrite m2(g(¢")) @ fk(n?) into o™ (SQNIP):

m3(g(¢)) = Magci ((n”°, o (sQNY) , o (GUTLY)))
A o (s-valid-gutiy,) A range(o (SQNI), o (SQNIP))
VRS T , 2n
=G0 [ A 9(e7) = (GUTI'D) A a'” (GUTI) # UnSet A 71 (g(¢!")) = n’
A 7r2(g(¢irn)) = o (SQN?) @ () A M (GUTIP) = o™ (GUTIP)

T1

Let m» = _, TUID(jO,O) < 7. By validity of 7, there are no user ID actions between 75 and 7, and therefore it is easy to
check that o™ (s-valid-gutiy’) — o™ (valid-guti;’), and that o"”(GUTIID) = a'“ (GUTIY). Moreover, using [(B3)| we know that
ol (valid-gutiy’) — o (GUTIY) # UnSet. Therefore ol (s-valid-guti;’) — " (GUTI?) # UnSet. It follows that:

(oM (GUTIP) = ¢ (GUTLP) A o (s-valid-gutil’)) — o (GUTIP) # UnSet
Hence we can simplify (ZI) by removing UiT” (GUTIY?) # UnSet. This yields:
m3(g(¢!M) = Maci_((n7, o (sQNP), o (GuTI))) A o (s-valid-guti;))

accept? <+ \/ [ Arange(of(sQn), o, (sQNI) A g6 ) = o (GUTIP) A i (g(6F)) = 70
T\ Am(g(6l) = ol (sQN) @ (7)Ao (GuTI) = of) (GuTiY)

&/ et

T1=_,TN(j40,0)

Ty <T
Finally, it is easy to check that for every 71 = _, TN(jo,0) such that 7y < 7, we have c-tr;.7* — accept;
Proof of [(Equ3)} Using we know that:
accept? « \/ accept;” A accept, Ami(g(4h)) =n

Ti=_,TUp (j'ivl) <7

Moreover, using [(Equd)] we know that:

accept® \V accept® A c-trli72 Ami(g(¢n)) = n?
T;=_,TUip(j4,1) =T
To=_,TN(j2,0)<T;
Let 75 = _,TN(j2,0) < 7. Then we know that c-trj;’? — m; (g((bf)) = nJ2, Therefore using EQIndep we know that if
J2 # J: _ _ _ . _ . .
(ctrli2 Ami(g(of)) =n7) — (mi(g(oh)) = 0?2 Ami(g(¢])) =n’) — false
Hence:
accept’ \/ accept?® A c-trlirt A (g(¢lf)) = nd
Ti=_,TUp (J;,1)
L=< T;

Since c-tryi7t — m(g(¢n)) = nJ

o \/  accept? Actr]t

T;=_TUp (44,1)
T1I=TT;

We inline the definition of accept.”:

“ \V/  9(¢!) = Mac (n7) A ol (b-authy) = 1D A c-trT!

Ti=_,TUp (34,1)
T =TT

Using |(Equd)} we know that for every 71 = _, TN(jo, 0) such that 71 < 7, c-tr;i™* — accept,, . Moreover, using |(A6)| we know
that acceptl, — o™ (b- auth’) = Ip. Bes1des o (b-auth]) = 1> — o™ (b- auth]N) = ID. Hence ¢\ — o'"(b-auth]) = ID.
By consequence:

accept® < \V  9(¢!) = Macy (n) Ac-trfi

Ti=_,TUp (d;,1)
T1=774



C. GUTLY Concealment

Lemma 12. Let 7 be a valid symbolic trace and 1Dy € Sjq. For every 7, = _,TN(jq, 1) or 74 = _,PN(ja, 1) such that 7, < T,

and for every T, = PUyp (i, 1) or 7y = TUp, (js, 1) such that 7, < 74, if:
{7 |76 <7 71} NV {PU, (4, 1), TU, (4, _), FU, (j) | § € N} C {PU, (ji,2), FUip,(j:) }
Then there exists a derivation of:
inc-accept” A oy, (b-authy*) = ' A acceptis — g(¢') # GuTI

Proof of Lemma ‘ Let IeakiTn be the vector of terms containing:

. Ieakfo if 7=179,aip and 7 < 7.

e The term f3.

o All the keys except k'™, kio* and the asymmetric secret key Sky.
o All elements of aiT” (in an arbitrary order) except:

— All the user IDy values, i.e. for every X we have oi(x*) ¢ leak! .
— The network’s GUTI value of user IDy, i.e. o'"(GUTIY*) ¢ leak!.

Let:
B = inc-accept,* A o, (b-authy™) = n’* A accept™

Let GUTI be a fresh name. We show by induction on 71 in 7, < 7y < 7 that there are derivations of:

18] (¢r,, leak,,,GUTI*) ~ [B] (¢, ,leak,,, GUTI)
B — o7, (GUTI®) = guTIe

We depict the situation below:

TUrp, (Ji, 1) TN(ja, 1)
or PUpp, (55, 1) or PN(jq, 1)
T: —Q‘ ‘ L 4 @
Tb Ta T1 T
Dy 1Dy Dy

a) Case 11 = 74 First, § — inc-accept_*, and inc-accept_* — o, (GUTIy

Ta Ta

B — o, (GUTIYY) = GUTI

Dy

Then, we observe from the definition of leak,, that GUTIe ¢ st(leak,,) (since o, (GUTIy

) = GUTWe. Therefore we know that:

(22)

) is not in leak;,). Moreover

GUTV+ does not appear in qSiT”a and ¢, . Besides, GUTI is a fresh name. By consequence we can apply the Fresh axiom, and

then conclude using Refl:

51 (o1 teak ) ~ [5] (ol leak? Ref

5] (o leak? .cuti= ) ~ [5] (¢ leak?’ cur)

Fresh

b) Case 1, < 71: Let ai be such that 7; = _, ai. Assume by induction that:
5] ( L”l,leakiTnl,GUTIja> ~ [B] ( ‘Tnl,leakiTnl,GUTI)
B — o (GUTLY*) = GUTI

c) Part 1: First, we show that:
B — o, (GUTIY*) = GUTP®

Dy

Since we know that (22)) holds, we just need to look at the case ai that updates GUTI* to conclude:
o If @i = TN(j,0). Using (23), we know that g(¢"" ) # GUTI». Hence using (24) we know that:

B — o (GUTIR®) # g(¢)

Which shows that 3 — —accept’*. This concludes this case.

(23)
(24)



o If @i = PN(j, 1). Since 7, = TN(j1,1) or PN(j1,1), we know by validity of 7 that j, # j. Using [((Equ3)| we know that:

accept™ — \/ gy =n (25)
Tn=_,PUp (jin 1)

Tn <T1

Since j, # j we know that n? # nj«, Moreover:
or, (b-authy™) = ni* A accept™ — g(4h ) = n’e

Hence 3 — g(¢!N) # n’. Moreover, for every 7/ between 7, and 71, we know that 7/ # PUp, (_, 1). Therefore we know
that:

. . . : Jn
B A accepty” — Vo 9(dl) =n/ Am(g(df)) = {(ix, of (sQNg)) }oe
Tn=_PUip (Jn,1)

Tn <Tp

Let 7, = _, PU;p(jn, 1) such that 7,, < 73,. We know that:

B — 0+, (SQNI) = 0, (SQNI) = suc(a™ (SQNI*))

And that:
0+, (SQNI") < o (SQNY) o (sQNI) < o™ (sQNI)
Graphically:
TUp, (Ji, 1) TN(jq, 1)
PUp, (Jin, 1) or PUpp, (44, 1) or PN(jg, 1) PN(j,1)
T: —.‘ " ® 3 "_
Tn ) Ta T1
o7, (SQNY) ol (SQNY)
o7, (sQN) o (SQNE) —— o (SQNP)

We deduce that:
B Aaccept A g(¢ll ) =n’ — ol (SQN*) > o (SQNI)

T1 Tn

Moreover:
(ﬁ Ainc-accepty A g(¢n ) = n’ Ami(g(4))) = {{IDx, aL-”n(SQNtD*»}Si:) — oM (SQNP¥) < ol (sQNP)

Hence: )
nén

(5 Aaccept™ A g(¢f ) =n? A AT (g(¢l)) = {(1Dx, aL’L(SQN{?X))}pkN) — —inc-accept™

Using (23)), this shows that:

IDy
T1

B A accept;* — —inc-accept

This concludes this proof.
o If ai = TN(j,1). Since 7, = TN(j1,1) or PN(j1, 1), we know by validity of 7 that j, # j. From the induction hypothesis
we know that:

B — o (GUTIP*) = GUTI
It is easy to check that:

o (GUTIP*) = GUTI® — o'f (sessiony™) = n'»



Hence:
i 1 1Dx ja
B — o} (sessiony*) = n’
or (sessiong™) # n’ (Since j # ja)
—inc-accept'™

T1

L4

0r, (GUTLYY) = o (GUTIYY) = GUTF*

d

Which concludes this case.
d) Part 2: We now show that:

18] (¢r,,leak.,,GuT’*) ~ [B,](¢r,,leak,,, GUTI)

We do a case disjunction on ai. We only details the case where ai is a symbolic action of user ID, with ID # IDy, and the
case where ai = FN(j,). All the other cases are similar to these two cases, and their proof will only be sketched.
« If ai is a symbolic action of user ID, with ID # IDy, then for every u € leak., \leak? (resp. u = t,,) we show that there
exists a many-hole context C, such that u = Cy[¢} , Ieakfl] and C,, does not contain any n.
We only detail the case ai = FU(j). First, observe that:

eq(m(g(l) ), Macg, ((1(9(¢1,)) @ f(¥, (e-authy’)) , o, (e-authy’)))) )

—eq(o (e-auth!?), fail) A —eq(c™ (e-auth’), 1)

ID __
accept] = ( R in
71 71

All the _underlined subterms are in qbiT”I,IelakiTnl, therefore there exists a context Caccept Such that accept'T'i =

Cacoept[#" , leak!” ]. Remark that leak., \leak! = {o™ (valid-guti’), o™ (GUTIP)}. Moreover:

T1)

t;, = if accept’” then ok else error o (valid-guti;?) = accept?

1
T1

ol (GuTLy) = if accepty then mi(g(¢l)) & fy (o (e-auth;?)) else UnSet

Using the fact that all the underlined subterms are in d)iTnl, Ieakifl , and using Caccept it is easy to build the wanted contexts.
We then conclude using the FA rule under context, the Dup rule and the induction hypothesis:

18] (qﬁ‘;‘l,leakfl,GUTIja) ~ 8] (¢‘;‘1,Ieakif1,GUTI)

in in j in in <FAC + DUp)*
710 Ieakrl 5 GUTIe 5 (Cu [an ) Ieakrl])ue{tﬂ.l Jleak., \Ieaki;‘l })

81 (#
~ [6] (¢|7r_11 ) Ieakirnl , GUTI, (Cu [¢|7r_11 ) Ieakrl])ue{trl Jleakr, \Ieakij1 })
18] (¢, ,leak,,,GuTl*) ~ [B](¢-,,leak.,,GuUTI)

o If @i = FN(j,). It is easy to check that:

o (e-auth{) # IDx — o7 (GUTIP*) # GUTI® — o7 (GUTI*) # GUTI

Therefore using the induction property (24) we deduce that 8 — o™ (e-authy*) = IDy. Moreover by validity of 7, there
are no session j, network actions between 7, and 7. It follows that o' (e-authy™) = IDy — o™ (e-authy™) = IDy.
Hence:

tr, = <GUTIj“ @ fin (N7 , Macg: ((GUTH? nja))>

Observe that:

8] (¢r,, leak,,, GuTH=) = [m( in <GUTIj“ & fime (D7), Macfns ((GUTI nja>)>,leale,GUT1ja)

T1?

We are now going to apply the PRF-f axiom on the left to replace GUTI* @ o, (n’2) with GUTF* @ ny where 1y is a fresh
nonce. For every 73 = _, FU;p(_) < 71, we use [(Equl)| to replace every occurrences of accept,, in ¢ Ieak'”l , 8 with:

719 T
_ n.ts
V2 = \/ fu-try.;
T3=_,FN(_) <72
T3 AT NSIp (L)

which yields the terms d)’i?, leak/" B’. We can check that:

T T1?

set-prf{(:ux (V) C{n? | 37" = _,FN(p) < 71}



And that: '
set-prifu, (¢, leak™) = {n? | 37" = _ FN(p) < 71}

T1?

Therefore we can apply the PRF-faxiom as wanted: first we replace gi)iT”l , Ieakifl,ﬁ by QSQT, IeakﬁT7 B3’ using rule R; then
we apply the PRF-faxiom; and finally we rewrite all 7., back into accept‘T';X. Then, we use the &-indep axiom to replace

GUTI* @ n; with a fresh nonce n.. This yield the derivation:
f f y

18 (¢, (nf, Macf((GuTiis, ni)) ) leak? , GuT )~ [8] (6, leaks,, GuT)

. ) . ) - - - @-indep
18] (gﬂ‘l, <GUTIJ‘1 @ n, Macyn ({(GUTP* | n1a>)> ) Ieakfl,GUTIJﬂ) ~ [B] (¢+,,leak.,,GUTI)

- - R
(8] ( n. <GUTIja @ ng, MaCﬁ$X(<GUTIjﬂ , nja>)> , Ieakfl,GUTIJa) ~ [B] (¢r,,leak,,,GUTI)

(8] ( m, <GUTIJ“ @ ne, Mage: ((GUTPe nﬂa))> , Ieak"“,GUTIJa) ~ 8] (¢s,,leak,,, GUTI)

T1

/ /in Ja r Ja 5 Ja Ja /fin Ja PRF-f
(B8] (¢, ( GUTP® & fiy (N ),MaCK$X(<GUTI ,nJe))) leak’ ', GUTI ~ 8] (¢+,,leak,, , GUTI)

18] (¢r,, leak,,,GuTtée) ~ [B] (¢, ,leak,,, GUTI)

We do a similar reasoning to replace Macﬁﬁx«GUTIjﬂ , NJ=)) with a fresh nonce n{ using PRF-MAC® axiom (we omit
the details):

R

[ﬁ]( n {(n;, n;/>,|eak‘fl,cuma) ~ 8] (¢r, leak,,, GUTI)

] ( n, <n]£, Macyo ((GUTI® n7a>)> : |eaki_pl,GUTIj“) ~ [B](¢r,,leak,, , GUTI)

(R + PRF-MACP)*

We then do the same thing on the right side, and use the FA axiom under context
(8] ( nong,ny, |eakiTnl,GUTIj‘1) ~ [B] ( nnf,ny, leak

(8] ( n (nf, n{’),leakfl,GUlea) ~ (8] ( n (nf, n{’),leakfl,GUTI)

[B]( n {nf, n§’>,leakT1,GUTIj“> ~ [8](¢r,,leak,,, GUTI)

n GUTI)

T1?

FA.

(R + PRE-MAC® + PRF-f 4 @-indep)*

Using the fact that § € IeakiT”I, we have:

. 0 ) . o
18] (¢T1,|eak'Tl,GUTIJ“) niny, ~ 8] (wl, |eak'Tl,GUTI) ., nt’,

, : : Simp
[5}( fl,n§7n§’,leakfl,GUTIja) ~ [5]( ﬁ‘l,nf,ng’,leakfl,GUTI)
We then conclude using Fresh:
18] (61 leakl, , quti= ) ~ [8] (41, leak’, ,Gum)
Fresh?

i in i i in
(8] (qﬁ'fl,|eakﬁ,GUTIj“> ng,ng ~ [B] (¢T1,|eale,GUTI> ng,n{

We now sketch the proof of the induction property for the remaining cases:

o If @i = FN(j) with j # j,. First, we can decompose ¢, into terms of iTnl , IeakiTnl, except for the term:
<GUTIj & fne (n7) , Macgex ((GUTY nj>)>

The rest of the proof goes as in case ai = FN(j,). On both side, we do the following:

— We apply the PRF-faxiom to replace GUTF & fyw, (N7) with GUTIY @ n; where Ny is a fresh nonce.
— We use the ®-indep axiom to replace GUTI’ & n; with a fresh nonce n;
— We apply the PRF-MAC® axiom to replace Macyw. ((GUTI7 , n/)) with a fresh nonce n/'.

Finally we use Fresh to get rid of the introduced nonces n{ and n{".
o If ai = TN(j,0). Using the induction hypothesis we know that § — ﬂaccept‘g*. We can therefore rewrite all occurrences

of accept’ into false under the condition 3. This removes all occurrences of o' (GUTIY*) in Ieale\IeakiTn1 and t,,.

We can then decompose the resulting terms into terms of ¢l , IeakiT”I.



inJeak™"

T1? T1°

o If @i = TN(j,1). We can decompose Ieale\IeakiTn1 and ¢, into terms of
We get rid of this term using the PRF-MAC* axiom.

o If @i = PN(5,0). This is trivial using Fresh. _

o If ai = PN(j, 1). We use [((Equ3)|to rewrite all occurrences of accept’ in leak,, \leak? and t.,. We can then decompose
the resulting terms into terms of ¢, Ieakfl, except for the term:

Maci: ((n7 , suc(ms(dec(m1(g(¢L,)), sky)))))

except for the term MaCﬁ:ﬁx (n9).

We get rid of this term using the PRF-MAC? axiom.
« If ai is a symbolic action of user ID, with ID = IDy, then either ai = PUp, (j;,2) or ai = FUp, (J;)-

- If ai = pupp, (js, 2), then we show using [(Equ2)| that:
B — (accepty” ¢ g(¢f,) = tr,)
Therefore we can rewrite accept‘ﬁi* into g( fl) =t,, under 8 in ¢,,. The resulting term can be easily decomposed
into terms of ¢!, leak? .
— ai = FUjp, (j;). We do a similar reasoning, but using [(Equl)|instead of [((Equ2)l We omit the details.
D. Stronger Characterizations

Using the GUTI concealment lemma, we can show the following stronger version of

Lemma 13. For every valid symbolic trace T = _, ai and identity 1D we have:
o (StrAccl) If ai=TU(j,1). Let 71 = _, TU;p(j,0) such that 7y < 7, and let k= k. Then:
TUp (4, 0) TN(j1,0) TU;p(7,1)
s ‘ s
T1 ) T

1D
accept?” —

Y < accept? A g(¢in) = o (GUTIP) A m(g(éi) = " )

e Yo \A malg(em) = o (soNP) @ f(17°) A o7 (GUTIR) = 0¥ (GUTI?)
T1=770

Proof. First, by applying we get that:

accept® AT M) = nio A M) = o (sQN'®) @ fi (n’°
wcoop® -+ \/ L A 7 (3(67)) = 1 A ma(g(65) = o (SNE) @ () o6
Yoo Lnaiune) = o (qum)
TO =T
We have accept’” — o(s-valid-guti;’), and o™ (s-valid-guti;’) — o (valid-guti’). Let 7o = _, TN(jo,0), we know that
accept;, — o' (GUTI) # UnSet. Therefore:
accept® A7 )Y = nio A M) = o (sQN') & fi(n’°
accopt® \/ P 1 (0(08) = 1 A (o)) = RGN O(0F)
o= mtom \ AOT(GUTLY) = o7 (GUTLY) A o (GUTL,) # UnSet A o7 (valid-gutiy’)
TO=T
To conclude, we need to get a contradiction if 7y < 73. Ther¢f0re, we assume that 79 < 71. If there does not exists any 7
such that 79 = _,FU;p(j;) < 71, then it is easy to show that o!"(GUTI}?) = UnSet. In that case, from the equation above we
get that ~accept!”, which concludes this case.
Therefore, let 7o be maximal w.r.t < such that 75 = _, FU;p(j;) < 71. We have 72 4, FU;p(_). Assume that there exists a

user ID action between 7, and 7. It is easy to show by induction (over 7/ in 75 < 7/ < 7y that, since there are no FU;p(_)
action between 75 and 71, we have —o™" (valid-gutiy’). This implies —~accept,”, which concludes this case.

Therefore we can safely assume that there are no user ID actions between 7, and 71. We deduce that ol (valid-guti;’) —
accept.,. Hence accept;” — accept.,. By applying [(Equl)|to 75, we know that:

accept’® — \/  futl (27

Uirs
Ta=_,fN(ja)<T2
Ta AT Nsip (L)

We recall that:

T inj-auth___ (1D, j,) A o™ (e-auth*) # Unknownld
5% = A ma(o(6)) = GuTie © (V) A ma(g(6)) = Mack ({ourr® , )



Let 7, = _,FN(ja) < 72 such that 7, £, NS;p(_). We know that there exists 7,, = _,PN(j,, 1) and 7, = _, TN(J,, 1) such that
T < Ta, and that fu-trﬂ;:; — accept’” . Let 7; = _, PU;p(j;, 1) or _, TUip(ji, 1) such that 7; < 7. If 7,, < 7;, we can show

using |((Accl)|if 7,, = _, PN(jq, 1) or |(Aced)| if 7, = _, PN(jq4, 1) that we have —ﬂ‘u-trﬂii;. Therefore, we assume that 7; < 7,,.
We depict the situation below:

PUID(ji7 1) PN(ja’ 1)
or TUp(j;,1) or TN(jq, 1) FN(jqa) FUp (4;) TU;p(4,0) TU;p(7,1)
ro—e . . ‘ ‘ -
T; Tn Ta T2 1 T

We can check that fu-tr7¢ — o,,(GUTI®) = GUTIP*. Moreover, since there are no user ID actions between 7 and 77 or
between 71 and 7, 0, (GUTLY) = o) (GUTIY). From (26), we know that accept, — o (GUTI) = o (GUTIY). It follows

that:
Nty
U:ro

accept?® A fu-trj7¢ — o (GUTIY) = GUTP* (28)

If 79 < 7y, then it is easy to check that o (GUTII) # GUTI. Therefore we have —(accept” A fu-trge).

TR
Now, we assume that 7,, < 7. Recall that we assumed 79 < 7;. Our goal is to apply the GUTI concealment lemma
(Lemma to 79 get a contradiction. We can check that the following hypothesis of Lemma |12]is true:

{7" [ 75 <o 7o} N {PUK(j,_), TU (§, ), FU (5) | 7 € N} C {PU(ji,2), FUin(ji) }
We deduce that:
inc-accept Ao, (b-auth?) = ni* A accept — g(¢!h) # Ut (29)
We know that: _ .
fu-trgi7e — accept” A o, (b-authy’) = n’e (30)

Moreover, —inc-accept,’ — o, (GUTIY) # GUTIFe. It is then straightforward to check that —inc-accept, — o, (GUTIY) #
GUTL=. Therefore, using (28)) we get that:

accept? Afu-trj7e A —inc-accepty — (o (GUTIY) = GUTI* A o (GUTIY) # GUTI*) — false
Hence accept!” A fu-tr; 72 — inc-accept,’ . Therefore using (29) and (30), we get:
accept?® A fu-tryre — g(¢h ) # GUTI (31)

We have acceptly — g(¢!n ) = o™ (GUTIY). We get from this, (Z8) and (3T) that:

N:Tq
U:to

accept,” A fu-tr:”* A accept), — false

We showed that this holds for every 7, = _, EN(j,) < 72. We deduce from that:
accept” A accept) — false

Since we have this for every 1) < 71, we can rewrite (26) to get:

v (acceptf; Ama(g(d) = 090 A ma(g(@l) = o (sQN) & fk<nﬂ‘°>>

accept® — . .
P Ao (GUTIY) = o (GUTIY)

(32)

T0=-,™(j0,0)
T1 <70 =T

To conclude, we observe that accept,” Afu-try. 2 — o™ (GUTI) = GUTF=. We recall that accept!” — g(¢" ) = o (GUTIY).
We conclude using (28) that:

NiTg
uite

accept Afu-tryre — o (GUTIY) = g(4n)

Since this holds for every 7, = _, FN(j,) < 72, we deduce from that:
accept;” A accept? — o} (GUTLY) = g(¢7, )
Hence using (32) we get:

1D
accept” —

V accepty, A mi(g(9)) =00 A ma(g(F) = o7, (sQNY) @ f(n”)
ro=miip 0 \ 7 or (GUTIY) = o7 (GUTIY) A o7 (GUTIL) = g(¢7,)
TI<TQ=<T



This concludes this proof. ]

We can now prove the following strong acceptance characterization properties:
Lemma 14. For every valid symbolic trace T = _, ai and identity 1D we have:
e (StrEqul) If ai = Fu,(j). For every 71 = _,FN(jo) < 7, if we let 7o = _, TU;p(j,0) or _,PUp(j, 1) then:
accept® \V fu-tr) "
To<+T1=_,FN(jo)
e (StrEqu2) If ai=TU\p(j,1). Let 7o = _, TUp(5,0) such that 7o < 7. Then for every 11 such that 71 = _, TN(j1,0) and
o <, T1, we let:
m(g(eF) = W A ma(g(47)) =Uﬂ(SQNID)@fkw(nﬂ)
patay, = | 7 ToOF) = Madl (o sonD), of GuE)
T g(oin) = ;’;(GUTI{JD‘) A oM (GUTIP) = o (GUTI) A o (valid-gutil)
A range< o(SQN), 0" (5QNIP)

Then we have:

(part-trj:7t  — accept? Aaccept))) .- w0 accept «» \/  parttr)T
27771 T1=_,TN(j1,0)
To<7T1
o (StrEqu3) If ai=TN(j,1). Let 71 = _, TN(§,0) such that 71 < 7. Let ID € Sjg and 7;, 75 be such that 7; = _, TU;p(j;, 1),
To = _,TU;p(J;,0) and 1o <, 71 <, Ti. Let:
full-trg L7 = (part-trﬂig,n Ag(ph) = Macﬁ.rﬁ(nj))
Then we have:
nry, 1D D ID 1D niry,
(full-trj7)7 — acceptl’ A accept)” A accept) ) ra= T (.0 accept,” < \/ full-try:7 7
7727<T711D<J.,377 To=_,TUip (4;,0)
Ti=_,TUip (j;,1)
To=<rT] =TT
o (StrEqud) If ai = Uy (4,2) then for every 71 = _,PN(j1, 1) such that 7o <, 11, we have:
(moP(syncyy) Asupi-tryl ) — inc-accepty A oT(SQNY) — o, (SQNY) = 0
Moreover:
(mol(syncy) Aaccepty) — o-(SQNY) — o-(SQNY) =0
E. Proof of Lemma
Proof of [(StrEquI)} First, we apply
accept’® \V gl
T1=_,FN(jg) =T
71 A7 Nsip (L)
Let 71 = _,FN(jo) < 7. Remark that if 75 < 71 then 71 £, NS;p(_). Hence to conclude we just need to show that if 71 < 7o
then —fu- tr” T
Let 7, = _,PU;p(4,2) or _, TU;p(7, 1) such that 7; < 7. We do a case disjunction on 7;:

o If 7; = _,PUp(j,2). We know that fu-tr);”* — accept)”, hence by applying |(Ace2)|to 7;:

utl™ —  \/  acoept® A g(@f) =n" A m(g(dl)) = {(ID, o (SONP))}TE

Tz =_,PN(jz,1)
T =Ty <T;

We know that fu- ’[rn = g( TQ) = nJo. We deduce that the main term of the disjunction above is false whenever j, # Jjo.

Hence we have —|fu tru;? if there does not exist any 79 such that 75 < 79 < 7; and 79 = _, PN(jo, 1).

If 71 < 7o then we know that for every 7, if 79 = _,PN(jp,1) < 7 then 79 < 71, and by transitivity 7o < 7'2 Hence
there does not exist any 7y such that 75 < 79 < 7; and 79 = _, PN(jo, 1). We deduce that if 71 < 72 then —fu- tr Tl holds,
which is what we wanted.



o If 7, = _,TU;p(j,1). We know that fu-trj;”* — accept)”, hence by applying |(StrAccl)| to 7;:

fu- tl’n AN \/ aCCeptlD A g(gb'_pz) = 0'7[‘2 (GuTI®) A .7_‘_1 (9((15'2)) _ nJT
=Gz \ /N T2 (9(¢ml)) = o7 (SQNY) @ fi(n?*) A o] (GUTIY) = o (GUTLY)
To =Ty <T;
Similarly to what we did for 7; = _, PU;p(j;, 2), the main term above if false if j, # jo. Hence we have —fu-tr:" if
there does not exist any 7y such that 75 < 79 < 7; and 79 = _, TN(jo, 0). Since this is the case whenever 7 < 7—2, we

deduce that if 71 < 79 then —fu- tr” ™' holds. This concludes this case, and this proof.

Proof of [[StrEqu2)} We start by repeating the proof of [([Equd)] but using instead of All the reasonings we

did apply, only the set of 71 the disjunction quantifies upon changes. We quantify over 71 in {7 | 1 = _, TN(jo,0)AT2 <, 71}
instead of {7 | 1 = _, TN(jo,0) AT < 7}. We get that:
m3(g(¢!") = Macy_((n7, o (sQNP), o(GuTI))) A o (s-valid-guti;))
accept” & \/ | Arange(s(san), o (sQNP)) A g(6) = o (GUTI®) AT (g(é™) = | (33)

TG0\ A (g(@h) = o (sQND) @ f(070) A o (GUTIP) = o (GUTILY)
Since no user ID action occurs between 75 and 7, we know that:
oM(GUT?) = o (GUTIY) o (s-valid-guti;’) «» o™ (valid-gutil)
Using this, we can rewrite (33) as follows (we underline the subterms where rewriting occurred):
m3(g(p")) = Mackm(<nJ° o (SQNP), o (GUTIP))) A ol (valid-guti;))

accept! «» \/ Arange(o(SQNIP), o (SQNIP)) A g(41 ) = o™ (GUTIY)
T\ Am(g(e7) = 0 Ama(g(e7) = o (SQNY) @ fi(n°) A ol (GUTIY) = olf (GUTIY)

We rewrite o™ (GUTI) into o™ (GUTIIP):

m3(g(¢") = Maci ((n%, o (sQNP), o (GUTIP))) A of (valid-gutiy,)

e\ A range(o (SQND), o7, (SQNY)) A g(f) = op (GUTIP)
TR\ A m(g(@M) = 090 A my(g(@M) = o (sQNP) @ fi(n70) A o (GUTIP) = o (GUTIP)

Finally we re-order the conjuncts:
m(g(¢) = 7t A ma(g(h)) = of, (SQNY) @ fien (n71)
oy |7 e = Mad(eh ) oRfomy)
e NG00 g(@1) = ol (GUTLY) A on (GUTLY) = o (GUTLY) A on (valid-gutiy’)
A range( n(sQNP), o™ (sQNIP))
TS \/  parttn

T1=,™(j0,0)
T2 =TT]
Checking that for every 7 = _, TN(j1,0)72 <, 71:
(part-trj:7 . — accept)”

uire, 7T

1D
A accept”)

is straightforward.
Proof of [(StrEqu3)} The proof that:
accept® AV V1 riass
To=_,TUp (j;,0)

Ti=_,TUp (J;,1)
T2=TrT1=7T;

is exactly the same than the proof of [[Equ5)] but using instead of [(Equd)]
Finally, it is straightforward to check that for every 7o = _, TU5(4;,0), 7 = _, TUp(J;, 1) such that 7o <, 71 <, 7; we
have:
n:
(full-trg:” - — accept,” A accept” A accepty )

Uire,7;



Proof of [(StrEqud)l Let 7o = _PUp(4,1) such that 75 < 7. Using [(Equ2), we know that:

niTy

accepty < \/  supiri7
T1=_,PN(j1,1)
T =771

Therefore to prove |(StrEqu4)| it is sufficient to show that for every 7 such that 7 = _, PN(j1,1) and 72 <, 71 we have:

(- (syncl?) A supi-tr(it ) — inc-accepty A o (SQNE) — o, (SQNF) = 0 A 0 (SQNI?) — 0, (SQNI) = 0

Uite, 7T
Hence let 7y with 71 = _,PN(j1,1) and 75 <, 71.
a) Part 1: First, we are going to show that:
(—ol(syncy) A SUpIHITT! ) = o7, (SONY) = 07, (SQNY) (34)

We know that inc-accept, — o, (SQNY) = 0., (SQN?), which is what we wanted. Hence it only remains to show (34)
when —inc-accept, . Using [(B5)| we know that o, (SQNY) < o, (SQNY’). By validity of 7 there are no user action between
72 and 7, hence 0 (SQN[?) = ol (SQN{?). Observe that:

(supi-tri7t - A —inc-accepty ) — ol (SQNI) > o™ (SQNP)

Uite, 7T
And: .
(supi-tryi7t - A —inc-accepty)) — 0., (SQN) = oy, (SQNY) + 1
Graphically:
PU(J,1) PN(j1,1) PUp(J, 2)
T —C‘ ® ‘ ‘
T2 1 T
o (SQNIP)
<
O/Im
on(saP) 1 on(soN) - o (sQNIP)

We deduce that:
(—oM(syncl) A supi-trlit - A —inc-accept))) — ol (SQNY) < ot (SQNYY) < o™f (SQNP) + 1
— oM (SQNP) = o (SQNP) + 1

— 07, (SQNY) = 07, (SQNY) (35)
Which is what we wanted to show.
b) Part 2: We now show that:
(—o™M(syncl?) A supi-trlilt ) — o, (SQNR) > o (SQNY) (36)

First, notice that:

inc-accept, — o, (SQNY) = ol (SQNY) + 1
— 07, (SQN?) > " (sQNIP)
— 07, (SQN?) > o' (SQNIP) (By [(BD)

Therefore we only need to prove:
niry

(moM(syncl) A supi-trjiit A —inc-accepty ) — o, (SQNY) > ol (SQNY)

Which is straightforward:

(=o' (syncl) A supi-trjiit A —inc-accepty ) — o, (SQNW) = ol (SQNP) + 1 By (33))
— 07, (SQNP) > o' (SQNIP)
— 0n (SQNLD) > Oy (SQNLD) (By @

Which concludes the proof of (36).



c) Part 3: We give the proof of:

niTy

(ﬁa‘;‘(sync{?) ASupi-try Tt ) — 0, (SQNY) = 0-, (SQNY) A 07 (SQNY) — 0-(SQNY) = 0 37)

By validity of 7 we know that o, (SQNIP) = o, (SQNIP), therefore using (34) we know that:

niry

(=0 (syncl?) A SUPHIIT! ) = a7, (SQNI) = o7 (SQNIP)
To conclude, we need to show that SQN'” was kept unchanged since 71, i.e. that ~¢'"(synci®) A Supi-trlT::TT;T implies that
o7, (SQN?) = - (SQNY). This requires that no SUPI or GUTI network session incremented SQNY. Therefore we need to show
the two following properties:

e SUPL: For every 71 <, 7; such that 7; = _, PN(j;, 1):

(- (syncl) A supi-trlit ) — —inc-accept) (38)
e GUTI: For every 71 <, 7; such that 7, = _, TN(j;, 1):

(=o' (syncy?) A supi-tr]it ) — —inc-accept) (39)

Assuming the two properties above, showing that (37) holds is easy. First, using (38) and (39) we know that:

(oM (synci®) A supitrit ) — o (SQNY) = o, (SQNY)

Uire, 7T

We know that o, (SQN'?) = o'"(sQN!?). We deduce that o, (SQN) = o, (SQN!?), which concludes this case. We summarize
graphically this proof below:

PUID(j7 1) PN(jla 1) PN(jia 1) or TN(jia 1) PUlD(ja 2)
e . ‘ .
T2 T1 T T
A (sQNY) = o7 (sQNY)
n 1D . =
suc(o (SQNY)) :Un QNy') = 07;(SQNy _ 00 (SQN)
07, (SQNY) = = OJT(SQNIUD) =
suc(o™ (SQNIP)) = o"(sQNP)

d) Part 4 (Proof of (38)): Let 71 <, 7; such that 7, = _, PN(j;, 1). Using [(Accl)| we know that:

accept? — \/ (771 (9(6)) = {(1p, o™ (sQNP)I% A gloin) = nf'i)

T'=_PUp(j’,1)<+Ts

We know that supi-tr.  — g( i) = nJt = nJi. Moreover from the validity of 7 we know that for every 7/ such that:

T2
T = _,PUp(j,1) <, 7" =_a" <. 7=_,PUp(},2)

We have ai” # PU;p(_,_). Hence:

supi-tr(i7) - A accepty — \V} (mg(d»ﬂ)) = {(ip, o™ (sQNP))}oe A g(olh) = njf)
T/=_PUp(j’, 1)<+ 72
Which implies that:
supi-tr;.7l  Alinc-accepty — \/ (0+,(SQNR) = suc(a) (sQNIP)))
T,:qPUm(.jl’l)<-r7'2
We recall (34):
(moR(syncy?) AsupiriiT! ) — (o7, (SQNY) = o7y (SQNY))

Let 7/ = _,PU;p(j',1) <, T2. We know using |(B1)| that:

0'7'1(SQN;\ID) < UTZ-(SQN;JD) UT/(SQN{JD) <on (SQN{JD)



Moreover using [(A2)| we know that o, (SQNy) # 0+, (SQNy), hence o,/ (SQN’) < 0+, (SQN;). This implies that:
—o"(syncl®) A supi-tr(it A inc-accept)

uite, 7T
07/ (SQNY) < 01, (SQN) A0, (SQN) = o7, (SQNY)
- \/ Ao, (SQNY) < 04, (SQNY) AT, (SQNY) = 0,/ (SQNY)
T'=_PUp(j',1) <+ T2 T1 N/ —="Ti N Ti N T 8]
- V (07 (SQNY) < 07 (SQNY))
T'=_,PUp(j/,1) <+ T2
— false

Which concludes this proof. We summarize graphically below:

PUID(j/vl) PUID(jv]-) PN(jlv]-) PN(jivl)
T —.‘ " ‘ ._‘
7! T2 T1 Ti
< Ory (SQNY)

) \0\00n (SQNY)

o7, (SON) <

e) Part 5 (Proof of (39)): Let 7y <. 7; such that 7; = _, TN(j;, 1). Using Lemma [7] we know that:

accepty — (a!‘ (e-auth?) :ID) - \/ or(b-authy) =n’
7/=_,TUIp (_,1)
Ty

Since supi-try’7! - — g(¢l) = i, we know that supi-tr,’7!  — o, (b-auth;’) = ni*. As we know that n/* # ni:, we deduce
that supi-tr;.]! . — o, (b-authy’) # n’i. Moreover using the validity of 7 we know that o, (b-auth;’) = o, (b-authy’).
Therefore: ,
(supi-try  Aaccepty) —  \/  op(b-authy) =n’
T’=T7,;U1[—DT(2,,1)
Let 7/ = _,TUp(_,1) with 7/ <, 7. We know that o, (b-auth;”) = n’i implies that o, (b-auth?) # fail, and therefore

accept_, holds: ,
(o, (b-authy) =n’") — (o, (b-authy) # fail) — accept,,

By applying we know that:
accept,, — \V m(g(¢lh)) = n’t

7! =_,TN(j;,0) <7’
Since [accept, .o, (b-auth)”) = [accept,. |71 (g(¢")) we deduce:
(0 (b-authy’) = n’") — false if 7/ <, TN(j;,0)

Hence if 7/ <, TN(j;,0) we know that — (supi-tri.7! A accept)’), which is what we wanted to show. Therefore let 7,/ =
_,TN(J;,0), and assume ;" <, 7/. We summarize graphically this below:

TN(j;,0) TUR(_, 1) PUp (4, 1) PN(j1,1) TN(j;,1) PUp(J,2)
T —e ° ° ° ° °
7.2_/ el T2 1 T; T

We recall (36): . .
(=o' (syncy’) Asupi-trill ) — (o, (SQNY) < or, (SQNY))
Hence, using we know that:
(- (syncy) A supi-triit ) — \ o, (session?) = ni=

T2 3T X7
Tz =_,™(jz,0) or _,IN(jz,1) or _,PN(jz,1)



Since TN(j;,0) <, 72 and 71 <, TN(j;, 1):
(—o(syncl) A supi-tr(it ) — o, (sessiony) # n’

Uire, 7

For every 7 < 7" we have:

. . /4/, i . . .
if inc-accept”, then n’ else o'F), (sessiony’) if 7/ = _,PN(j”,1)
. . s i . . .
o (sessiony’) = < if accept™, then n’" else o, (sessiony’) if 7/ = _, TN(j",0)
o, (sessiony) otherwise

Since 7' 4, TN(ji,0), we know that after having set o, (sessiony’) to n/t at 71, it can never be set to n’i. Formally, we
show by induction that:
o, (sessiony) # n’i — o (sessiony) # n’i

We conclude by observing that o™ (sessiony’) # n#i — —inc-accept.. .
f) Part 6: To conclude the proof of it only remains to show that:

(-0 (sync®) A supi-tr]iTt ) — inc-accept. (40)

Uire, 7

niTy
Uire, 7

Since supi-tr — accept, and since:

(accept?> A —inc-accept)) <+ ol (SQNI) > o™ (SQNIP)
To show that @0) holds, it is sufficient to show that:

(—o(synciP) A supi-trit ) — o (SQNP) < ol (SQNIP)

U:re, 7

We generalize this, and show by induction that for every 7, such that » < 7,, <. 7, we have:

(—o(synciP) A supi-trlit ) = o, (SQNP) < o (sQNIP)

Uire, 7

o If 7,, = 7, this is immediate using |(B5)| and the fact that o, (SQNI) = o™ (sQNI).
e Let 7, >, To. By induction, assume that:

(=o' (synciP) A supi-trfir ) — o (sQNP) < ol (sQNIP)

Uire, 7
We then have three cases:
- If 7,, # _,PN(_, 1) and 7,, # _, TN(_, 1), we know that o, (SQNI®) = o™" (sQNI), and we conclude directly using

the induction hypothesis.
- If 7, = _,PN(jn, 1). Using [(Equ3)| we know that:
v, (SQNP) # 0 (5QNP) — acoept®
. g(@) =7 Am(g(glh ) = {(D, o (sONP)) Ik

. . Jn f
et \ A ma(g(n)) = Macly ({10, o (s FE , g(ain)))

Tz <TTn

0.

x

niry

Since 7,, <, 71, we know that j, # j;. Moreover, Supi-trU:szT — g( g) = n’1. By consequence:

(supi-trlir A g(¢h) = n’n) — false

uire, 7

Which shows that (supi-tr;"> A 6.,) — false. Hence:

Uire, 7
Supi-trit A or, (SQNY) # ot (SQNY) — AV

Te=_,PUp (Jz,1)
Te <772

Observe that for every 7, = _, PUip(jz, 1) such that 7, <, To:
0., — 0., (SQNP) = if o (SQNP) < o (sQNIP) then o (sQNIP) else ' (SQNIP)
Using [(B1), we know that o™ (SQNIP) < ¢! (SQN!P). Therefore:

0r, — 0r, (SQNP) < if o (SQNI2) < o (SQNIP) then o™ (sQNIP) else o (SQNIP)



And using the induction hypothesis, we get that:

n:ry
Uire, 7

(—o(sync®) A supi-triit A 6.) — or, (SQNP) < ol (SQNIP)

Hence:

(mo(sync) A supi-triTl - Ao, (SQNY) # o (SQNY)) — o, (SQNY) < ol (SQNPP)

uire, 7T
From which we deduce, using the induction hypothesis, that:

n:ty
Uure, 7

If 7,, = _, TN(jp, 1). Using [(StrEqu2), we know that:

(= (synciP) A supi-trlir ) — o, (SQNP) < o (sQNIP)

in D
7, (SND) £ % (soN?) - accept?
- \V full-tr 7, T
Tz =_,TUp (jz,0)
Tn'=_,TN(jn,0)
Te=_,T0p (Jz,1)

e S e S )

Let 7, = _, TU;p(ju, 1), 7' = _, TN(jn,0), 7. = _, TU;p(jz, 0) be such that 7,/ <, 7, <, 7, <, 7. One can check
that:

inc-accept, — /\ —inc-accept,

Ty =7 Ti=rTn
S op(SQND) = o (sQNDP)

Moreover, since: .

inc-accept, — o (SQNy) = o,/ (SQNY)

We deduce that:

full4r} ™, ™ — o, (sQNP) = if inc-accept” then suc(o™ (sQn?)) else o (sQNIP)

5TI x

By validity of 7, we know that j, # j and that 7, <; 72. Therefore using |(B1)] we know that o, (sQNpP) <
ol (SQNy’). Moreover 0., (SQN[?) = suc(instate,, (SQNY’)). Hence:

. ’ . . .
full-try. 7" — 0., (sQNy) < if inc-accept; then o™f) (sQNy) else o' (SQNY)

sTax

And using the induction hypothesis, we get that:

(ﬂa‘;‘(sync{}’) A supi-trit /\fuII—tr”:T""::) — 0., (SQNP) < o™ (sQNIP)

u:te,T uire’,
Hence:

(=o' (synciP) A supi-trfirt Ao, (SQNP) # o (SQNP)) — o, (SQNI) < o™ (SQNIP)

Uire, 7
From which we deduce, using the induction hypothesis, that:

(~o(synei?) A SUPHIT. ) — or, (SQNY) < o (sQN)



APPENDIX IV
UNLINKABILITY

The goal of this section is to prove unlinkability of the AKA™ protocol. To do this, we need, for every valid basic symbolic
trace 7, to show that there exists a derivation of ¢, ~ ¢,. We show this by induction on 7.

A. Resistance against de-synchronization attacks

To show that the GUTI protocol guarantees unlinkability, we need the protocol the be resilient to de-synchronization attacks:
for every agent ID, the adversary should not be able to keep ID synchronized in the left protocol, while de-synchronizing
v, (ID) in the right protocol.

Therefore, we need the range check on the sequence number to hold on the left iff the range check hold on the right. More
precisely, for every identity 1D and the matching identity - (ID) on the right, the range checks on the sequence numbers should
be indistinguishable:

range(o, (SQN'?), o (SQNIP))  ~ range(ol(SQNZ*(“’)),JL(SQNZT(ID))) 41)

But the property above is not a invariant of the AKA™ protocol for two reasons:

« First, knowing that the range checks are indistinguishable after a symbolic execution 7 is not enough to show that they
are indistinguishable after 71 = 7, ai (for some ai). For example, take a model where range(u,v) is implemented as a
check that the difference between « and v lies in some interval:

[range(u,v)] if and only if [u] — [v] € {0,...,D}
for some constant D > 0, and suc is implemented as an increment by one. Then, a priori, we may have:

[o-(sQNP)] — [o-(sQN)] =0 € {0, ..., D}
[o+(sQny ™)) — [0, (sQng™ ™) = D € {0,..., D}

While {I) holds for 7, it does not hold for 71 = 7, PU,(j,1). Indeed, after executing PU, (4, 1) we have:

[or (sQND)] = [o- (seny)] =1 € {0,..., D}
[o7, (sny )] = [0, (s ™) = D+ 1 ¢ {0,..., D}

To avoid this, we require that range(_, ) and suc(_) are implemented as, respectively, an equality check and an integer
by-one increment.

Moreover, we strengthen the induction property to show that the difference between the sequence numbers are
indistinguishable, i.e.:

o-(SQN) — 5 (SQNP)  ~ o (sQNy™ ™)) — o, (sQNET ) (42)

« Second, the property in (@2) actually does not always hold: after a NS;,(_) action, the agent ID and the network may be
synchronized on the left (if, e.g., the SUPI protocol has just been successfully executed), but v, (ID) is not synchronized
with the network.

Even though the property does not hold, there is no attack on unlinkability. Indeed a desynchronization attack would need
the GUTI protocol to succeed on the left and fail on the right. But the GUTI protocol requires that a fresh GUTI has been
established between 1D (resp. v, (ID)) and the network. This can only be achieved through a honest execution of the SUPI
protocol. As such a execution will re-synchronized the agent and the network sequence numbers on both side, there is no
attack.

To model this, we extend the symbolic state with a new boolean variable, synci’, that records whether there was a
successful execution of the SUPI protocol with agent ID since the last NS;,(_). This variable is only here for proof
purposes, and is never used in the actual protocol. We can then state the synchronization invariant:

if o, (syncy’) then o, (SQNy) — o, (SQNY) if al(syncZT(ID)) then UL(SQNZT(ID)) _ GL(SQN;T(ID))
else | else |
sync—difff sync—diffzf (D)



B. Strengthened induction hypothesis
Definition 44. Let L = (iy,...,4;) be a list of indexes, and (b;)icr, (t;)icr two list of terms. Then:
ifb;, thenm;, else case((b;)icL, : (mi)icL,) when L # 0 and Ly = (ia,...,i;)
case((bi)ier : (Mi)ier) = i€lo
el 1 otherwise
We will often abuse notation, and write C,asLe(bi :my;) instead of C,aSLe((bi)ieL 2 (my)ier).
1€ 1€
Proposition 28. Let L = (iy,...,4;) be a list of indexes, and (b;)icr, (ti)icr, two list of terms. If (b;);cr, is a CS partition,
then for any permutation 7 of {1,...,1}, if we let Ly = (ix(1),...,ix1) then:
case(b;:m;) = case(b;:m;)
i€L i€L,

When that is the case, we write {case }(bi :my;) (i.e. we use a set notation instead of list notation).
1€{01,..., i

Proof. The proof is straightforward by induction over |L|. [ |

If (bi)ier is such that (\/,.; b;) = true then the case where all tests fail and we return L never happens. This motivates
the introduction of a second definition.

Definition 45. Let L = (i1,...,%;) be a list of indexes with | > 1, and (b;);cr, (ti)icr two list of terms. Then:

s-case((b;)ier : (Mi)ier) =

{ifbi1 thenm;, else c_gise((bi)i@o :(myi)icr,) when Lo = (ia,...,%) and 1 > 1
1€ Lo
i€L

Proposition 29. For every list of terms (b;)icr. and (t;)icr, if (\;cp bs) = true then:
case(b; : m;) = s-case(b; : m;)
€L i€L
Proof. We omit the proof. ]

Definition 46. Let 7 = aly, . .., ai, be a valid basic symbolic trace. Then reveal, is a list of elements of the form u ~ v,
where u,v are terms, representing the information that can be safely leaked to the adversary. Let ai = ai,. Then reveal,
contains exactly the following list of elements:

1) All the elements from reveal,,, where 79 = aly, . .., Qip_1.
2) For every base identity 1D, let:
m-suciy = [o,(valid-guti;’)]o, (GUTIY)

We then have the following synchronization invariants.

o, (valid-guti®) ~ o (valid-guti’~ ™) m-suci?® ~ m-suci? ™ o (syncl) ~ o (synci ™))

sync-diff’® ~ sync-diff;*(“’) len((Ip, o"(sqn-initi®))) ~ len((1p, oM (sqn-init™)))
3) If ai # Ns_(_) then for every base identity 1D:

4) If ai = TUp(j,0), then:
o (s-valid-guti’®) ~ o (s-valid-guti’ (™)

U

5) If ai=PUyp(j,1), then:

{(ID, oM(SQNPN} %~ {(v:(1D), a(sny )
Macy, ({10, 0™"(SONP)} . (&) ~ Macly, w (({{v- (D), o(sont ™))} | g(6))
6) If ai=Pup(_,2), TUp(_,1) or FUp():
o-(e-auth®) ~ o, (e-auth) ™)
7) If TU,(4, 1) then for every 71 = _, TN(jo,0) such that TU\p(j,0) <, 1=
Macy (n7°)  ~ Macf(;T(.D)(njo)



8) If ai = PN(j, 1) then for every base identity 1D, for every 71 = _,PUip(j1,1) < 7 such that 71 A NSip(_) we have:
Maciy (7, suc(o™ (SQNI))))  ~ Maci;,m,) (', suc(o™ (sang ™))
9) If ai=PN(j,1) or ai=TN(4,1), for all base identity 1D, we let:

net-e-auth.(Ip,j) = eq(o,(e-authl), D)
net-e-auth (b, j) = V' eqo-(e-auth)), )

IDE copies-id(1D)

Then we ask that:
net-e-auth, (10, j) ~ net-e-auth (1D, j)

10) If ai = FN(j) for every base identity 1D we let {ID,,...,ID; } = copies-id(ID). We define:

t-suci-®, (1D, j) = GUTF & fu (1Y)

tsuci-o_(1p,j) = s;cge(eq(al(e-auth&), ID;): GUTU & fiw, (1))
t-mac- (1, j) = Macg ((GUT , 7))
t-mac (1D, j) = s- case(eq(aT(e auth’)), 1D ):Macimi«GUTIj, )

1<i<lyp
Then we ask that:
GUTHY ~ GUTP
[net-e-auth. (1D, j)] (t-suci-®, (1D, j)) ~ [net-e-auth (1D, j)] (ML(ID, j))
[net-e-auth. (1D, j)] (t-mac, (1D, j)) ~ [net-e-auth (ID, j)] (t—LaCl(ID, j))

Let (u; ~ v;);c1 be such that reveal, = (u; ~ v;);cr. Then we let I-reveal, = (u;);cr be the list of left elements of reveal,,
and r-reveal. = (v;)cr list of left elements of reveal. (in the same order).

Proposition 30. For every basic valid symbolic trace T = _, ai:

e (Derl) For every base identity, for every 11 such that 7y < 7 and 71 A, NSip(_), there exist derivations using only FA
and Dup of:

¢, I-reveal,, ~ ¢, r-reveal.,

1D in 1D Slmp
I-reveal,,, o™ (sync!" )/\0 (sQNy) < (SQNU)

~ rreveal, .o (syncy" ))/\U'H(SQNVT(ID)) <ol (sany™)

¢!, I-reveal,, ~ ¢, r-reveal.,

Simp
I-revealy,, o7 (syncl) A o (SQNP) < o (sQNIP)
~ rreveal,, o], " (syncy ™) Ao (SQNZT(‘D)) <o (SQN”*(‘D))
e (Der2) If ai=FuU,(j). For every ID € Sig, for every 71 = _,FN(jo) < T such that 71 4. NS;p(_):
- We have 7\ = _,FN(jo), T = _,FU,_(n)(J), 71 <7 T and 11 £ NS,,_qp)(_). Therefore, fu-trﬂ% is well-defined.
— There is a derivation of the form:
¢!, I-reveal,, ~ ¢, r-reveal., _
n Simp
n: 7'1 T1

o, I-reveal,,, fu-trj 7t ~ ¢2, r-reveal., fu-tr, =

e (Der3) If ai=TUy(j,1). For every 71 = _,TN(j1,0), 72 = _, TU;p (4, 0) such that 1o < T1:

TUp (]7 O) TN(jL 0) TUID(ja 1)
v . .
T2 T1 T

— We have 73 = _,TU,,_(1)(j,0), 71 = _, TU,_(1p)(j, 1) and 19 <, 71 < T. Therefore, part-trﬂii:;i is well-defined.



— There is a derivation of the form:

¢!, I-reveal,, ~ ¢, r-reveal.,

in n:T in n:Ty Simp
o7, l-reveal,,, part-tr, 7} -~ ¢F, r-reveal,,, part-tryz,
e (Derd) If ai = TN(j,1). For every ID € Sjg, 7; = _,TUp(ji, 1), 1 = _,TN(4,0), 72 = _, TUp(j;,0) such that
Ty <; T1 <7 Ti'
TUmp (ji, 0) TN(j, 0) TU (i, 1) TN(j, 1)
| | | |
T: —@ \ 4 L @
T2 T1 T; T
- We have 5 = _,TU, ) (Ji,0), i = _, TU,,, a)(Ji, 1) and 79 <, 71 < Ti <, T. Therefore, fuII-trE%é is
well-defined.
— There is a derivation of the form:
" I-reveal,, ~ ¢ r-reveal,, _
in n:Ty,7 7in n:ry,T Slmp
o7, l-revealr,, full-try. 2~ ¢, r-reveal,,, full-tr, 7,7,

The proof is given in Section [V]
Lemma 15. For all valid basic symbolic trace T with at most C actions NS, there exists a derivation of:
¢r, l-reveal, ~ ¢, r-reveal,

The proof is given in Section
Using this lemma, we can prove our main theorem, which we recall below:

Theorem (Theorem [I). The 5G-AKA protocol is oy-unlinkable for an arbitrary number of agents and sessions when the
asymmetric encryption {_}- is IND-CCAl secure and f and f " (resp. Mac'—Mac’) satisfy jointly the PRF assumption.

Proof. Using Proposition we only need to show that for every 7 € dom(Ry), there is a derivation of ¢, ~ ¢, using AX.
Moreover, using Assumption |I| we know that for every 7 € dom(Ry), 7 is a valid symbolic trace. Therefore, it is sufficient
to prove that for every valid symbolic trace 7, we have a derivation using Ax of ¢, ~ ¢.. Using Lemma we know that
we have a derivation of ¢.,|-reveal, ~ ¢.,r-reveal,. We conclude using the Restr rule:

¢-,l-reveal,. ~ ¢,,r-reveal,
Restr

¢T"“¢1 u



APPENDIX V
PROOF OF PROPOSITION 301

Proof of

We have two cases:

« either there exists { such that NS;5(!) < 7 and NS;p(I) A, NS;p(_). In that case we have NS;,({) <, 1.
o or for every i, NS;p () A, 71.
Let ID = v, (ID). We summarize the situation graphically in Fig. In both case, for every 71 = 7/ < 7 we have:

(O'T/(SQN{JD) — oM (SQNP), o/ (SQNT) — Uizn/(SQN{?D)> € reveal,,
([a‘;‘(sync{f’)] (o (sQNY) — o (sQNP)) | [0 (sync))] (aiI”(SQNIN ) — o (sQNy> ))) € reveal,,
We know that:

o (SQN) — o, (SQNT) = 07 (SQN) — o, (SQNT) = ) | o7 (SQNY) — o7 (sNy)
137’

And:

(o (syncl?) A oM (SQNIP) < oM (SQNIP)) <
aM(sync®) A ((e"(sQNIP) — o (sQNIP)) + [0 (sync®)] (o (sQNP) — o (sQNIP)) < 0)

Similarly:
Uiln(SQN{j ) — o (SQNU ) = CTLO(SQNIU ) — ol (SQNU )= Z o7 (SQNT) — Uizn’(SQNIUg)
7137 270
= > or(sQN) — ol (soND)
7137/
And:

(ail"(sync{J ) Ao (SQNY) < LQ(SQN{JQ)) <
o (sync) A (((ail“(SQNLQ) - Ug(SQN{JQ)) + [0 (sync)] (oiZ“(SQNIN ) — o (SQNy* ))) < 0)

Putting everything together, we get the following derivation:
I-reveal,, ~ r-reveal,,

l-reveal,,, o (synci?), [ (synclP)] (M (sQNP) — o (sQNP)) , (0. (SQNIP) — o™ (SQNIP), )

*

Dup

T 37/

~r-reveal,,, o (syncy), [or (syncy)] (cr‘I”(SQNL ) — o (SQNy> )) , (az/(SQN{?) - Jizn/(SQNLQ),)

7137/

ID in in ) Slmp
I-reveal,,, o Tl(sync ) AT (SQNY) < oy (SQNY)

~ r-reveal,,, o (Synci?) A o (SQNY) < o (SQN)

The derivation of (30) is very similar. We omit the details, and only give the graphical representation of the situation in Fig. [T§]

Proof of

TUip (]7 O) TN(jh O) TUpp (]a 1)

S ‘ ‘

T2 T1 T

Recall that:
m(g(é7) = 07 A ma(g(#) = o7, (SONY) & fen ()
A m3(9(#7)) = Macie (07, o7, (SQNY) , o7, (GUTIY)))
partArtr = | RN AR R | | | )
o A g(@h) = on (GUTLy) A oy (GUTLY) (GuTtIy) A ol (valid-guti;’)

A range(a(SQNIP), o (sQNIP))



NS]D(Z) or € 1 T
R o °
o'l (SQNP) o' (SQN)

| (son) - onsan)

oP(SQNP) — o (soN)

o (sQN)
~
oM (SQNY)
oM (sQNY) — oM (sQNT)
in S NE in S NE
Ull( Ny) aP(SQNE) — o (SQNE) oz (SNT)
= ¢ ¢ ¢
NSip(1) or e s T
Fig. 17. First Graphical Representation for the Proof of
Since 7 is valid, we know that for every 7/, if 7 <, 7’ then 7" # NS;p(_). It follows that 7, = _, TU,, (ip) (4,0) and
T =_,TU, @p)(j,1). The fact that 75 <, 71 is then straightforward. Letting ID = v/ (ID), we can then check that:
m1(g(df)) =7t A ma(g(d)) = o (sQNY) @ e (n71)
. 5 o .
A (g(ém) = Mack (07, o™ (soN) | o (GUTIR)) )
parttri . = . . o . S (44)

e

A range(o™(sQNi2), o (sQNi2))

We have two cases.
a) Case 1: Assume that for all 7/ <, 71 such that 7/ A, NS;p(_) we have 7/ # _, FU;p(_).
Then we know that for all 7/ <, 7 such that 7/ £, NS, _(;p)(_) we have 7/ # _ FU,_p)(_). Therefore using |(B7)| twice
we get:

. n:
part-tri:”!  — false part-tru:::;1 — false
Therefore we have a trivial derivation:

oI, l-reveal,, ~ ¢, r-reveal.,

. . FA
o7, I-reveal,,, false ~ ¢, r-reveal,, false (45)
oI, I-reveal,,, part-trl7l _ ~ ¢, r-reveal,,, part-tryzs .
b) Case 2: Assume that there exists 73 = _, FU;p(jo) such that 73 <, 71, 73 A, NS;p(_) and 73 A, FU;p(_). Then
T3 = _,FU, (i0)(L)s T3 <z T1, T3 £2 NS, (p) (L) and 73 £7 FU,_(p)(L)-

First, we show that jy # j: assume that jo = j, then we know that 7 <., 73, which is absurd. Therefore jy # j. Using the

validity of 7, we know that 75 cannot occur between 75 = _, TU;(j,0) and 7 = _, TU;5(4,0). Hence 73 <, To.
Let 7ys be the latest NS, (_), if it exists, or € otherwise: T7ws = _,NS;p(_) or € and 7ys A, NS;p(_). Let 7, be _, TU;p(jo, 0)

or _, PUip(jo, 1) be the beginning of the U session associated to 73. We know that 7ys < 7, <, T3.

We know that part-trji7! — — o (valid-guti;’). As 73 A, FU;p(_), we know that there are no FUp(_) action between 73 and
7. If there exists a action by user ID between 73 and 72, then we have either 73 <, PU;p(_, 1) <, 72 or 73 <, TU;p(_,0) <, To.
In both case, vaIid-guti'UD is set to false, and cannot be set back to something else without a FU,,(_) action. It follows that if
there exists a user action between 73 and 75 then —|aiT”2 (valid-guti;’). Using the same reasoning we have —\0'2 (valid-guti?) if
there exists a user action between 73 and 75. Hence in that case the derivation works. o

By consequence we now assume that:

{_7 TUID(_)a_a PUID(_7 _)17 FUID(_)} N {7'/ | T3 <r 7’ =<7 7’2} =0 (46)



NSID(I) or € 1

.
| | |
T: —@ @ @
in ID in D
O-Tl (SQNU ) O’in(SQN'LP> _gin (SQN,‘J’) UT (SQNU )
o (SQNP) — o' (sQNIP)
in ID
o (SQNY)
Y
i D
o, (SQNY)
o (SQNY') — ol (sQne?) ‘
in ID in D
o (SQN - - o (SQN
7 (SQN) o(SONE) — o™ (sONE) = (SQNG)
e ¢ ¢
NSip(l) or € I T

Fig. 18. Second Graphical Representation for the Proof of

It follows that ~accept,, — —o' (valid-gutiy’), hence part-trj;7t  — accept... We also deduce from that o, (GUTLY) =
ol (GUTI?). Applying [(StrEqul), we know that:

D NiTa
accept® \/ fu-tr e
Tz =<7Ta =_7FN(ja)'<—r7-3
Therefore:
parttrj! \ fu-trie A part-tr)z:
To=rTa = _,FN(ja)=<+T3
Similarly, we show that o, (GUTIY) = o (GUTIY) and that:
part-tryr: . ¢ \/ fu-tryrs A part-try .

Te=<7Ta = _,FN(ja)<+T3
We can start building the wanted derivation:

NiTa
u:rs

¢, I-reveal,, (fu-trgre A part-tr7:

“:TZvT)Tz<T'ra =_FN(ja)=<rT3

; NiTe n:
~ ¢ rreveal,,, (fu-trué A part-truéz)

To=<7Ta = _,FN(ja)=<rT3
in n.T, : n:T FA*
o, I-reveal,,, \/ fu-try 7 A part-trj7
Te=<7Ta = _,FN(Ja)<+T3
~ ¢" r-reveal,,, \/ fu-trgre A part-try - .
Te<rTa = _,FN(ja)<+T3
R

. . f n:
¢, l-reveal,,, part-tr);7t - ~ ¢l r-reveal,,, part-tr:7; ,

Let 7, = _,FN(j,) be such that 7, <, 7, <, 73. Let 7, be _, TN(jq, 1) or _, PN(j,, 1) such that 7, <, 7,. To conclude, we
just need to build a derivation of:
Nty Ta

¢", I-reveal,,, fu-tr} 7 Apart-trl -~ ¢ rreveal,,, fu-tryrs A part-try s

uire, 7T
The proof consist in rewriting fu-trj.”* A part-trii! _ and fu-trz% A par’[-’[rzi%,I such that they can be decomposed (using
FA) into corresponding parts appearing in reveal,,. We do this piece by piece: the waved underlined part first, the dotted
underlined and the dashed underlined part. We represent graphically the protocols executions below:



NSID (_) TUID (j(]? 0) TN (ja, ].)
or € or PUpp(jo,1)  or PN(ja,1) FN(Ja) FUp(jo)  TUp(45,0)  TN(j1,0)  TUp(4,1)
— ‘ ‘ : ‘ . . )
s To o Ta T3 T2 T1 T
. L. L ‘

c) Part 1 (Waves): We are going to give a derivation of:

NiTq
uiTs

o, I-reveal,, , fu-tr

Recall that o, (GUTI) = o (GUTI?) and o, (GUTL;) =

N:Tq
u:ts

o, I-reveal,, , fu-tr

We know that:

Hence: _
(fu-trg.

uiTs

[fu-tr):*]o., (GUTLY) = [fu-tr

Uits

o (GUTI). Therefore it is sufficient to give a derivation of:

Intuitively, the only way we can have o (GUTIP) = GUT= is:
o if the SUPI or GUTI network session j, accepts with the increasing sequence number condition.
o and if o} (GUTIY) was not over-written between 7, and 7;.
It is actually straightforward to show by induction that:

A or, (GUTIY) = o (GUTIY)) « (fu-trg7

Nty
uiTs

nit,

Ao (GUTIP) = o (GUTIY) ~ ¢, r-reveal.,, fu-tryzs A o™ (GUTIY) = o (GUTIY)

N 07 (GUTLY) = o (GUTIY) ~ @I, r-reveal,,, fu-trl.7s A o, (GUTIP) = ol (GUTIY)

JouTr-

Ao (GUTIY) = GuTI*)

o (GUTIY) # GUTF* « | —inc-accept V \/ inc-accept,” V \/ accept.>
! =_,1N(5",1) 7/ =_,IN(5’,0)
or 7/ =_,pN(57,1) =<y <77
Tp<rT!/ <77
Hence:
fu-trjre A o, (GUTLY) = o' (GUTIY)
& futrf7e ninc-accept A N\ -inc-accept’ A A -accept
T/=_,1N(5",1) T/=_,1N(j’,0)
or 7/ =_,pN(j’,1) =77/ <771
Tp<rT! <171
NiTq A3 ID : 1D in o
& futr(7e ninc-accept A A —inc-accepti A A g(el)) # GutP
7/=_,N(5,1) 7/ =_,1N(5",0)
or 7/=_,pN(j7,1) Tp=rT/ <771
Tp<rT/ <77
For every 7, = _,TN(_,1) or _,PN(_,1), we know that SQNY is incremented at 7,, if and only if inc-accept‘T'fL is true.
Therefore:

inc-accepty <« o (SQNY) < o7, (SQNY)

Using the fact that o™ (SQNI) = o, (SQNIP), we can rewrite this as:

H 1D
inc-accept,

Using this remark we can show that:

n:Tq
Uirs

fu-trye A o, (GUTLY) =

n:Tq
UiTs

+ fu-tr

Doing exactly the
n:Tg

fu-tryz;

niTq

< fu-tryz; A

< o (SQNP)

" (GuTiY)
o, (SQNY) — o, (sQN)
< 07, (SQNY) — 04, (SQNY)
same reasoning, we show that:
A 04, (GUTIP) = o (GUTIY)
o (SQNY) — o (SQN)

< U@(SQN%) - UQ(SQN{JQ)

Or, (SQNLD) -
(sQNy) —

= 0.

07, (SQNY) —

= 0

in
T1

in

T1

D
N

(sQN

: N
) — o (seNg) )

— o7 (SONY) < 07, (SONP) — 07, (SQNY)

Or, (SQNIUD) in ]
_ A g(¢7) # GUTP"
o (SQNIP) /\ '
Ty =T <rTy
., (SQNE)

- A ol # aure
7' =_,m(j’,0)
Ty =T <rTy

(47)

(48)



We introduce some notation that will be used later: for every symbolic trace 7 = 79, @i and identity ID, we let sync-diff-in” =
sync-diff’” .
We now split the proofnin two, depending on whether o) (sync;?) is true or false. Let ¢ = fu-tr
i Ta i i .
o (GUTIP) and ¢ = fu-try72 A o™ (GUTIY) = o™ (GUTIY). Using the fact that:

Nty
uiTs

A ol (GUTLY) =
(oi[l(sync{?),aﬁl(sync%)) € reveal,,
We can build the derivation:

¢, I-reveal.,, o™ (synciP) A b, =o'l (synciP) Atp ~ ¢, r-reveal,,, ot (syncy) A i, -0l (sync) A ¢ 5
T Ly up

¢, I-reveal,,, o (sync), o (sync) A1p, ~on (syncy) A

~ ¢ r-reveal,,, ol (synce?), ol (synce) A b, —om (synce) A v 5
— — = imp

¢, l-reveal,,, i) ~ ¢ r-reveal,,

We now build a derivation of ¢, |-reveal,, o™ (synciP) A ¢ and one for ¢, |-reveal,, —o™" (synci®) A ¢:
o Using the fact that we have o7} (syncy?) and 7)), we know that:

o (syncl) A fu-trgre A o, (GUTLY) = o (GUTIYD)
ree o ID seclD
sync-diff-in_, sync-diff;;

& o (synciP) A fu-trgire A
o, (sync,’) < sync-diff? = sync-diff-in}’

Uits

A 9(é) # curre

r/=_m(",0)
Ty =T <rTy

Similarly, using @8) we get:

o (synce) A fu-trizs A o, (GUTIE) = o (GUTIY)

, . sync-diff-in> sync-diff> ,
in 1D NiTq Tb T in .

+ ol (syncy) A fu-try= A , A o A ) GUTI®
= (Syne) = < sync-diff> = sync-diff-in?> | /\(,,i(% )7

16 71, 7/ =_,1n(57,
Tb<7-7"<771
Moreover, we know that:
((GutP*,GuTr*) € reveal,,) .~ w0 (sync-diff-inﬂi,sync-diff-ini) € reveal,,

Tp=<r7/ <771

(sync—diff-in‘;z ,sync-diff—ini) € reveal,, (sync-diffﬂz ,sync—diffi) € reveal,,

(o‘;‘b (syncy), o, (sync{?)) € reveal,,
And using we know that we have a derivation of:
¢, I-reveal,, ~ ¢, r-reveal,,

~ ¢ r-reveal,, fu-tr

N7, Simp

u:rs

NiTq
u:rs

@M, I-reveal,,, fu-tr

Using this, we can rewrite aiTrL (sync?) A ¢ and aiTl (syncy) A 1 as two terms that decompose, using FA, into matching
part of reveal,,. By consequence we can build the following derivation:

¢, l-reveal,, v ~ ¢, r-reveal,,

in | in D in in ID. Slmp (49)
o7, I-reveal,,, of) (sync?) Ay ~ @7, r-reveal,,, oy, (syncy) A ¢

« We now focus on the case where we have —o™ (synciP).

First, assume that 7, = _, TN(jq, 1). In that case, we know that fu-trﬂ%g — accept?”. Since accept, — o (syncl), we
get that (=0l (sync?) A1) « false. Similarly we have (—o™) (syncy ) A ) « false. By consequence, we have a trivial
derivation: -

¢, l-reveal,, ~ ¢ r-reveal,,

o, I-reveal,,, false ~ ¢ r-reveal,,,false

. . . . Simp
¢, I-reveal,,, ol (sync?) A ~ ¢, r-reveal,,, —om (syncy) A ¢



Now assume that 7, = _,PN(j,,1). Since 73 = _,FU;p(jo) < 7, we know by validity of 7 there there exists 7/ =

_,PUp(j0,2) or _, TU;p(jo,1) such that T <. 3. It is straightforward to check that if 7/ = _, TU;p(jo, 1) then since
7 = _, PN(ja, 1) we have fu-trj:" ¢ + false and fu- tru + false. Building the wanted derivation is then trivial.
Therefore assume that 7/ = _, PUID(]O, 2). Observe that it fu- trn T“ — acceptITD,. We have two cases:

— Assume 7’ <, 7p. Using [(Equ2)l we know that:

accept’

H Nty
- \/  supitr]7
Tn=_,PN(jn 1)
o< TR <rT

iny\ _ nin
— \/ g( Tm) =n
Tn=_,PN(jn,1)
T <1+ Tn <7/

— \/ P (b-auth) =n’»

Tn=_,PN(jn,1)
Tz <rTn <77’

— o (b-authy’) # n’ (Since 7' <, )

Moreover:

n'ra

fu-trie — ol (e-authy’) = n’s — o (b-authy) = n’e

nra

Therefore fu-tr,..¢ — false. Similarly we can show that fu-trﬂ% — false. It is then easy build the wanted derivation.
- Assume 7, <, 7. We summarize graphically the situation below:

NS (L)

or € PUID(jOa 1) PN(jaa 1) PUID(j07 2) FUID(jO) TN(jla O) TUID(j7 1)

— . . . . . .
TNS Ty Ty 7./ T3 T1 T

First, since there are no ID actions between 7, and 7/, we know that =™ (syncl®) — —o™ (synci). Recall that
fu- trn ¢ — accept. Using |(Equ2)| it is simple to check that fu-trj 72 A acceptITD — supi-tr, N7 Therefore:

Uity 7’

(= (syncl) Afu-trg7e) — —o™h (syncl) A accept

— inc-acceptl A o (SQNY) — o, (SQNI®) = 0 (Using
Ao (SQNY) — o (SQNY) = 0
Using again the fact that there are no ID actions between 73, and 7/, we know that ol (sQNP) = ol (synciP). Moreover
ol (synciP) = o,/ (syncl), therefore o™ (SQN'P) = o (syncl). Similarly, we know that o (SQN'D) = 0" (sQNP).
Summarlzmg.
NSip(_) , . . ) . .
or € PU;p (jo, 1) PN(Ja, 1) PUip(jo,2)  FUin(jo) TN(j1,0)  TU(j,1)
4 ‘ ‘ : ‘ ‘ a
TNs Tz To ! T3 1 T

Using the fact that we have —o™ (synciP) and (@7), we know that:

o (syncl) A fu-trge A o, (GUTLY) = o (GUTIY)
0+ (SQN®) — 5/ (SQN'P . .
) Z N ) A gtem) # curre
= UTl (SQNN ) - 071 (SQNU ) ' =_ 8,0
=TT <771

< -0l (sync®) A fu-trgi7e A inc-accept.)



Besides, accept)> — o,/(synci®), and since 7/ <. 71 we know that o (Syncl®) — o™ (sync’®). Hence:

o (syncl) Afu-trjire A o, (GUTLY) = o (GUTIY)

& =0l (synciP) Afu-try e Alinc-acceptl A sync-diff) = sync-diff-in A A g(4lh) # Gurr

uiTs

/=_,m(5",0)

=<7 <r Ty
Similarly we have:
£(syncU ) Afu-trgme 7o A 0r, (GUTIY) = of (GUTIN )

& -0l (sync) A fu-tru;T:S inc-accept,, A sync- diff> = sync-diff- m'D A /\ 9(4h) # GuTrs
o 7'=_,n(j",0)
Ty =<7 <rT1

And using we know that we have a derivation of:

o, l-reveal,, ~ ¢, r-reveal,,
in n.r, in n:t, mp
o7, I-reveal,,, fu-tr2 ~ @' r-reveal,,, fu-tr, ¢
Moreover, we know that:
i i see s 1D ff_iq 1D
((cuTP*, GuTr*) € reveal,,) =m0 (sync-dlff-lnﬁ,sync—dﬁf—ml) € reveal,,
Tb 7—7' TTl
(sync-diff?,sync-diff%) € reveal,, (U‘T”b (sync),on (sync{?)) € reveal,,

Similarly to what we did in {@9), we can rewrite ﬁUiT”b (sync?) Ay and ﬁag (syncy) A1 as two terms that decompose,
using FA, into matching part of reveal,,. By consequence we can build the following derivation:

o1, I-reveal,ip ~ ¢ r-reveal,, _
— Simp

i i i i ID
@7, |-revealy,, ~o7 (syncy’) Ay ~ ¢F, r-reveal,,, oz (syncy) Ay

d) Part 2 (Dots): Usmg (StrEqu2)| we know that part-tri:! — — accept;,. Therefore, using [(A6) we get that

Uure, 7
part-trj7t _ — ﬂaccept”’ for every ID’ # 1D. It follows that part-tr — t;, = msg>, and therefore:

Uite, 7

n.ry
UliTe, 7T

part-tri”  — mo(ty) = o‘T"l (SQNP) @ fiw (n91) (50)

u:r2,7

And:
parttri7t - — ms(tr,) = Macgn (7', o7 (sQNY) , o (GUTIYY)))

Uite, 7T

Moreover, since no action from agent ID occurs between 75 and 71, we know that o™ (GUTI®) = o™ (GUTI”). Hence:

partri7y | — my(tr,) = Mac (0, o™ (sQNE) , o (GUTiP))) 1)

U:re, 7

Therefore using (50) and we can rewrite part-trj7! _ as follows:

Uire, 7T

mi(g(@) =t A ma(g(dl)) = ma(t;,) A w3(g(dl)) = m3(ty,)

part-tr™ = | A gl n) :O'L[;(GUTIIUD) A o (GUTIY) = o (GUTIY) A ol (valid-gutil’)

ure, 7 = fa - PO NN AP AINP NSNS\ NS Sy g S i

A range(o™f (SQN), o7, (SQNY))



e) Part 3 (Dash): Since part-try 7! ~— o (valid-guti;’) we know that:

Uire,T
parttr}  — o (GUTI?) = m-sucil

Uire, 7

Besides, as o™ (valid-gutiy’) — o' (synci®), and since o (valid-guti;’) — o™ (valid-gutiy’) (because 75 <, 71 and 75 A,
NSip(_)), we know that:

part-tr)7t _ — (range(o (sQNY), o (SQNY)) ++ (o™ (valid-gutiy’) A oM (SQNP) = o™ (sQNY)))
Similarly we have:
part-tr[];::;I — O'g (GUTIY) = m-suci®

part-trs . — (range(a‘L"(SQN%’), o (SQNY)) (ag(valid-guti{?) Ao (SQNF) = o&(SQN%’)))
Moreover:

(m-suci '~ m-suci ‘f) € reveal,, (0'7?2 (valid-gutiiy) ~ ag (vaIid-guti{TD)) € reveal,,
Finally, using we know that we have a derivation of:

I-reveal,, ~ r-reveal,

. , - . . . - , - . FA*
l-reveal,,, o (valid-guti;’) A 0" (SQNIP) = o (SQNIP) ~ r-reveal,,, o™ (valid-gutii?) A o (sQNy) = UE(SQNINQ)

T0> Y T1

f) Part 4 (conclusion): To conclude, we combine the derivations of Part 1, Part 2 and Part 3.

Proof of

TUID(jia O) TN(j, O) TUp (]m 1) TN(j, 1)
T —e o o o
T2 T1 Ti T

Recall that:
full-tri 77 = (part—tr'”1 Ag(en) = Macﬁm(nj))

UiTe,7; Uite,T;

The fact that 72 = _, TU,, (1)(Ji,0), Ti = _, TU,_ (p)(Ji» 1) and 72 <; 71 <, 7; is straightforward from |(Der3)| It is easy to
check that:

ni7Ty,7

full-tr,z, -, = (part-trﬂii:;E A g(qﬁil”) = Maciw1 w (7 ))

Moreover:
4 (g 4 j
(Mack.rﬁ (n?), Mack;r1 a (N7 )) € reveal,,

And, using [(Der3), we know that there exists a derivation using only FA and Dup of:

o I-reveal.,, part-trL‘@Z;T)
n:Ty

" l-reveal,, ~ ¢ r-reveal,, — .
T oo o ~ ¢! r-reveal,, part-tryz;

It is therefore easy to built the wanted derivation using only FA and Dup.
Proof of [(Der2)|
We recall that:
i — ( inj-auth, (1D, jo) A gr(e-auth{;“) # Unknownld o >
7 A (9(#7)) = GUTE® @ f((n%) A ma(g(4])) = Macg ((GuT” , n°))
N inj-auth_ (v (ID), jo) A ailr‘(e-authﬂo) # Unknownld
: <A m1(g(d)) = GUTI & () A ma(g(6l7)) = Mac], ((GuTr nf’°>>>

L

Let jo € N. Using Proposition 25 on 7, we know that:

inj-auth_(ID, jo) « n’® = o"(e-auth}) (52)



Similarly, using Proposition 25| on 7 we have:
inj-auth_ (v, (ID), jo) « n’° = o (e-authy ™)) (53)
Let 79 be such that 7 = 79, ai. It is straightforward to check that for any n € N:
(O’TU (e-auth?®) = Unknownld) <\ -net-e-auth.(A;, jo)

1<i<B
unk T
(am (e-auth’) = Unknownld) “ /\ —net-e-auth_(A;, jo)
— 1<i<B
unk

Since for all 1 < i < B:
(net-e-auth.(A;, jo) ~ net-e-auth _(A;, jo)) € reveal,,

n:Ty

and since fu-tr..' Aunk — false and fu-trﬂ% Aunk — false, we deduce that:

H H n:
o7, I-reveal,,, b;, A ~unk ~ ¢, r-reveal,, fu-trué1 A —unk

. _ Dup*
@M, I-reveal,,, unk, false, fu-trj:* A —unk
~¢", r-reveal.,, unk, false, fu-tryz- A —unk
¢, I-reveal,, , unk, fu-tr):7 A unk, fu-trj:7" A —unk
~¢", r-reveal,,, unk, fu-trg7 A unk, fu-trgz" A —unk A

nity
uT

: ; n:
n |-reveal, , fu-tr7* ~ ¢, r-reveal,, , fu-try=-
T 0 T 0 u:r

From the definitions, we get that:
(ar(b-auth{{’) = ID) — (U‘T”(e-authff) = 1DV o"(e-authl?) = Unknownld)
Therefore: _ _ _
(fu-trj™* A—unk) — or'(e-auth)’) =10 — net-e-auth, (1D, jo)
Moreover:
, GUTI?® & f,(n?°) = [net-e-auth. (I, jo)]t-suci-&, (1D, jo)
net-e-auth. (1D, jo) — 5 . ) , ]
A Magcg ((GuTr’® , n’°)) = [net-e-auth.(ID, jo)]t-mac- (ID, jo)
Using (52) and the observations above, we can rewrite fu-tr};™* A =unk as follows:
n’o = ¢"(e-auth!”) A —unk
futri A-unk = | Ami(g(¢") = [net-e-auth. (1D, jo)|t-Suci-& (ID, jo)
A ma(g(¢™M)) = [net-e-auth. (1D, jo)]t-mac. (1D, jo)
Similarly, using (53), we can rewrite fu-tr[}%1 A —unk as follows:
njo = a‘l"(e-authﬁ*(m)) A —unk
fu-trys- A ~unk = [ A mi(g(¢l)) = [net-e-auth, (1D, jo)]t-suci-6_ (1D, jo)
A ma(g(6") = Inet-e-auth, (1n, jo)t-mac, (1p, jo)

e

We can now conclude the proof:

¢, I-reveal,, ~ ¢, r-reveal,, )

Jo Jo DUp
n’°, —unk, GUTI’?,

¢, I-reveal,,, o, (e-authl), | [net-e-auth, (1D, jo)]t-suci-&- (1D, jo),
[net-e-auth, (ID, jo)]t-mac, (1D, jo)
n’o —unk, GUTI?,
~¢", r-reveal,,, o, (e-authy”™), | [net-e-auth, (1p, jo)lt-suci-&_(1p, jo),
[net-e-auth (1D, jo)|t-mac_ (1D, jo)

¢in l-reveal,,, fu-tr).”* A —unk ~ ¢in r-reveal fU-’[I’n:Ll A =unk
? 70> u:r T 70 u.r

T



APPENDIX VI
PROOF OF LEMMA

The proof is by induction over 7. For 7 = €, we just need to check that the elements from Item [2] of Definition [46] are
indistinguishable, which is obvious from the definition of o, in Definition @

We now show the inductive case: let 7 = alg, . .., ai, be a valid basic symbolic trace with at most C actions NS, and let
alp, ..., ai, be such that 7 = aig, ..., ai,. Also let 79 = aio, . ..,ai,—1 and 79 = alo, ..., ai,—;. We assume by induction that
there exists a derivation of: . _ S

o7, l-reveal,, ~ ¢, r-reveal,,

We do a case disjunction on the value of ai.

A. Case ai = NSp(j)

We know that ai = NS,,_p)(j) and v, (ID) = fresh-id(v,, (ID)). Moreover, ¢, = " and ¢, = ¢i1n_ Hence |-reveal, and
I-reveal,, coincide everywhere except on:

o, (valid-guti’®) ~ o (valid-guti’~ ™)) sync-diffl” ~ sync-diff/~ "™ m-suci’® ~ m-suci ")
We can easily conclude with the following derivation:

¢, l-reveal,, ~ ¢!, r-reveal,,

Simp

oI, I-reveal,,, false, L, false ~ ¢, r-reveal,, false, L, false R

o, I-reveal,, , o, (valid-guti’”), m-suci ', sync-diff”
~ ¢ r-revealy,, o (valid-guti®” ™)) m-suci v () sync—diff;’(“”)

B. Case ai=PN(j,0)

We know that ai = PN(j,0). Here I-reveal; and |-reveal,, coincides completely. Using invariant [(A1)| we know that
n’ & st(¢l"), and n’ & st(¢r, ). Therefore we conclude this case easily using the axiom Fresh:

¢, l-reveal,, ~ ¢, r-reveal.,

. , . - Fresh
o7, I-reveal,,,n’ ~ o7, r-reveal,,,n’
C. Case ai=PUp(j,1)
We know that ai = PU,,_(p)(j, 1). Here |-reveal. and |-reveal,, coincides everywhere except on the pairs:

o (valid-guti’®) ~ o (valid-guti’” (™) m-suci’® ~ m-suci’ (™) sync-diff” ~ sync—diff;’(“”)

r

J
Ne

or(5QND) = (sNP) ~ ax(sont ™) —of(sant ) ({(p, o (s}~ {(v-(p), A (sany )15 )

(Mac&:ﬁ(({m), UT(SQN{?»};;N L g(dM)) ~ MaCi;,<yo)(<{<V7—(ID) , UiL”(SQNZT(ID)))};ﬁN ; 9(¢i£)>))
a) Part 1: We know that o (valid-guti”) = o, (valid-guti/” ™) = false. We deduce that m-suci?” = m-suci "™ = 1.
It follows that we have the derivation:

o1, I-reveal,, ~ ¢, r-reveal,,
T *

. . FA
o7, I-reveal,,, false, L ~ ¢, r-reveal,,, false, L (54)

¢, I-reveal., , o, (valid-guti.”), m-suci > ~ ¢, r-reveal., , o (valid-guti?~ "), m-suci ™

b) Part 2: We have:

o7 (SQNY) — o (SQNP) = suc(o'(SQNY)) — o7 (SQNY) =1
ar(sQNy™ ™) — o (sQny™ ™) = suc(oM(sony ™)) — oM(song ™)) = 1

And:

sync-diff’” [o-(sync”)] (o, (SQNY) — o, (SQNY))
— [o"(sync®)] (suc(o™(sQNP)) — o (sQND))

[0 (sync?)] (suc(sync-diff} ))



Similarly, sync-diff;*(“’) = |oM(syncy (ID))] (suc(sync-diffig(‘D))). Hence we have the derivation:

oM, I-reveal,, ~ qS'” r-reveal,,

*

, Dup
¢, I-reveal,,, oM (synciP), sync-diff ~ ¢, r-reveal,, T(sync{j*(”’)) sync-diff/r (™)

™ —— Simp (55)
o I-reveal,,, sync-diff”, o, (sQN'?) — " (sQNIP)
~ ¢IN rreveal,,, sync-diff, "), o, (sQny™"™) — oM (s ™)
c) Part 3: Let s; = len((Ip, o'"(sQN!P))). Using the CCA1 axiom we directly have that:
len(ip) = len(v,(1p))  len(c™™(sQN™P)) = len(a (s~ ™))
¢, I-reveal,,, s; ~ ¢, r-reveal,,, s; len((Ip, oM(SQN'))) = len({v, (D), o (sQN ™)) (56)

¢ I-reveal,,, {(ID, am(SQNID»}pk ~ ¢ r-reveal,,, {(v,(ID), 'n(SQNVT(]D)»}pekN

Moreover, using Proposition 21 we know that:

len(oM(sQN®)) = len(o™"(sQny ™))
Similarly, we can show that s; = len({ID, o"(sgn-init;))). Since:
(len((ip, o (sqn-init;))), len((1D, o™ (sqn-init)))) € reveal,,

we know that: . ]
n n
o7, I-reveal,, ~ o7, r-reveal,,

in |- I in [ R+ Dup
o7, I-reveal;,, s; ~ o7, r-reveal,,, s;

This completes the derivation in [56]
d) Part 4: To conclude, it only remains to deal with the Mac' terms. We start by computing Set-macﬁ:g:

set-macﬁlmn(gb‘ﬂ,l-revealm) = {({(ID ol " (sQNy )ﬂpf , g )N | 7= PUp(j1,1) < T}
U {(m(g(el)), n') | 7 = L PN(jr, 1) < 7}

We want to get rid of the second set above: using [((Equ3), we know that for every 7 = _, PN(j1,1) < 7:

g(d,) =/ Ami(g(en,)) = {(1D, o, (sQNy )>}pk

accepty <> . (57
et \ A ma(g(61) = Mackg ({10, o (NP} 9(6)))
We let U be the vector of terms ¢, I-reveal,, where we replaced every occurrence of acceptITDl (where 71 = _,PN(j1,1) < 7)

by the equivalent term from (57). We can check that we have:
ni1
set-macﬁg(\ll’) = {({(ID ol " (sQNy ))}pk ) g(d) ) |71 =_,PUp(j1,1) < r}
For every 7 = _, PU;p(j1,1) < 7 it is easy to show using Proposition 21| that :

len((ip, o (sQNP))) = len({ID, o (SQNY)))

Moreover, using the axioms in AXjen we know that len((ID, o'"(sQN!P))) # 0. Therefore, using Proposition [18| we get that
we have:

{(p, U'”(SQNID»}pk #{(ip, of (SQNID)>}
Hence by left injectivity of (-, _):
{(o, UT(SQNLD»};i , 9(7) # ({{ID, o7, (SQNID)>}pk , 9(on)

It follows that we can apply the PRF-MAC! axiom to replace the following term by a fresh nonce n:

Macyo (({{ID, oI (sQNY; )>}pi L 9(eM))



We then rewrite every occurrence of the right-hand side of (37) into accept; (where 7y = _,PN(j1,1) < 7). This yields the
derivation:

o, -revealr,,n ~ @, rreveal,, Mac. ) ({ (v-(D) , o (sony™ ™))} |, g(é)))

- ; py - PRF-MAC!
o7, l-revealr,, Macgs (({(1D, o7 (SQNY)) ok 9(7)))
. j .
~ ¢lf. rrevealy,, Macy,.. o (({ (v-(1D). oM (song ™1 L g(el))
We then do the same on the right side (we omit the details), and conclude using Fresh:
oI, l-reveal,, ~ ¢, r-reveal,,
Fresh
#" l-reveal,,,n ~ ¢'“ r-reveal,,,n

PRF-MAC!

o1, I-reveal,,,n ~ qﬁiln,r-reveaITOMaci;mD)(<{<VT(ID) (SQNZT(ID)»};éN , g(6iM))

We conclude the proof by combining the derivation above with the derivations in (54), (33) and (56), and by using the induction
hypothesis.

D. Case ai = PN(j,1)
We know that ai = PN(4, 1). For every base identity 1D, let M, be the set:

My, = {TQ | To = _,PUID(jl, 1) <TAVT st. T <, 1171 7é _ NSID(_)}
Here |-reveal, and I|-reveal,, coincides everywhere except on the following pairs:

(sync-diff‘f ~ sync-diff;T(ID)) (net-e-authT(ID,j) ~ net-e-authL(ID,j))

IDE Spig IDE Spig

(Mack, (7, suc(o™, (saxP)))) ~ Macg,.u (0. suc(o (sony ™))

a) Part 1: Let 1D be a base identity. We consider all the new sessions started with identity ID in 7:

T2 € Mp,IDE Spig

{NSip(0),...,NSpp(lp)} = {NSip(2) | NSip(2) € T}

This induce a partition of symbolic actions in 7 for identity ID. Indeed, let k be such that ID = Ay, o, and for every —1 < ¢ < [,
let ID, = Ay ;+1. Then we define, for every —1 < i < [y:

NSip(7) <r 71 <+ NSp(i +1) if 1 <i<lIp
T = {7 | 7= _,PUp(j1,1) A { 71 <7 NSp(0) ifi=—1
NSip(l) <7 71 <7 ifi =1

And Ty ={m |1 =_, PUID(jl, 1)AT1 < 7}. We have T}, = L—ﬂ_1<i<lm T, and for every —1 < i < Ip:
vr €Ty, vy, (ID)=1D; and Ty, = {7 |71 =_PUp (j1,1) AT <71}

b) Part 2: Using [([Equ3)] we know that:

9(df)) = n’ Ami(g(e7)) = {(iD, o7 (SQN“’)>}

accepty <> s (58)
= run(ir e \ A T2(9(0F)) = Macge ({{ID, o7, (SQND)) ok 9(¢T1)>)
b,
For all m, € Tjp, we let blT? be the main term of the disjunction above.
Similarly, using on 7, which is a valid symbolic frame, we have that for every —1 < ¢ < [jp:
. . . J1
g(dp) = Ami(g(e7)) = {(ID;, o (SQNG)) ok
accepti +» - o - ' (59)
ri=_runn ety \ A 72(9(6F)) = Mac, (({(D; , oF (SQNU‘)>}pk , 9(e)))
Moreover, if we let {ID; .,,...,ID,,} be such that:

copies-id(ID) = {IDy, ...,ID; }W{ID; ,4,...,ID,,}



Then, for all i > [;p, we have acceptIEDi + false. Therefore, using [(A5), we can show that:

net-e-auth? « \/ accept®: (60)

—1<i<l

¢) Part 3: For every 11,75 € Tjp such that 71 # 79, 71 = _, PU;p(J1, 1) and 7o = _, PU;p(j=2, 1), using Proposition [18|and
21l we can show that:

. . J
bR AL {(ID, o (sQNP) I = {(ID, o (sQNI)) }0i
— false (61)

Similarly, for every 7,7 € Ty such that 7 # T9, 71 = _,PUp(j1,1) and 79 = _, PU;p(jo, 1), using Proposition [18| and
we have that:

D, 1D, \\ynd! in ID;\\ N2
B2 AB S {(D;, o (soNE ) HE = (1D, o) (sQNE )}
— false (62)
Moreover, since for all identities ID; # IDo, we have eq(IDy, ID;) = false we know that:

(accept’™* A accept’?) = false (acceptg’1 A accept?) = false

And for all non base identity ID, using [(Accl)| we know that accept!” «» false. We deduce that:

1D v al -
((b-,—l)nETID)IDESbid , Aives,, ~accept; and ((b?ﬁ) Ty €T ) ; \ives, maccept;
T Cigishe / IDESyy S~

bunk M

are CS partitions. Besides, for all 71 € T, we have:
[b°] (tT = Macg, ({0’ , suc(o™ (soN! )>)) and  [bun] (t; = Unknownld)
From Proposition 28] we deduce:

t; = if ~bynk then caese(b“’ Mackm(< , suc(al (sQNP))))

D Spiy (63)
else Unknownld

Similarly, for every —1 < </, for every ™ € T"°:

[72] ( Mackml ((n? , suc(o™ (SQNU*I)))) and [bunk] (tz = Unknownld)
Again, from Proposition 28] we deduce:

tr = if “byn then case (b :Macye, ({0, suc(o™ (sQNy™))))
B S5k, T T
IDE Spig

else Unknownlid

Since Tip = W_; <<y, T, and since V7, € T}, ID; = v, (ID), we know that:

t; = if ~bun then case ™ Mac? UTI<,D)(< , suc(oy, (sQNy™ ))))

IDE Spig (64)
else Unknownlid




d) Part 4: We are going to show that for every ID € Syq, for every 7 = PUp(j1,1) € Tip, there is a derivation of:

D,
0Ty

o, = ¢ lreveal,, b ~ ¢! r-reveal

T0Y Y11

For this, we rewrite b)> and % using, respectively, (58) and (39). First, remark that:

(bin ~ ¢in
in-gin ; in Dup
TIYTY 7T
And that the following pairs of terms are in reveal,,:
(W7, n7) (£, o (sQNP) bk (v (10) o (sQny™ ™)) 155 )

(Macky ({0, o (sQNP) Ik, » 9(68,))), Macler, o ({{vn, (D) oF, (song™ NI 9(6h,)))

Therefore: ) .
o7, l-reveal,, ~ ¢7, r-reveal,, s
& l-reveal,, , b ~ ¢ r-reveal,, , b me (63)
T To? Y11 T T0O? 77—71
Combining this with (58), (59) and (60), we have:
o1, I-reveal,, ~ ¢, r-reveal,, _
. = Simp
", I-reveal,, (b‘g) ~ ¢7, r-reveal,,, (7‘;’;‘) (66)
—/ 11€Tp —/ 11€Tp Slmp
¢, I-reveal,,, net-e-auth” ~ ¢, r-reveal,, , net-e-auth.”
And: ) .
o, l-reveal,, ~ ¢, r-reveal,, Si
imp
in_|-reveal (b‘[)) ~ ¢ r-reveal ( ‘Di) 67
o7 TN €T, D€ Sg o7 TP\ ) €T, IDE Sy (€7)

. . Simp
o7, I-reveal, bunk ~ @7, r-reveals, bunk
We can now prove that ¢, ~ t,. First we rewrite ¢, and ¢, using, respectively, and (64). Then we split the proof with
FA, and combine it with (63) and (67). This yields:

¢, I-reveal.,, (Macﬁg(mj 7 suc(a‘T"l(SQN{JD)»))
71 €Tip,IDEShig

~ ¢‘l”, r-reveal.,, (MaciVT1 w ((n?, SUC(O’LL(SQNZH (ID)))>))

71 €Tp,IDEShig

", I-reveal., , bunk, (bITDl, Macis ((n7 SUC(O’iTnl(SQN{JD))))) (68)
m 71 €T, IDESpig

~ ¢, r-reveal,, bunk. (b:fl(m), Mac?..., w (07, suc(a‘Ti(SQNZ”(ID))»))

71 €Thp,IDEShig

in |- I in e [ Slmp
o7, l-reveal,, t; ~ ¢7, r-reveal,,, i,

Notice that for every ID € Spig, Mp = Tl Therefore the Mac part in reveal, \reveal,, appears in the derivation above, i.e.:

(Macﬁg((nj , suc(o, (SQNE)))), Macs., a ({07, SUC(UL';(SQNET(ID))»)) s
'm — T2 D> bid
. - . ) (69)

C (Macﬁg(mﬂ , suc(a™ (sQN®)))), Maciu,1 w ((n7, suc(a™ (sQNy™ UD))))))

71 €Tip , IDE Spig
e) Part5: LetID € Spig. Our goal is to apply the PRE-MAC? hypothesis to Mac@((nj , suc(o™ (SQNIP)))) simultaneously
for every 7, € Typ in:
U = ¢ l-reveal,,, (Macﬁ.;;((nj : SUC(O"Tnl(SQNIUD)»))

Using [(Equ2)| we know that for every NSip(lip) <+ 7 = _, PUip (44, 2):
accept? < \/ (") = Mack (", suc(o™ (sQN))) A g(6l) = nit (70)

T1=_,PN(i1,1)

To=_,PUip(j;,1)
T2 <771 <T

71 €T, IDESpig



Let U’ be the formula obtained from ¥ by rewriting every acceptID s.t. NSip(lip) <+ Ti = _,PUip(4s,2) using the equation
above. Then we can check that for every 7, € Tip, there is only one occurrence of Mackm(<n3 suc(o (sQNIP)))) in W'
Moreover:
set-maci, (¥') \{{n’, SUC( (seny)))} =
{(n?, suc(o™ (SQNY))) | 72 € Tip A1 # T2}
U {(n’, suc(mz(dec(mi(g(¢} ), skn)))) | i = _, PN(jo, 1) < 7}
To apply the PRF-MAC? axioms, it is sufficient to show that for every element u in the set above, we have
((n?, suc(o7, (SQNY))) # u:
o Using |(A2)| we know that for every 71,72 € Tip, if 71 # 7o then or'” (SQNID)) #* a'” (SQNP)). Therefore:

(n’, suc(o7, (sQNP))) # (n’, suc(af, (SQNy)))

o for every 7; = _,PN(jo, 1) < 7, we have jo < j, hence n’° # n? and by consequence:

(0, suc(af (sQNY))) # (0, suc(my(dec(mi(g(47,)), sky))))

We can conclude: we rewrite ¥ into U’; we apply PRE-MAC? for every 7; € T}y, replacing Mackm(<n‘7 suc(o™ (sQNIP)))) by
a fresh nonce n?'™; and we rewrite any term of the form (70) back into acceptID Doing this for every base 1dentity ID € Spids
this yields:

in _ j,T]
o, I-reveal,,, (n )neTm,meSmd

g,r-revealm,(Maciun(m)(( , suc(a" (SQN””('D))»))
m 71 E€Tp,IDE Spig

. (PRE-MAC?)*
qsﬁ‘,l-revealm,(Macﬁ["M , suc(o™ (SQN" ))>))

i vry (ID)
~ ¢ r-reveal,,, (Macim(m)« , suc(o™n (soNg™ )))))

71 €Tp,IDEShig

71 €T}, IDESpig

We then do the same thing to replace, for every base identity ID and 7 € T}p, the mac MaCiVT1 w) ((n7, suc(o™ (SQNU” UD)))))

by the nonce n/™ in the formula:

= gbil”,r-revealm,(Maci;n<[;,>(< , suc(o™ (SQN"”(ID))»))

71 €Tip,IDEShig

The proof is similar, we omit to check the details. This yields:
¢, l-reveal,, ~ oI rreveal,

¢, I-reveal,,, (n?™)

Fresh”

~ in - J,T1
71 €T1n,IDE Spig ¢I,frevea|70,(n )

gr-reveaITo,(Maciunm)(< , suc(o™" (SQN H)))))

71 €T, IDESpig

(PRF-MAC?)*

¢in |-reveal |"|j’7—1 ~
) T0
T ( )7—1 €Tp,IDEShig 71 ET\p,IDEShig

Combining this with (68), we get: . .
o, I-reveal,, ~ o7, r-reveal,,

(71)

. — Simp*
o7, I-reveal,, t. ~ o7, r-reveal,,, t. P
f) Part 6: We now handle the sync-diff” ~ sync-diffVT(ID) part We first handle the case Where o"(sync!®) is false. Ob-
serve that o™"(syncl®) = o™" (syncl®), '“(sync”’(“))) = o (syncU ®)) and that (o™ (sync'?), o' on (syncy” (®))) € reveal,,.
Moreover:

[ (sync!®)]sync-diff® = L [~ (syncy™ ™)) sync-diffs ™) = 1
Hence:
I-reveal,,, [0 (synciP)]sync-diff> ~ rreveal,,, [0 (sync™"™)]sync-diff: ™) Simp
l-reveal., , ‘T”(sync”’) [0 (sync!®)|sync-diff”, [~o™"(syncP)]sync-diff”
~ rreveal,, oM (syncy™"™),[o" (syncy ")) ]sync-diff” ™) [~ (syncy” )| sync-diffsr ) . 72

l-reveal,,, sync-diff® ~ r-reveal,,, sync-diff:" (™)



Therefore we can focus on the case where o'"(sync®) is true. For all ID € Spig, we let:

inc-sQNy = geq(ma(dec(mi(g(47)), sky)), o7 (sQNY))

Then:
ai”(sync”’) . .
. if g Y71 then o' (sQN”) — suc(o"(SQNY
[0 (sync!®)]sync-diff> = case b <Ainc—SQN? - (SQNG) (o7 (SQNY)) (73)
T1 D .
else [0 (sync;)]sync-diff,,
And:
[0 (syncy™ ™))]sync-differ ) =
in(sync’ (°) . ,
vy _01( y VU (m)) then UE(SQNZT(ID)) —SUC(UE(SQN;T(ID)))
case b " AINC-SQNZ" (74)

€T ™ i v, (ID) secv (ID)
else [o7 (syncy™)]sync-diff7]

Take 71 € Tip, and let 7; be such that 7, = _ NS;p(l;p) and 7; < 7. We have two cases:

o If 7 < NSID_(lID), then using [(B1)| and |(B6), we know that Ji[‘l (soNp) < criTnl(SQN{JD) and that criT”1 (sync?) —
oT'(SQNY) > o (SQN;). We summarize this below:

PUip(j1,1) NSip(lip) PN(j,1)
ro— . .
T1 T T

. < .
ol (SQNY) ———— o (SQNY) _
o (SQNY)
Hence —(b A o'"(sync®) A inc-sQNP).
Now we look at the right protocol: since 7 <, NS;p(lip), we know that v, (ID) = ID; _, for some p > 0. Hence
v, (ID) # ID; = v, (ID), which implies that:

burl (1) vr, (ID)

b — accept, " — -accepty ™ - A bz

T2 E Tli,' L
We deduce that:

(B> A o (syncl)Jsync-diff> = [b> A o (synci?)]sync-diff;,

[Qzl(ID) /\ail"(syncﬁf(m))]Sync-diffzf(m) _ [Qzl(ID) /\a‘l“(sync[’j*(ID))]synC-diffZg(‘D)

. +ecID sec/r (ID) .
Since (sync-diff; , sync-diff;7"™) € reveal,, we have:

l-reveal, b ~ r-reveaITO,QZj(lD)

T0Y V11

l-reveal,,, b, " (syncl®), sync-diff ~ r-reveal,,, be "™, o (synch ™)), sync-diff/ ()

*

l-reveal,,, [b A o (sync®)Jsync-diff® ~ r-reveal,,, (b7 ™ A o (syncl"™))]sync-diff/~ ()

Combining this with (63), we can get rid of b ~ br;* (1),

T

¢, l-reveal,, ~ ¢, r-reveal,,

in e 5 FA* (75)
o7, l-reveal,, [b A ol (syncy)]sync-diff;

~ ¢, r-reveal,, (b5 "™ A o (syncl ™))sync-diff/r ()



o If 74 A7 NSip(lip), then v, (ID) = v (ID). Let ID = v, (ID), and using and we get that:

b2 A o (syncl)|sync-diff = [ Ao (sync®)] (o (sQNIP) — suc(a(sQNIP)))
+if B A o (synci®) A inc-sQN™ then -1 else 0
(b2 A o (synce?)|sync-diff> = [lg% A oizn(sync{%)} (Jiln(SQN{TD) — suc(oiL“(SQNLE)))
1D

+if B2 A o (sync) A inc-sQNE then -1 else 0

Hence using (63) we get:

¢, I-reveal,, b A o(synci®) Ainc-SQNP ~ ¢, r-reveal,,, b A oM (syncy) A inc-sQNE

T0O? =T1

. . . . —— Dup
@7, l-reveal,, b, o (syncy’), oy (SQN) — o (SQNY), b A oy (syncy’) Ainc-SQN;? 76)
~ ¢ r-reveal,,, b2, or (Syncy), o (SQNT) — o (SQNY), b2 A o (syncy?) A inc-SQNE> )
. — _ . — . — FA
¢, I-reveal,,, b A o™ (synclP)]sync-diff” ~ ¢, r-reveal,,, by A o (syncy)]sync-diff>
We split the proof in two, depending on whether UiTr‘l (syncp?) is true or not.
— If it is true, this is simple:
(o™ (synci®) A b2 A o (synciP) Ainc-sQNT) 5 (B2 A o (synci®) A o (SQNI) < o (SQNY))
(a‘i(sync{%) A B2 Ao (sync) A inC-SQN'LB> “ (Eﬁ Ao (synci?) A ol (SQNG) < Uiln(SQN;IQ))
Hence using (63) we get:
¢, I-reveal,,, o™ (syncl®) A o (SQNIP) < o™ (SQNIP)
~ ¢ r-reveal;,, o (Syncy) A ol (SQNT) < o (SQNY)
. — = . mp
o7, I-reveal,,, b2 A ol (syncy) Aoy (SQNT) < oy (SQNY)
~ ¢f,r-reveal,,, by Aoy, (syncy) A oy, (SQNT) < oy (SQNY)
¢, I-reveal,,, o™ (syncl®) A b A o(sync®) A inc-sQNY
~ ¢, rreveal,,, a7, (syncy’) A by A o (syncy’) A inc-sQNpy
We conclude the case o™ (synci®) using |(Der1)
| I-reyealm ~ r-re.veaITO . Simp
o7, I-reveal,,, o (sync’) A o (SQN) < o' (SQNY) (77)

~ ¢, r-reveal.,, o, (SyNCi?) A o7 (SONT) < o} (SQNY)

- If sync}? is false at 7 and true at 7, then we know that there is an instant 73 < 7, such that —\oiT”a (sync?) A
ol (syncy?). Since sync;? is only updated at instant PUp(_, _) and NSip(_), and since 71 A, NSp(_), the only

possibilities are 7, of the form _, PU;p(jq,2). In that case, we must have accept'T[i. Formally, it is straightforward to
show by induction that:

(U7 A o7 (syney) Aof(syney)) — \/ -~ (syney?) A accept, 78)

Ta=_,PUip(ja,2)
T1<7Ta

Using we know that:
accepty A —ol (syncl’) — o, (SQNP) = o, (SQNY)
We know that o, (SQNI?) = o™ (SQNIP) and o, (SQNI) = o™ (SQNIP). Moreover using we have:
0ry (SQNP) < 07, (SQND) or, (SON) < 0 (5QND)

Finally, we know that o, (SQNI?) = o' (SQN) + 1, and therefore o, (SQNI?) > o™ (SQNI?). We summarize this
graphically:



NSip(_)

or € PUip(j1,1) PUp (Ja» 2) PN(j,1)
ro— . . .
T T1 Ta T
! |
o (sQNY) oM (SQNIP)
I
o (SQNY) = ol (SQNP)

Therefore: _ _ .
(—o (sync?) Aaccepty ) — o (syncy’) < oy (syncy)

Hence we deduce from that:

(B A = (syncl?) A o (sync®)) — inc-sQNY
Similarly, we show that:

(g‘% A =0 (synci?) A a‘ln(synclug)) — inc-sQN2
Hence using (63) we get:

o, l-reveal,, ~ ¢!, r-reveal,

*

. - . - . Dup
#T, I-reveal,, ol (syncy), b, ol (syncy) ~ qbg,r-reveaITO,ag(sync{%)_%,

s Yo

ol (synct)

. . . Simp
o7, I-reveal,, ol (syncy) AbY Aoy (syncy)
~ ¢ r-reveal,,, o™ (sync’) A b= A o (syncy)

Z11

(79)

¢, I-reveal,,, —o (synci®) A b A o (synci®) A inc-sQNP
~ ¢, r-reveal,,, -}, (syncy) A b2 A oy (syncy’) Ainc-sQNpP
Combining (77), with (63) and (76), it is easy to build a derivation of the form:

¢, l-reveal,, ~ ¢, r-reveal,,

in | 1D in ) _AiffID FA* (80)
o7, I-reveal,,, [ A ol (syncy’)|sync-diff
~ ¢ r-reveal,,, (b " A o (synct?)]sync-diff

g) Part 7: Now it only remains to put everything together. First combining (63)), and (B0), we get:

¢, l-reveal,, ~ o0, r-reveal,,

¢7.l-revealr,, (b7, o7 (syncy) A bR ]syne-diffy) | ..
~ ¢ r-reveal,,, (QZP () 1o (synci) A b7 ('D>]sync-diff1$)
= — = — /ety

¢, I-reveal,,, [0 (synci?)|sync-diff” ~ ¢, r-reveal,,, [0 (syncy”)|sync-diff>
Combine with (72)), this yields:

¢ l-reveal,, ~ o0, rreveal,,

(81)

*

. e — FA
¢, I-reveal,,, sync-diff” ~ ¢! r-reveal,,, sync-diff>

We conclude the proof of this case by combining (66), (71)), and (§T) (recall that the Mac in reveal,\reveal,, where handled
in (9.



E. Case ai=PU5(j,2)
We know that ai = PU,,_«p)(j,2). Here |-reveal, and |-reveal,, coincides everywhere except on the pairs:

sync-diffl’ ~ sync-diff;*(“’) o-(e-auth’®) ~ o (e-auth’ (™) o (syncl) ~ o, (syncy ™)

Therefore we are looking for a derivation of:
o ¢, I-reveal,, , sync-diff’” o, (e-auth’), o (syncl®), accept’” )
T~ q§i£n7 r-reveal,,, sync-diff;T(‘D), o (e-auth? (™)), az(sync[’}’(m)), accept;T(‘D)
Let 75 = _,PUp(j,1) < 7. We know that 75 A NSip(_), and therefore 7o = _, PU,,_(p)(j, 1). We also know that:
o"(b-authy?) = o, (b-authy’) = g(¢") o (b-authl ™)) = o, (b-authy™ ™) = (¢l
We summarize this graphically:
T2 = _,PUn(j; 1) T =_PUp(j,2)
T L]
o, (b-authy) = g( ':_‘2)0/\/\/\/\/\/\/\/\/\/\/\/\ro
~
alg(b-authﬁf(“))) = g(d)g)(y\/\/\/\/\/\/\/\/\/\/\/\ro
T: —@ ?
T2 = _,PU,_(p)(4; 1) T=_PUy,n)(J2)
Hence we can start deconstructing the terms using FA and simplifying with Dup:
¢, l-reveal,,, sync-diff”, accepty ~ ¢! r-reveal,, sync-diffZ*("’), acceptg(”’) Simp
¢, I-reveal,, , sync-diff)”, accept”, g(¢-,)
~ ¢" r-reveal,,, sync-diff’" ™ accept’ " g(¢,,)
= — = — Simp
P
a) Part 1: We now focus on accept.’. Let:
T = {Tl | T = _,PN(jl, 1) NTg <r 71 < T}
Using we know that:
9(67) = MacZ, (0", suc(o™ (sQN))) A g(d) = n
accept;’ \/ in in 1D\ M (83)
T1:,,PN(j17l)ET A 1 (g( 7'1)) = {<ID’ UT2 (SQNU )>}ka
supi-tr L
Using again on 7 (which is a valid symbolic trace) we also have:
9(6") = Mac,, w ((n*, suc(a™ (sony™ ™)) A g(¢h) = n
accept;*(“)) < \/ i ’ [ N (1D)\\\Nd a
T1=_,PN(j1,1)€T AT (g(qﬁg)) = {<IDVT([D) ) UE(SQNUT )>}pi\,
supi-trun::,;il

b) Part 2: We focus on sync-diff:’. First we get rid of the case where o' (sync!®) is true. Indeed, we have:

[0 (syncy?)sync-diff” = [0 (syncy)]suc(sync-diff}) )
v (ID) )Jsuc(sync-diff/ ™)

[0 (syncy™™))Jsync-diff:- ™) = [ (syncl



And:
(s nc-diff'® . s nC_diff”r(lD)> reveal in Dy _in v (ID) |
y 700 SY 0 € reveal,, or(syncy’), o7 (syncy” ) ) € reveal,,
Therefore:

¢, I-reveal,,,, [~ (syncl®)|sync-diff> ~ ¢, r-reveal,,, [~ (synci” ™))]sync-diffs )

, , Simp
@i, I-reveal,,, sync-diff,” ~ ¢ r-reveal,,, sync-diff?(”’)

Similarly:
[0 (sync®) A —accept®]sync-diff® = L [~ (syncy™"™) A —acceptys ) ]sync-diffs" ™ = 1

Hence we can go one step further:

¢, Il-reveal,,, (supi-tr]7: _, [—or (sync) A bﬁ]sync-diff?)neT

~ ¢ r-reveal,, (supi-tr&%m [~o"(syncy ™) /\bﬁ,}sync-difff(m)) .
- — - — - T1E

. . Simp”*
#", I-reveal,,,accept’®,  [-ol'(synci’) A accept’|sync-diff.” P 84)

~ ¢ r-reveal,, accept:” () [~o" (synci” ")) A acceptsr ) |sync-diff:r ()

in |_ 1D _AiffID Slmp
or, |-reveal ., ,accept’, sync-diff’

~ ¢" r-reveal,, accept’ ™) sync-diffs (")
c) Part 3: Using twice, we know that for every 7, € T

(o™ (sync®) A supi-triTl ) — sync-diff> = 0 (85)

Uire, 7T
And that:

v-(ID)

(ﬁail“(syncU )Asupi-tr&%ﬁ — sync-diff;*(“’) =0 (86)
Using (83) and (86), we can extend the derivation in (84):

H . . H . n:
", l-reveal,,, (supl-trlj‘:fgﬁ)ﬁeT ~ o7, r-reveal,,, (supl-tru;%z) o
Tz )

. — . — Simp
7, l-revealr,, (supi-triy) ., [-o7 (syncy) A supi-triil) [10) .

Ui,
~ ¢ r-reveal,,, (supi-tr&%z, [~ (syncy ™) A supi-trl?:%l]ﬂ) (87)
ST Simp

oM, I-reveal,,,accept”,  sync-diff?”
~ ¢", r-reveal,, accept’” (™, sync-diff/ ")

We can check that for all 4 = _,PN(j;,1) € T, since 72 <, 71 and 75 A, NS;p(_) we have that:

(Macﬁxn?((nj1 , suc(a (sQNIP)))), Maciwlrﬂ((njl : suc(ag(SQN{}T(ID)))))) € reveal,, (nf*,n71) € reveal,,

({<ID, inz (SQNIUD)>};éN7 {<IDV"(ID) ’ Ug(SQNIl;T(ID)»};éN) € reveal,

We can complete the derivation in @: first, for every 71 € T, we deconstruct b, ~ QT] with FA; and then, we absorb the
subterms into reveal,, using rule Dup (which is sound using the remark above). This yields:

¢ l-reveal,, ~ o0, r-reveal,,

. Simp
o, I-reveal,,,accept”,  sync-diff”
~ ¢" r-reveal,, accept’ "™ sync-diff/ ™

Finally we conclude using the induction hypothesis.



F. Case ai = FN(j)

We know that ai = FN(j). Here |-reveal, and |-reveal,, coincides everywhere except on the following pairs: for every base
identity ID:

GUTH ~ GUTH
[net-e-auth, (b, j)] (t-suci-&, (1D, j)) ~ [net-e-auth_(ip, j)] (Ml(m, j))
[net-e-auth. (1D, j)] (t-mac, (1D, j)) ~ [net-e-auth (D, j)] (ML(ID,j))
a) Part I: Let ID € Sig. Using Lemma [/, we know that:

o.(e-authl) =1 — \/ o (b-authy) =n’

T' T
Let 7/ < 7. If ID is not a base identity we know that o, (b-auth;’) = L, and therefore:
= (o (b-auth?) = n’)

It follows that eq(o, (e-auth), 1D) = false. We can then check that:

if net-e-auth,. (A;, j) then if net-e-auth_ (Ay, j) then
(t-suci-®, (A1, j) , t-mac, (A, 7)) (t-suci-©_ (A1, j), t-mac (A, j))
_ else if net-e-auth. (A2, j) then _ else if net-e-auth (A2, j) then
T (tsuci-®,(Ag, ), t-mac,(As, §)) T (tsuci-® (As,), tmac, (As, )
else Unknownlid else Unknownld

Using the FA axiom, we can split ¢, and ¢, as follows:

(net-e-auth-(A;, j), [net-e-auth.(A;, j)Jt-suci-&- (A;, j), [net-e-auth (A;, j)]t-mac-(A;, j)). .
~ (net-e-auth, (A;, j), [net-e-auth, (A;, j)|t-suci-& (A, 5), [net-e-auth, (A;, j)lt-mac, (A;, 7)),

FA*

tr ~tr

Since:
(net-e-authT(Ai,j), net-e-authL(Ai,j)) € reveal,,

We just need to prove that there is a derivation of:

¢, l-reveal,, , ([net-e-auth.(A;, j)]t-suci-&, (A;, j), [net-e-auth.(A;, j)lt-mac, (A, ). 5

~ ¢‘1“, r-reveal,,, ([net-e-authz(Ai,j)]t-suci-@z(Ai,j), [net-e-auth_(A;, j)ltmac, (A, 7)), 5

Assume that we have a proof of

¢, I-reveal,,, ([net-e-auth.(A;, j))t-suci-&- (A;, j), [net-e-auth.(A;, j)jt-mac,(A;, j)),. 5

. 88
~ ¢y, I-reveal,, (ni;, néu‘)z‘gB -
And: ,
¢E,r-revea|70, (niJ? n;vj)igB (89)
~ ¢y, rrevealy,, ([net-e-auth, (A;, j)ltsuci-o.(A;, j), [net-e-auth, (A;, j)ltmac, (A;. j)),

Where for all {n; ;,n; ; [ 1 <i < B} are fresh distinct nonces. Since:

oI, I-reveal,, ~ ¢, r-reveal,,

. . Fresh
o, l-reveal,,, (n;;, n;’j)iSB ~ ¢, r-reveal;,, (n;;, n;)j)iSB

We can conclude by induction.



b) Part 2: Tt only remains to give derivations of the formulas in Eq. (88) and Eq. (89). We only give the proof for
Eq. (89), and we omit the derivation of Eq. (88) (as it is similar, and simpler).

Instead of doing the proof simultaneously for all 4 in {1,..., B}, we give the proof for a single . We let the reader check
that the syntactic side-conditions necessary for the derivations for ¢ and ¢/, with 7 # 4/, are compatible. Therefore the derivations
can be sequentially composed, which yield the full proof.

Let 1 <7 < B. By transitivity, we only have to show that:

!
: ! (90)
~ ¢ r-reveal,,, n; ;, [net-e-auth (A;, j)lt-mac_(A;, )

¢ r-reveal,,, n;;, n

And: )
T, r-reveal,, n;;, [net-e-auth (A;,j)lt-mac, (A;, )

; 91
~ ¢, r-reveal,,, [net-e-auth (A, Jtsuci-6_(A;, j), [net-e-auth (A;, j)lt-mac. (A;, j) e

¢) Derivation of Formula (OI): Let {ID;,...,ID,;} = copies-id(ID;). We define, for every 0 < y < [, the partially
randomized terms t-suci-®Y (ID;, j):

t-suci-¢(in;,j) = if eq(o,(e-auth}),n;) then n} ;

else if eq(o, (e-auth}),n, ;) then n? "
else if eq(o.(e-authy),1p, ) then GUTY & fyw, (n/)

else GUTV & fyw, (n7)
Remark that:
[net-e-auth, (A;, j)lt-suci-&) (1p;, j) = [net-e-auth, (A;, j)lt-suci-&_(A;, j)

And that:
indep-branch

i£n7 r_revealToa ni,ja [ML(A“J)]ML(AMJ)

~ ¢‘£, r-reveal,,, [net-e-authL(Aq;,j)]t-suci-@i(mi,j), [net-e-auth (A, j)|t-mac_(A;, j)
Hence by transitivity, to prove that there exists a derivation of Formula (91)) it is sufficient to prove that, for every 0 < y < [,
that we have a derivation of ¢,_1 ~ ¢,,, where:
Py—1 = ¢‘£, r-reveal.,, [net-e-authL(AZ—,j)]t-suci-@‘é‘l(mi,j), [net-e-auth (A, j)|t-mac_(A;, j)
by = iL“, r-reveal,,, [net-e-auth_(A;, j)|t-suci-&? (1p;, j), [net-e-auth, (A;, j)lt-mac_(A;, j)
Let 1 <y < B, we are going to give a derivation of ¢,_; ~ ¢,. This is done in two times:
« First, we are going to use the PRF-f" axiom applied to f', with key k', to replace GUTI & fgw, (n7) with GUTH & n}¥

(where n;’g is a fresh nonce).
First, observe that there is only one occurrence of fkrmy (n?) in ¢y—1 (and none in ¢, ). Moreover:

set-prin, (6,-1.0,)\{n'} = {of (e-auth?) [ m = _ rup, (p) < 7}
U {n?|7m =_FN(p) <7}
Let 71 = _,FN(p) < 7. We know that p # j, and therefore that (n? = n’) = false. We deduce that:
faw, (n7) = N\ P #EN | fe, (n)

T1=_,FN(p)<T
But we still need guards for ol (e-authy’) = nd, for every 71 = _, FUyw, (p) < 7. The problem is that it is not true that
(o (e-authy’) = n7) = false. We solve this problem by rewriting;oqby_l (resp. ¢,) into the vector of terms ¢ _; (resp.
czﬁfu) obtained by replacing (recursively) any occurrence of acceptlgy with:

v inj-auth.. (ID,,, jo) A o™ (e-auth®) # Unknownld
e \A m1(g(¢)) = GUTI® @ fn, (N10) A Ta(g(¢M)) = Maci[mﬁy ((GuTr° | nio))

T1
70 A7y NS, ()

92)



Which is sound using We then have:
set-prfin, (¢/) = {n? |7 =_ FN(p) < 7}

Therefore we can apply the PRF-f" axioms as wanted: first we replace ¢y—1 and ¢, by gby ; and ¢’ using rule R; then

we apply the PRF-f" axiom; and finally we rewrite any term of the form (92) back into acceptk v
o Then, we use the ®-indep axiom to replace GUTH @ n"y with ny

d) Derivation of Formula (90): We use the same proof techmque. We define, for every 0 < y <[, the partially randomized
terms t-mac? (1p;, j):

t-mac(ip;,j) = if eq(o.(e-auth}), 1D, ) then n}},

else if eq(o, (e-auth}),n, ;) then ni’!
else if eq(al(e-authi),Ly) then Mac,», ((GUTI , n))

else Macyw: ((GuTl , n’))
Remark that:
[net-e-auth_(A;, j)t-mac’ (ip;, j) = [net-e-auth_(A;,j)lt-mac_(A;, ;)
And that:

- - indep-branch
o, r-reveal,, n;j, n

i,J
~ ¢ r-reveal.,, n;;, [net-e-auth (A, j)]t-mac’ (A;, j)
Hence by transitivity, to prove that there exists a derivation of Formula (90) it is sufficient to prove that, for every 0 < y < [,
that we have a derivation of ¢,_1 ~ 1, where:
_ . -1 .
Yy—1 = gy, rrevealr, n;;, [net-e-auth (A;,j)ltmac?™ " (ip;, j)
Yy = g, r-reveals, n;;, [net-e-auth (A;, j)lt-mac’(ip;, j)
Let 1 <y < B, we are going to give a derivation of ¢,_1 ~ 1),,. For this, we are going to use the PRF-MAC® axiom with key
ke, to replace MaCkmy ((cutl’, n7)) with a fresh nonce N} ;

First, observe that there is only one occurrence of Macify ({(GuTl, n?)) in ¢,_1 (and none in 1),). Moreover:

Set'maCEmy (wy—17 ¢y) \ {<GUTIj ) nj>} =

{{cutr”, n?) | 4 = _,FN(p) < 7}
U {{mlg(9h) @ (o (e-authl™)) , o (e-authl™)) | 71 = _~n(p) < 7}
Let 71 = _,FN(p) < 7. Since GUTF is a fresh nonce, we know using EQIndep and the injectivity of the pair function that:

((cutl , n?) = (GUTI”, n?)) = false
<<GUT1j’ ') = (m(g(¢")) @ i (o™ (e-auths ")), o (e-auth'fy») = false
Therefore we can directly apply the PRF-MAC® axiom, which concludes this case.
G. Case ai = Fu(j)
We know that ai = FU,,_«p)(j). Here I-reveal, and I-reveal;, coincides everywhere except on the pairs:
o, (valid-guti®) ~ o (valid-guti’” (™))

if o (valid-gutiy’) then o (GUTI) if o (valid-guti’” ™) then o (GuTry” ™)
else L else L

1 ID
m-suci ° m-suci ¥ (D)

Moreover, we also need to show that:

tID

accept)” ~ accepts (")



Recall that 7 = 79, ai and 7 = 79, ai, and that:
o (valid-gutiy’) = accept?
o, (GUTI) = if accept’” then 7, (g(¢!")) @ fi(o+, (e-auth?))
else UnSet

o (valid-gutiy ™)) = accepts” ("™

ar(cuTiy” ™)) = if accept’ ) then 71 (g(4")) @ fi (0, (e-authy )))

else UnSet
Therefore we want a proof of:
¢, I-reveal,, , accept™™, m-suci’® ~ ‘L“, r-reveal,,, acceptgf(“)), m-suci ;*(”’) (93)
Using we know that:
accept® <« \V o futrg? (94)

T1=_,;N(jg) =T
71 A+ Nsip (L)

We know that 7 = 79, FU,,_(p)(j) is a valid symbolic trace. Using |(Equl)| again, we know that:

accepts ™) \/  futir (95)
T1=_,FN(jg)=<T
1T1 747—»\’5]18(,)

Let:

{oy--siy={i| 7 =_FN@GE) <7 AT A NSpp(_)}

One can check that:

{dos- sy ={i| 7" = _FN(i) < T AT A NS,y (L)}

For all 0 < ¢ <[, let 7;, be such that 7;, = _, FN(j;) < 7. One can check that:
. . T . . . n:t; -
m-suci'® = if fu-tr..’° then GuTI® m-suci ¥ "™ = if fu-tr, 7> then GuTI®
else if fu-tr,’* then GuUTI: else if fu-tr,—* then GUTI’"
else GuUTI! else GUTH!

We can now start giving a derivation of (93):

) N . nir;,
o", I-reveal,,, (fu-tru::“) ™ ¢, r-reveal,, (fu-tru;z7 )'<z
1< 1S

Tiq

. . n: .
, (GUTIJi)iSl ~ ¢, r-reveal,,, (fu-tru;I )i<l ; (GUTIJz)iSl

#", I-reveal,,, (fu-trﬂi?i>

i<l

: . FA®
o, I-reveal,, , accept;’, m-suci’’ ~ ¢, r-reveal,,, acceptg(“’), m-suci 2~ (™)

T

Since for all 1 <14 <[, (GUTI! ~ GUTI??) € reveal,,. Finally, we conclude using |(Der2)| for every 0 < i < I:

oT, I-reveal,, ~ ¢, r-reveal,,

FA*

H niT;.
o1, I-reveal,,, (fu-tru::“) -

K2

. niT;.
~ ¢ r-reveal,,, (fu-tru;f)
- = Ji<i
H. Case ai=TUp(j,0)
We know that ai = TU,, (;p)(j,0). Let ID = v (ID). Here I-reveal, and I-reveal,, coincides everywhere except on:
o (valid-gutiy) ~ o (valid-guti?) o (s-valid-guti;’) ~ o, (s-valid-guti;>) m-suci’ ~ m-suci?
Handling these is completely trivial because:

o, (valid-gutiy) = false o, (valid-gutiy”) = false o, (s-valid-guti?) = ™" (valid-gutii”)

o-(s-valid-guti;’) = o'r'(valid-gutii”) m-suci’’ = L m-suci > = L



And (o' (valid-gutiy), o' (valid-guti”)) € reveal.,. Finally, we conclude by observing that:

» = if o"(valid-guti}) then m-suci'” else NoGuti t, = if o (valid-gutii>) then m-suci’> else NoGuti
Hence:

P, I-reveaITD ~ ¢ r-reveal,,, o' (valid-gutit>) .

¢, I-reveal,,, 0" (valid-guti), m-suci >, NoGuti ~ ¢, r-reveal,,, 0" (valid-gutii>), m-suci >, NoGuti zil::p

oM l-reveal,,, t, ~ ¢'” r-reveal,,, t.
I. Case ai = TN(3,0)

We know that ai = TN(j,0). Using [(A6), we know that for every ID # ID/, —accept! < ﬁacceptITD/. Therefore the
answer from the network does not depend on the order in which we make the accept” tests. Formally, the following list of
conditionals is a CS partition:

(accept) pes, - /\ —accepty

IDESiy

To get a uniform notation, we let accept>®m = Aive Sa —accept, and Sext-ig = Sig U {IDgum }- Hence using Proposition
we get that:

t, = case (accept] :msg’)
IDE Sext-id

We are now going to show that for every ID € Sextig, the term msg'® can be replaced by (n’,n%, nie®) (where (N)ipes.
and (nk 3C) ipes.qq are fresh distinct nonces). We will then conclude easily using the fresh axiom.

Let IDy,...,ID; be an arbitrary enumeration of Sext.ig. For every 1 < n <, and for every ID; € {IDy,...,ID;}, we let:
D Mac e
rnd-msg® = (n?,ng  ny2) ifi<n
rnd-msg'”: ifi >n

And we let ¢,, be the term ¢, where the subterms msg> have been replaced by < ,ne

&, nMac) for the first n identities:

t, = case (accept’ :rnd-msg;’)

ID € Sextid

We can check that 5 = ¢,.
a) Part 1: We now show that for every 1 < n <[, we have a derivation of:

" I-reveal,,,t,_1 ~ ¢ I-reveal,,,t, (96)

Let n be in {1,...,l}. Let ID = ID,,, k = k™ and ky, = ki,. We are going to apply PRF-f axiom with key K to replace f,; (k)
by nyp, where Ny, is a fresh nonce. Recall that:

msg® = (0,0 (sQND) afye (), Macg (07, (sQN) , o (GUTID))))
—— m

Uson UMac

We let ¢ be the context with one hole (which has only one occurrence) such that:

PN uson @ fieo (N7) , umiac)] = o1, I-reveal, tn—1 P[(n?,n, niEe)] = ¢ I-reveal,,, t,,
Let 0[] = ¥[(n? , uson @[], umac)]. Notice that:
set-prf (vol)) =  {m(¢") |7 =_ TUup(p,1) <7}
U{np|71:_, N(p) < 7}
We want to get rid of the sub-terms of the form fi (71 (¢! )), for any 71 such that 71 = _, TUp(p, 1) < 7. To do this, for every

T = _,TUp(p,1) < 7, we let 73 = _, TUp(j,,0) < 7, and we apply [(StrEqu2)| to rewrite all occurrence of accept;) in 1
using:
accepty <+ \/  (parttr}7 ) (97)

T9=_,TN(j1,0)
T3<7172<711 71

This yields a vector of terms (|| with one hole. It is easy to check that:

set-prfy (Yh[)) = {n? |7 =_TN(p) < 7}



By validity of 7, we know that for every 71 = _, TN(p) < 7, we have p # j. Therefore using fresh we have (n’ = n?) < false.
It follows that we can apply the PRE-f axiom in 1 [fn; (K)], replacing f,i (k) by nip, which yields 4[n;p]. We then rewrite any
term of the form in back into accept), obtaining 1o[Nip] = Y[(N7, uson B Nip , Umac)]. We then use @-indep to replace
Uson @ Npp by N5, , . M
"/J[<nj anIEE ) UMac>] ~ ¢[<n] vn% ) nIDac>]

7/)[<nj ; Uson @ Nip UMac>] ~ 7/’[<nj N, ni\lll)ac>]
Yolni) ~ ¥[(n? N, nife)]
dolfi (K)] ~ $[(n7 ,n, njf*)] .
(N uso @ fien (N), umac)] ~ ¢[(n7, ng , nitacy]

#", I-reveal,,, t, 1 ~ ¢ I-reveal,,,t,

@-indep

PRF-f

We now the same thing with upac, applying PRF-MAC® axiom to replace upac by nMa. The proof is similar to the one we

just did for PRF-f, and we omit the details. We then conclude using Refl. This yields:

¢[<nj vnIEg ) n!\gacﬂ ~ ¢[<nj ) n% ) n!\gacﬂ

Refl

w[<nj I n% I UMac>] ~ ¢[<n] 7n% I ni\gac>]
b) Part 2: Using the fact that to = ¢, and (96), and using the transitivity axiom, we can build a derivation of:
o l-reveal,,,t, ~ ¢ l-reveal,,,t

Moreover, using the indep-branch axiom we know that:

- — indep-branch
o, I-reveal. , t; ~ ¢F, l-reveal,,,n

where n is a fresh nonce. Using transitivity again, we get a derivation of:

oM I-reveal,,, t, ~ ¢ I-reveal,,,n (98)
Repeating everything we did in Part 1, we can show that we have a derivation of:

¢ r-reveal,,,n’ ~ ¢ r-reveal,,,t, (99)

where n’ is a fresh nonce. We then conclude using the transitivity and Fresh:

— ©8) ¢ I-reveal,, ~ ¢, r-reveal,, = (2 -
o7, l-reveal,, t;  — = - Fresh o7, r-reveal,,,n
in o l-reveal,,n ~ ¢ r-reveal ,n i
~ ¢, l-reveal, ,n - ~ ¢, r-revealr,, t,
Trans

¢, l-reveal,,, t. ~ ¢, r-reveal,,t,

J. Case ai=Tup(j,1)
We know that @i = TU,,_(p)(j, 1). Let ID = v(ID). By validity of 7, we know that there exists 73 = _, TUjp(j,0) such that
T9 < 7. Here |-reveal; and I-reveal,, coincides everywhere except on:

o, (SQN) — oM(SQN®) ~ o, (SQNT) — o (SQN) o, (e-authy) ~ o, (e-authl?)

T1=_,TN(j0,0)

(Macﬁg(n%) ~ Macﬁﬁ(nﬂ)))

To=<rT1
First, using [(StrEqu2)] twice we know that:
. n:
accepty «» \/  parttr)7! | accept? «» \/  parttr;
T1=_,TN(j1,0) T1=_,TN(j1,0)
To<rT1 To=<rT1
Using [(Der3)| we know that for every 71 = _, TN(j1,0) such that 75 <, 71 we have a derivation:
#", I-reveal,, ~ ¢ r-reveal,, _
— Simp (100)

Nty

¢, I-reveal,,, parttrj 7l - ~ ¢ r-reveal,,, part-tryz; .

Uire, 7T



Therefore we can build the following derivation:

¢, I-reveal,, ~ ¢, r-reveal,,

Simp
i . i niTy
¢, I-reveal,,, (part-try7! ) - miyo ~ ¢F r-reveal,, (part-tru:ﬁi) GO (101)
23771 - 7'5477'1 .
in D in ) Simp
o7, |-reveal,,, accept, ~ ¢, r-reveal,, accept;
a) Part 1: We can check that for every 71 = _, TN(j1,0) such that » <, 7q:
y J
part-tr} 7l — o, (e-authy) = n’t part-tr[]ii:;I — o, (e-authi?) = n’!
—accept’” — o, (e-authy) = falil —accepty — o, (e-authy”) = fail

And (n7',ni1) € reveal,,. Therefore we can decompose o, (e-authy’) and o, (e-authy”) using FA and get rid of the resulting
terms using (T00) and (TOT):

¢, l-reveal,, ~ ¢ r-reveal,,

in 1D n:ty 71 f Simp
¢}, I-reveal,,, accept?’, (part-trj 7t _,n’) =G0 , fail
T2=TT1
i n: 1 .
~ ¢, r-reveal,,, accept?, (part-tru;::;,z, n‘h) S -1
To=<rT1
mp (102)

#", I-reveal,,, if accept'® then _ case | (part-trj7t _:n) else falil
To=<rT1

H . n: ; .
~ ¢ r-reveal,,, if accept® then case (part-tryr, - : ') else fail
T . case T2
To<rT]

. . R
¢, I-reveal,,, o, (e-authy’) ~ ¢l r-reveal,,, o, (e-authy)
b) Part 2: Observe that for every 71 = _, TN(j1,0) such that 7o <, 7q:
part-tr™ _ — o (SQNI®) — oM (sQNP?) =1 part-tryz, » — 07 (SQNE) — oM (SQNE) = 1
—accept’” — o, (SQNP) — o(sQN?) = 0 —accept> — o, (SQNG) — o (SQNT) = 0

It is then easy to adapt the derivation in (T02)) to get a derivation of (we omit the details):

¢, l-reveal,, ~ ¢ r-reveal,,

in D in D in ID in ID Simp (103)
o, I-reveal,,, o (SQN?) — o' (SQN) ~ T, r-reveal,,, o, (SQNy) — of (SQNy)
c) Part 3: We finally take care of ¢, and the Mac® terms. First, we check that for every 71 = _, TN(j1,0) such that
To <r T1:
. . n: j
part-tr 7! — ¢, = Macy (n%°) part-try7; » — t- = Macn(n?°)
-accept” — t, = error —accepti> — ¢, = error

Similarly to what we did in (I02), we decompose ¢, and ¢, using (I00) and (I0I). Omitting the detail of the derivation, this
yield:

. 4 . 4

o' |-reveal,, (Mackxn?(nfﬂ)) e 00 oF, r-reveal,,, (Mack[mg(nJO)) e G

T2=TT1 T2=7T]

" I-reveal,,,t, ~ ¢" r-reveal,,,t Simp
T Ty T ’ Toy» "T

r

Observe that the Mac” terms here are exactly the Mac® terms in I-reveal,\I-reveal,,. To conclude this proof, it only remains
to give a derivation of:

o, I-reveal,,, (Macﬁ.n?(nj‘))> ~ ¢ r-reveal,,, (Macﬁ;ng(njo))

T1=1,(j0,0) T1=_,7(jo,0)
T2=7T1 T2=7TT1
For every 71 = _, TN(j1,0) such that 75 <, 71, we are going to apply the PRE-MAC* axiom with key kp to replace Macﬁlrg(njo)
by a fresh nonce n,,. Let ¢ = ¢'", I-reveal,,, observe that:
4 i -
set-macy, (¢) = {Wl(g((#:a)) | Ta = _, TUp (Ja, 1) < T}

U {n’" | 1, = _, TN(j,,, 1) < 7}



Let:

N = {nj" |7'1 :_7TN(jo,0) N Ty <, 7'1}

Our goal is to rewrite ¢ into a vector of terms 1/, such that set-mac;,, (11) NN = . This will allow us to apply the PRF-MAC*
axiom. We are going to rewrite i as follows:

Let 7, = _, TU;p(ja, 1) < 7. By validity of 7, we know that 7, <, 7o, and that there exists 7, = _, TU;p(Jq,0) <, Tq.

Using we know that:
accept? «+ \/  parttr}T:

UiTy, Ta

Te=_,TN(jz,0)
Th=7Tx <7Ta

We let o be the right-hand side of the equation above. Using this, we can check that:

tr, = if o then _ case (part-trjiye :Macﬁ.mn(nﬁ)) else error
Th=7rTz<1Ta

Let x}° be the right-hand side of the equation above. For every 7, = _, TN(j.,0) such that 7, <, 71, we have ni= €
Set-maCfD(ozITi, x> ) if and only if 7, < 7, < 4. Therefore:

set-macy, (o>, k) NN
= {n¥* | 1y = _, TN(jz,0) ATy <7 T <7 Ta} NN | 71 = _, TN(jo,0) A T2 <, 71}
{7 | 7o = L, TN(jz, 0) ATy <7 Ty <7 Ta AT2 <7 Ta }

By validity of 7, we know that 7, <, 7o. This implies that whenever 7, <, 7, <, 7, and 7 <, T,, we have
Tr <r To <. T.. Hence:

set-macy, (a2, k2 ) NN = 0 (104)
Let ¢ be 1) in which we replace, for every 7, = _, TU;p(jq, 1) < 7, any occurrence of acceptfi and ¢,, by, respectively,
a; and k7. We then have:
set-macy, (vo) = {n’" |7, = _, TN(jn, 1) <7} U lJ  set-macy, (o, &)
Ta,:,vTTaUljijanl)
And using (104), we know that:
set-macy, (¢o) NN = {n/" | 7, = _, TN(jn, 1) < 7} (105)

Let 7, = _, TN(jn, 1) and 7, = _, TN(j,, 0) such that 7, <, 7,. Using [(StrEqu3)| we know that:

ID Nty T
accept? <« \ full-try 7, 7
7' =_,TUp (4;,0)
Ti=_,TUp (j;,1)

T <7 <rTi <1
Let A be the right-hand side of the equation above. We can check that n’» € set-macy,(A\ ) if and only if there
exists 7,/ = _, TU;p(j;,0) and 7, = _, TU;p(j;, 1) such that ;" <, 7,/ <, 73 <, 7. Since 7; < 7, we know that j; # j.
Therefore 7; <, 75, and we can show that:

set-macy, (A2 ) NN = 0 (106)

Let 1)1 be 1 in which we replace, for every 7, = _, TN(j,, 1) and 75, = _, TN(j,,, 0) such that 7,,” <, 7, any occurrence
of accept,’ by A. Using (T03) and (T06), we can check that:

set-mac (Y)) NN = 0

Which is what we wanted to show.



d) Part 4: Let 71 = _,TN(jo,0) be such that 7o <, 7. For every 71/ = _, TN(j{,0) be such that 75 <, 7', if
jb # jo then (nfo = ndo) ¢ false. Moreover, since set-mac (1) NN = ), we know that for every n € set-macy (1),
(n = nJo) < false.
We can therefore apply simultaneously the PRE-MAC? axiom with key ki, for every 71 = _, TN(jo, 0) be such that 75 <, 71,
to replace Macéﬁ(nj“) by a fresh nonce n,,. We then rewrite back ¢, into 1. This yield the derivation:
o l-reveal ), (Nr,) ri=mGoo) ~ €

To=TT]

R
'(/]17 (nT1)71=7,TN(J010) ~ C
TQ<=7TT1
4 .
1, (Mack'mn(n”)) G0 ¢
To<rT1

PRE-MAC*

R

, 1
o l-reveal,,, (Mackg(nﬂ(’)) G ™ €
Tg=<rT1

where:

— 4in 4 j
¢ = ¢7,rreveal,, ((Mack%(n30)> e G
T2=7T1
Observe that we never used the fact that 7 was a basic trace of actions above, but only the fact that 7 is a valid trace of
actions. Therefore the same reasoning applies to ¢, which allows us, for every 71 = _, TN(jo,0) be such that 75 <, 71, to

replace Macﬁ%(njo) by a fresh nonce n’ . We conclude using fresh. We get:

¢, l-reveal,, ~ ¢, r-reveal,,

. - fresh
¢, l-reveal,,, (Nr,) = mtoor ~ ¢, r-reveal., (n],) - = mio.0

T2=7T1 To<rT]

. . T R + PRF-MAC?
o7, I-reveal,,, (N7, ) ri= mGoy ~ @, r-reveal,,, ((Mack[mg(nm))

ro~<TT1 T1=_,TN(j0o,0)

T2=X7T]

Which concludes this proof.

K. Case ai = TN(j,1)
We know that ai = TN(j, 1). Here |-reveal, and |-reveal,, coincides everywhere except on:

net-e-auth. (1D, j) ~ net-e-auth_(Ip, j) sync-diffl” ~ sync-diff;*(”’)
Let ID € Spid, T = _, TUip(Ji, 1), 71 = _, TN(4,0), 72 = _, TU;p(J;,0) such that 7 <, 71 <, 7;:
TUb (Jji, 0) TN(j, 0) TU (ji, 1) ai = TN(j,1)
S . : :
T2 T1 Ti T
Let f = full-trj727 and f = fuII-trE;::;é. Using |(Derd)| we know that we have the following derivation:

¢, I-reveal,, ~ ¢, r-reveal,,

- . Sim (107)
o7, I-reveal,,,f ~ ¢F, rreveal,,, f P

Since f — accept”, we have:
, , if " (sessiony’) = n? then suc(sync-diff')
f A o"(synciP)]sync-diff> = [f A oI (synciP T N 70
[f A o7 (syncy’)lsy > = [fAaT(sy U>]( else sync-diff®

a) Case 1: Assume that 7, = _, TU;p(j;, 1) <+ NS;p(_). Let 7vs = _,NS;p(jns) be the latest session reset in T, i.e.
Tns <- 7 and Tys A NS;p(_). We show by induction that for every 7’ such that 7ys < 7/ we have:

(f Aol(sessiony) =n?) — o, (SQNP) = 0,/ (SQND) (108)

Let 7/ be such that 7y < 7'

o If 7/ = 75 then the property trivially holds.
o If 7ys <, 7’. The only cases where SQN} is updated are PN(j’,1) and TN(j',1):
- If 7/ = _,PN(j’,1): since 7 = TN(j, 1) we know by validity of 7 that j' # j. Therefore:

inc-accept), — (0'7—/ (sessiony) = nj') — (op(sessiony) #n’) — (o(sessiony) # n’)



It follows that:
(o' (sessiony’) = n’) — —inc-accepty, — (o (SQNY) = o,/ (SQNY))

And we conclude by applying the induction hypothesis.
- If 7/ = _,TN(j’,1): since 7 = TN(j,1) and 7" < 7, we know that j' # j (by validity of 7). Therefore:

(o' (sessiony’) = n’) — -inc-acceptl, — (o (SQNY) = o,/ (SQNK))

And we conclude by applying the induction hypothesis.
This concludes the proof of (108).
We then prove by induction over 7/, for NS;p(jxs) = 7 < 7 we have:

(f A aM(sessiony) =n’) — -, (syncl) (109)

Let ai’ be such that 7/ = _, ai’.

o The case ai’ = NS;p(jys) is trivial since we then have o, (sync®) = false.

o If ai' # PUp(_, 2), then since NS(jns) A~ NS(_) we know that ai’ # Ns(_). Hence o2 (synci®) = L, which implies
or(syncy) = olf (sync?). By induction hypothesis we know that:

(f Aa(sessiony) =n’) — —af (syncl)

which concludes this case.
o If ai' = PU(5/,2). Let 7" = _ PUL(j’,1) <,. By validity of 7 we know that 7ys <, 7"”’. Using |(Equ2)| we know that:
accept® « \/  supitr(i,

! =_pN(5"",1)
T e <!

And using
<ﬁaiT”, (sync®) A supi-trlj‘:f,,,/,ﬁ,) — 0./(SQNIP) — o/ (SQNI?) = 0
Using (T08)), we know that:
(f Aol(sessiony) =n?) — (0, (SQND) = 0 (SQNP) A 0 (SQNP) = 0,/ (SQNP))

Therefore: . .
(f Aol (sessiony) =n7) — (oh.(SQNY) = o (SQNY))

Using |( ﬂ we know that o W(SQN‘D) < o', (sQNIP), and by [(B1){ we know that o, (SQN?) < o,/ (SQN!P). Moreover

o (SQNP) = suc(a, (SQNIP)) < oM, (SQNIP). We summarize all of this graphically below:
NSip (Jns) PUib(j',1) PN(j",1) PUIb(j',2)
S . . . o
Tns Fn B 7 !
,,/,,(SQN'D) — o (SQNIP)
1A - Il
ol (SQNIP) —=— a(sQNE) = o7 (SQNP)

Putting everything together we get that:

(f A =o' (synci®) A supi-tr7, T,> — (0(SQNY) < o/ (SQNP)) — false

We deduce that:

(f A —o™ (synct®) A accept?) — \/ (f A =o' (sync) A supi-tru”j:T,)
T/ =_pN(5"",1)
pup (57, 1) <77/ <7/
— false

Moreover, using the induction hypothesis we know that:

(f Ao(sessiony) =n’) — —of (syncl)



Therefore:
(f Ao(sessiony) =n?) — -accept,, — —o.(syncl)
This concludes the proof by induction of (I09). Using (TI09) we get that:
[flsync-diff}” = [f A oM (synci?)|sync-diff,,

We know that f — accepty>"™. Moreover, v, (ID) # v, (ID), hence using [(A5)[ we know that f — ﬁaccept;T('D). Hence:

[flsync-diffs ™) = [f A a‘ln(syncﬁ’(m))]sync-diffg (ip)
Using the derivation in (I107) and the fact that:
v-(ID)

(o‘;‘(sync{}’),ail"(syncU )) € reveal,, (sync-diff‘f,sync-diffg (”3)) € reveal,,

We can build the derivation:

o, I-reveal,, ~ ¢\, r-reveal,,

in_ in D _jffID Simp
o7, I-reveal,, f, o' (sync’),  sync-diff

. . y o 110
~ ¢, r-reveal,,, f, o (syncy ™), sync-diff/- (") (110)
. — — — Simp
o7, I-reveal,,, [flsync-diff’ ~ I r-reveal,,, [ﬂsync-diff;*(m)
b) Case 2: Assume that 7, = _, TU;p(j;, 1) A+ NSip(_). We introduce the term 6py (resp. 61y) which states that no SUPI
Jis p
(resp. GUTI) network session has been initiated which ID between 7; and 7:
O = /\ —inc-accept.” Oy = /\ —accept;,
7/=_,pPN(_,1) 7/=1N(_,0)
Ty =77/ Ty <77/
It is easy to show that:
(fA o (sessiony) = n?) < (FA fpx A frx)
We are now going to show that for every 71 < 7/, P(7’) holds where P(7') is the term:
N o, (GUTIY) = UnSet "
P(r) = (fA0n) = | o (seSsion®) — ni A accept®, (111)

T =7 =7
7!/ =1N(_,0)

Since f — accept, , we know that f — o, (GUTIY) = UnSet. This shows that P(suc, (1)) holds. Let 71 < 73, and assume
P(7}) holds by induction. Let 7" = suc, (7). We have four cases:

o If 7/ ¢ {TN(_,0), TN(_, 1), PN(_, 1)} then P(7') = P(73), which concludes this case.
o If 7 = TN(_,0), then using the induction hypothesis P (7)) we know that f A Opy — o (GUTIY) = UnSet. Therefore
f A Opn — —accept. We know that f A O,y — o' (sessiony’) = n?. We conclude by observing that:

(—accept> A o (GUTIR) = UnSet A o) (sessiony’) = n’) — (o, (GUTIY) = UnSet A o, (sessiony’) = n’)
o If 7/ = TN(j’,1). Since 7/ < 7, we know that j # j’. Therefore o™, (sessiony’) = n/ — o™ (sessiony) # ni’. We

deduce that f A 6y — —accept). This concludes this case.
o If 7/ = _,PN(_,1). We know that:

f A 0,y — —inc-accept!®
We then directly conclude using the facts that:
—inc-accept’”, — o, (sessiony’) = o™ (session,’) —inc-accept?, — o,/ (GUTIP) = o™ (GUTI)
By applying (ITI) at instant 7, we get that:

(fA ol (sessiony) =n?) < (FA G Abry) < (FAOe) (112)



¢) Part 1: Let 7/ = _,PN(j', 1), with 71 <, 7". Let 7j = PN(5’, 0). Using [(Equ3)| we know that:

g(@n) =7 Ami(g(dh)) = (D, o (sQNIP)) S

accept’ < \/ _ X _ e ) (113)
ey \Ama(g(60)) = Mackg ({0, o (s FE o(61)
To=XTTa =TT
A7l
We define:
o NSip(jns)  if there exists jys S.t. NSip(jns) <, 7 and NSyp(jns) Ar NSip ().
NS otherwise
Let 7, = _,PUip(Jq, 1) such that 7} <, 7, <, 7'. Since 7, = _, TU;p(Ji,1) A NS;p(_), we have only three interleavings

possible: 71 < Ty, T1 < T4 OF Tys <1 T, <5 To. First, we are going to show that in the first two cases we have:
! : 1D
fA X — —inc-accept,
o If 7, <; 7xs, We have the following interleaving:

PUip (Ja, 1) NSip(_) TUp(54,0) TN(4,0) PN(j',1) TN(j,1)
°
pt

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

T

By definition of inc-accept), and using the fact that A7 — accept’> we know that:
()\Z; A inc-accept‘ﬁ) — o (SQNY) < o (SQNP)

To conclude this case, we only need to show that:

(AZ; A inc-accept‘ﬁ) — o (SQNP) < o™ (SQNIP) (114)
From which we obtain directly a contradiction, implies that:
fA /\Z; — —inc-accept’ when 7, < Txs (115)
The proof of is straightforward using and we just give the proof graphically below:
PUip(Ja, 1) NSip (Jjxs) PN(j’,1)
T —e ° o—
Ta TNs /

T

. < .
o (sQNP) o (o)
\
o' (SQNIP)

e If s <+ T4 <+ T2, we have the following interleaving:

NSip(_)
or € PUp(Ja; 1)  TUp(Ji,0) TN(j,0) PN(j', 1) TN(j, 1)
s a : — :
TNS Ta T2 T1 / T

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

We know that A7 — o, (GUTI®) = UnSet, and that f — o™ (sync®). By |(B3), we get f — o™ (GUTI®) # UnSet.

T2
This means that GUTI;} is unset at 7,, but set at 7. Therefore there was a successful run of the protocol (SUPI or GUTI)
between 7, and 5. More precisely, using Proposition 23] we have:
fAN = (o, (GUTI®) = UnSet A o™ (GUTIP) # UnSet)
ID

- \/ accept™, (116)

7! =_Fup (3')
Ta=<r7! <779

Let 7" = _ FUp(5”) such that 7, <, 7" <, 75. We then have two cases:



— Assume j” = j,. In order to have accept

I/, we need the SUPI or GUTI session j” to have been executed before 7.

Intuitively, this cannot happen if j” = j, because the user session j, is interacting with the network session j’, and
7" <. 7'. Formally, using the fact that j” = j, we are going to show that:

()\Z; A accep ‘TD//) — false (117)
First, by we know that:
accept?, — \/ inj-auth_,, (ID, j,,)
FN(jz) £/ NSip (L)
- \V (oiﬁ,/(b-auth{ﬁ) =D Ao (e-authy) = njm>

EN(Jz ) £ 17 NSip ()
By [(A8)] we get:

— \/ (UT (b-auth?) = 1D A o™, (b-auth?) = njf) (118)
FN(jgz )& /7 NSip(_)

We know that AT — o™ (b-auth}) = n/". Moreover, using the validity of 7 we know that b-auth} is not updated
between 7, and 7", therefore )\I; — o, (b-auth?) = n?’. Putting this together with (TT8), and using the fact that:

T

(ai“ (b-auth™) = ni= A o', (b-auth™®) = ni’) s false if j, # j'
We get:

accept® AN — o (b-auth] ) = Ip A o, (b-authl) = n?’
Since 7 <, 7/, we know that o', (b-authﬂ/) = 1. This yields a contradiction:

— ol (b-authf ) = 1 A ol%, (b-authy) = L
— false

Which concludes the proof of (117).

Assume j” # j,. Intuitively, we know that accept)’, implies that SQNI® and SQN have been incremented and

synchronized between 7, and 7'. Therefore we know that the test inc-accept!, fails. Formally, we show that:
accept®, — o, (SQN®) < o™, (sQNIP) (119)

We give the outline of the proof. First, we apply [(StrEqul)| to 7. Then, we take 75’ = _,FN(j.) < 7”. We let

71 = _,PN(Je, 1) or _, TN(je, 1) such that i < 7/, and we do a case disjunction on 77:

* If 71/ = _, PN(je, 1), then we use |(StrEqu4)| on it, and we show that o, (SQNI?) < &', (SQNI) by doing a case

disjunction on inc-accept,.

x If 7{' = _, TN(j., 1), then we use |(StrEqu2)| on it, and we show that o, (SQNI?) < o', (SQN'P) using [(B4)

We omit the details. _ . .

Using |(B1)| we know that o0, (SQNY) < ol (SQNY) and o (SQN) < o, (SQNy). Hence, we deduce from (T19)

that:

acceptl), — o (SQNI) < o™, (SQNIP) (120)

1D
T/

Moreover, by definition of inc-accept.;, and using the fact that )\Z; — accept)) we know that:

(AZ; A inc-accept‘f,) — o (SQNP) < o (sQNIP) (121)
Putting (120) and (121)) together:
()\Z; A inc-accept! A acceptﬂ%) — (0! (SQNP) < o (SQNIP) A oM (SQNIP) < oM (SQNIP)) — false

Hence:

1D
T

(AZ; A accep ) — —inc-accept’ (122)



From (I16), (IT7) and (I22)) we deduce that:

Hence:

fAN, — f A XL Aaccept?,
T =_ruip (§7)
Ta=77" <172
— \/  -inc-accept)’

T/ =_Fruip (§)
Ta=<r7! <779

! ; D
fA N~ — —inc-accept;

when Tys < Ty <7 To

(123)

d) Part 2: Using (113) and (123), we know that we can focus on the (partial) SUPI sessions that started after 7;, i.e. the
sessions with transcript of the from A7 , where 7, = _, PUp(ja, 1), 7" = _,PN(j’,1) and 7; <, 7, <, 7’. Formally, we have:

fAbn) < N

o N

H 1D
—inc-accept

T/=_pN(_,1)
T =77/

& A\ ((fAraccept?) — —inc-accept?)

T/=_pN(_,1)
T1=r7!

& A ((f A )\Z;) - ﬁinc-accept‘TD,)

T/=_pN(j",1)
TH=_,PN(i’,0)
Ta=_,PUp (ja,1)
T1=<71T

To=rTa=<rT’

Ta=_,PUp (ja,1)
/' =_,pN(5’,1)
Ti<rTa <77’

We represent graphically the shape of the interleavings that we need to consider:

((f/\);;) - ﬁinc-accept‘:’/)

(By (I13))

(By (TI3) and (123))

NSip(_)
or € TUyp (ji, 0) TN(j,0) TUip(jis 1) PUip(Ja, 1) PN(j', 1) TN(j, 1)
r : ; : 1 . .
Tns To Tl T Ty - T

,,,,,,,,,,

e) Part 3: We are now going to show that if at least one partial SUPI session that started after 7; accepts (i.e. f A )\:;
holds), then we have o'"(sessiony’) # nJ. First, from what we showed in Part 2, and using (TT2) we know that:

. . . / .

- (fAoM(sessiony) = n?) < \/  fA) Alinc-accept;
Ta=_,PUp (ja,1)
T/=_N(j’,1)

7
Ti<TTa=<71T

’
T
— \/ fAN
a
Ta=_,PUp (ja,1)
/=_pN(5",1)
Ti=rTa <77/

In a first time, assume that for every 7, = _, PU;p(ja, 1) and 7 = _,PN(j’, 1) such that 7; <, 7, <, 7/ we have:
(f AXL A ﬂinc-acceptﬂ’,) — o"(sessiony) # n’ (124)

Then we know that: .
\/ AN, = ~ (Aol (sessiony) =n?)
Ta=_,PUp (ja 1)

T/=_pN(j’,1)
Ti<rTa<TrT!

Therefore: .
- (fAoM(sessiony) = n?) « \V AN (125)
Ta=_,PUp(ja,1)

T/=_pN(j",1)
Ti<rTa <77/



(4',1) such that ; <, 7, <, 7. We know that

We now give the proof of (124). Let 7, = _, PUip(Jq, 1) and 7/ =
(/\T' ﬂinc-acceptf,) — o (SQNP) < o) (SQNY)

And that:
f — o (SQNP) = o (sQNIP)
Moreover by we know that o™ (SQNIP) < o™" (SQNIP). We summarize this graphically
TUID(ji7O) TN(.ja 0) TUID(jiv 1) PUID(ja71) PN(j/a 1) TN(j71)
T —e o . . o o
T2 1 T Ta T/ T
I I I X
| \ \ !
|\ _o_o___ | o o __o___ | o o o Y !
ol (sQNI) ol (snt)
oy (SQNY) o (SQN'P)
We deduce that:
(f AAL A ﬁinc-accept‘TD,) — oM (SQNP) < o™ (SQNP)
Moreover:
o (SQNP) < o (SQNIP) — ( \ inc-acceptfl) Vv ( \/ inc-acceptf;)
Tz =PN(jg,1) Tz =M(jz,1)
TI=<TTe =TT

L=< Te =T

For every 7,, = PN(j, 1) such that 71 <, 7, <, 7/ we have j, # j. Therefore
\/ inc-accepty — \/ o (session?) = n’*

T =PN(jaz,1)

71<TTL<TT’

Tz =PN(jg,1)
’

T = Ta =< T
— o"(sessiony) # n?

And:
\/  inc-accept) — \/ ol (sessiony) = n’*

Tz =T(jz,1)
’

T =< Te =TT
— o"(sessiony) # n’

Tz ="(jz,1)

T =T <77

This concludes the proof of (124).
The proofs in Part 1 to 3 only used the fact that 7 is a valid symbolic trace. We never used the fact that 7 is a basic trace

Therefore, carrying out the same proof, we can show that
<f A o (sessiony ™)) = nJ> “ (VAR Vit (126)
Ta=_,PUp (ja 1)
T/ =_pN(j’, 1)/

Ti=TTa =TT

(j',1) be such that 7; <, 7, <, 7’. Observing that

”*('D))>}gék:) € reveal,,

f) Part 4: Let 7, = _,PUp(jq, 1) and 7/ =
T (sQNy

({4, o (soN) I (v (1D), 0

(nj/,nj') e reveal,,
(o )>)) € reveal,,

(Maciy ({0, o (sQNP))IE, 9(617))), Macyy. o (({(v-(1D) , o (song ) 1"
It is straightforward to show that we have a derivation of:
", I-reveal,, ~ ¢'” r-reveal,,
. - Simp
o1, r-reveal,,, A7,

(j)'” Irevealm,)\:a ~



Using (123) and (126), and combining the derivation above with the derivation in (T07), we can build the following derivation

oM, I-reveal,,, ~ ¢, r-reveal,,,
= . (Dup, FA)*
¢i7[1’ |-I'evea|.,-0, - \/ Ta:,‘PUm(’ja‘l) f /\ A:; ~ (bg, r'reveal-,—o, - \/ ra:,,m!m(‘ja,l) I /\ )\i (127)
e i i
¢, I-reveal.,, f A ol (sessiony) = ni ~ ¢ r-reveal,,,fA o (session ™)) = n/
We know that: . : . . ,
if f A ol"(sync?) A ol (sessiony’) = n’
seelD ~eeID
[flsync-diff.” = then suc(sync-diff; )
else sync-diff,”
Similarly:
it f A o™ (syncy” ")) A o (session ")) = n
ey, (ID) secvo (ID)
[flsync-diff.” " = then suc(sync-diffy; ")
else sync-diffi;(”’)
Hence, using and the fact that:
(oiﬁ(sync{j’),a‘l“(synci}*(m)) € reveal,, (sync—difffg,sync—diffZg(ID)> € reveal,,
We have a derivation of:
#", I-reveal,, ~ ¢\, r-reveal,, .
= Simp (128)

¢, I-reveal,,, [flsync-diff” ~ ¢! r-reveal,,, [ﬂsync-diff;*(“’)

g) Part 5: Using (J10), we know that:
accept’® Vo (fulrg 7))

Ti=_,TUp (j;,1)
T1=_,TN(4,0)
To=_,TUrp (j;,0)
T=TT1 =774

We split between the cases 7; < Txs and 7; A, Tus:
“ Vo (ulrgT ) v Vo (fulrgn)

Ti=_,TUip (j4,1) Ti=_,TUip (J;,1)
T1=_,TN(4,0) T1=_,TN(j,0)
To=_,TUip(j4,0)

To=_,TUrp (j;,0)
T2 =771 <7T; <7 TNs TNSRTT2<7T1=7T;

If 7; <, 7xs then v, (ID) = v, (ID) # v-(ID), and if 7; £, 7ys then v, (ID) = v, (ID) = v, (ID). It follows, using (J10) on

T, that:
nity, T N7y, 7
\/  accept? « \ (full-tru%,w accept’™(®) ¢« \V (full—tru:%:i)
Ti:,,n:yﬂ_(m)(]‘i,l)

IDEcopies-id (1p) T;=_,TUp (4;3,1)
v (ID) T1=_,TN(3,0)
To=_,TUp (j;,0)
TNS<7T2=7T1 =77}

T2 <771 <7T;=<TTNS

Hence, using (T10) if 7; <, NSyp, and (128) if 7; 4, NS;p, we can build the following derivation:
o1, I-reveal,, ~ ¢, r-reveal,, _
= Simp

¢i7r—]7 |'revea|7'o7 SynC-diffi_D ~ ¢£v r_reveaITO ) SynC-diff;T )

T1=_,TN(4,0)
2=, (1p) (43,0)

h) Part 6: Observe that:
net-e-auth, (1D, j) <+ accept” net-e-auth _(Ip,j) < \/ accept?
IDEcopies-id(ID)

We therefore easily obtain the derivation:
¢, I-reveal,, ~ ¢, r-reveal,,

¢, I-reveal,,, net-e-auth (Ip, j) ~ @I, r-reveal,,, net-e-auth (1D, j)




Finally, using (J10), we know that:

\/ accept” < \/ accept® < net-e-auth?

IDESiy IDE Spig
Moreover:
\/ accept? « \/ \/ accepty | « \/ net-e-auth_(ip, ;)
IDESjg IDESpig  \ IDECOpies-id(ID) IDE Shig

It follows that:
¢, I-reveal,, ~ ¢!, r-reveal,,

. . Simp
o, l-reveal,,, \/ s, Net-e-auth” ~ o', r-reveal,,, \/,, . s, net-e-auth (ip, 5)

in 1D in 1D
o7, l-reveal,,, \/ . s, accepty’ ~ ¢ r-reveal,,, Vs, accept;

¢, l-reveal,,, t. ~ ¢, r-reveal,,t,

Which concludes this proof.
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